CIS 5371 Cryptography

6. An Introduction to Number Theory




Congruence and Residue classes

o Arithmetic modulon, Z,

« Solving linear equations

« The Chinese Remainder Theorem

« Euler's phi function

o The theorems of Fermat and Euler
o Quadratic residues

« Legendre & Jacobi symbols



Arithmetic modulo n

Examples

« £,={0,1.2,...,n-1},

o  Z*={12,...,p-1}, forprimep,

« £ * ={all integers k, 0 <k < n, with gcd(k,n) = 1}.




Solving linear equations

Theorem
For any integer n > 1,
ax =b (mod n)
Is solvable, if and only if, gcd(a,n)|Db.

Examples

6x = 18 (mod 36) has 6 solutions: 3, 9, 15, 21, 27, 33.
2x =5 (mod 10), has no solutions.



The Chinese Remainder Theorem

Let m,, ..., m, be positive integers with gcd(m;, m;) =1,

and letM =mm,---m._.

Then the congruence
X=¢, (modm,)
X=C, (modm,)

X=c, (modm,)
has a unique solution zeZ,,.



The Chinese Remainder Theorem

Let (M /m.).y. =1(modm.). Then for
z;=(M/m).y,
It IS easy tosee that

2> 7, (mod M)

IS a solution.



Example

Solve the modular conguence :
X =2 (mod 3)
X =3 (modb)
X=4 (mod?7)

We have: M =105,
y; =357 (mod 3) = 2 (mod 3)
y, =211 (mod 5) =1 (mod 5)

y3 =157 (mod 7) =1 (mod 7)
Then z=2-35-24+3-21-1+4-15-1=263mod105 = 53mod105



Example

Solve the modular conguence :
X =1(mod?2)
X =2 (modb)
X=3(mod7)



Euler's phi function

#(n) is the number of positive integers k for which
gcd(k,n) =1. We have

¢(1) =1

#(p)=p—1, paprime,

#(pq) = (p-1)(a-1), for p,q primes,

e e e— e 1 ]
d(p°)=p°—-p°t=p (1_6)’ paprime,e>1.

It follows that if n=p,* - p,”* ----- p,*, is the prime
factorization of n, then

HM)=nl-) (1) Q-).
P, P Py



The theorems of Fermat and Euler

Fermat's little theorem
If p Is prime then,

ab1 =1 (mod p),
for all integersa: 0 <a <p.

Euler's theorem
If gcd(a,n)=1then a®™ =1 (mod n),
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Legendre & Jacobi symbols

Let QR be the set of quadratic residuesmod p and let

QNR, =Z \QR_ be the set of quadratic nonresidues.
For xe Z_, p prime, the Legendre symbolof xmod pis:
( Xj { 1 if xeQR,

D -1 if xeQNR|
Letn=p,p,--- p, be the prime factorization of n.

For x e Z, the Jakobi symbol of nmod pis:

(- G
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Legendre & Jacobi symbols

It Is easy to see that

X

(F] = x (P72 (mod p), for p prime.
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Legendre & Jacobi symbols

(v (1002
o) () (0

If x =y (mod n) then (f) _ (l)
n n

For m,n odd :

(__1) — (_1) (n-1)/2
n

(g) — (_1) (n?-1)/8
n
n

If gcd(m,n)=21and m,n > 2 then (%) (H) = (-1) (m-1)(n -1)/4




Example

Compute (i) and (L]
15 15



