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Secure 5G — Flipping the Script

FACT: China is currently poised to lead the global deployment of 5G.

DISCUSSION: Huawei has used market distorting pricing and preferential financing to dominate the

global market for telecommunications infrastructure. China sets aside up to 70 percent of its mobile
infrastructure market for Huawei and ZTE, only allowing Western vendors to compete for the
remainder. The magnitude of the Chinese market reserved to Huawei and ZTE allows the companies to
effectively fund their R&D with domestic sales while insulating the companies against global
infrastructure spending down turns. The government has also extended an estimated $100 billion line
of credit to Huawei to finance deals abroad. Combined with aggressive pricing, diplomatic support, and
suspected payments to local officials, Huawei has quickly taken market share in the radio infrastructure
market as well as optical and routing, leaving them poised to take market leadership of 5G.

Huawei has gone from a market share in radio infrastructure of roughly 11 percent in 2011 to a share
equal to or greater than Ericsson and Nokia, the two largest Western mobile infrastructure suppliers.
Similarly, in routing, Huawei more than doubled its market share in an 18-month period, and in several
areas or routing it has caught or surpassed market leader Cisco. Europe led 3G deployment, the U.S. led
4G, and with these market altering practices, the Chinese may be poised to lead in 5G Huawei.

Notably, the FBI continues to monitor market activity and update its compendium of activities and risks
associated with Huawei and ZTE. Apart from the suggestions for a U.S. market strategy provided herein,
permanently tasking the FBI to work with other intelligence agencies to monitor and regularly report to
Congress and the Administration on the market activities and risks of Chinese infrastructure vendors

would be valuable for national security.
FACT: U.S. telecommunications manufacturers have all but disappeared.

DISCUSSION: Today, only a handful of companies are postured to play a role in global 5G deployment;
Qualcomm, Cisco, Juniper, Nokia, Samsung, Ericsson, Huawei and ZTE. Qualcomm makes chipsets for
mobile devices while Cisco, Nokia, and Juniper provide core and routing technologies, but not radio
infrastructure. Nokia, Samsung, and Ericsson offer radio infrastructure as well as other technologies and
services essential to mobile broadband. Notably, on the current trajectory, 5G in the U.S. will debut on
equipment from just this small group of companies, which would include Chinese suppliers unless
informal restrictions against their inclusion in national networks are maintained for 5G networks. Even
at that, radio manufacturers other than Huawei and ZTE will face declining market share if conditions do
not change.

ASSUMPTION: Whoever leads in technology and market share for 5G deployment will have a
tremendous advantage towards ushering in the Massive Internet of Things, machine learning, artificial
intelligence, and thus the commanding heights of the information domain.

DISCUSSION: 5G is a fundamental shift in wireless infrastructure. More like the invention of the
Gutenberg press than the move from 3G to 4G, it will move the world into the information age.
Everything from automated cars and aircraft to advanced logistics and manufacturing to true Al
enhanced networked combat. Most communication on the network will move from mobile devices to
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The Challenge: Can we flip the script? Can the U.S. conduct a moonshot with secure 5G deployment,
and steal the lead position for dominating the information domain?

Answer: Yes, but it will take focused and determined leadership and a commitment to building a
secure , high-performance (capacity and coverage) 5G network faster than anyone is currently
predicting - 3 years.

DISCUSSION: There are numerous major decisions that affect the answer to this question:

1. What type of network should we build — single-block, or multi-block?
2. What spectrum can we make available?
3. Can we standardize siting requirements?

Other ancillary questions effect the efficacy of the project:

1. Can we rebuild a telecommunications manufacturing base in the U.S.?
2. Can we elicit allies and partners to build with U.S.?
3. Can we elicit allies and partners to jointly grow these networks in the developing world?

Type of Network: Options — 1) Single-block; 2) Multi-block

Single Block: If the U.S. were to build and run one physical network using the Mid Band
spectrum it could lease time back to carriers to sell as a service. This would allow the allocation of a
large amount of bandwidth for the network by creating one block of spectrum in the Mid Band range.

Pros:

1. Speed - This would enable virtual network slices at the full capacity enabled by
combining the bandwidth that would normally be allocated to each. For example, in
the 3.7 to 4.2 GHz frequency range there is 500 MHz of spectrum available. That
bandwidth could be divided into smaller segments and then apportioned to the
carriers to build competing networks. However, if all or most of this spectrum is
used as a single block, then the peak and average speeds achieved on such a
network would be vastly different. For example, under a single block scenario speed
to devices would be in the several Gbps range, while in the multi block scenario it
would be in the several hundred Mbps range.

2. Security - In the single block scenario, the network could be built with security as a
foundational element enabling the securing of both government and civilian data.
The network could also be built for resiliency from physical attack or natural
disasters.

3. Speed of Deployment — Building a single block network could take the shape of a
21* Century Eisenhower National Highway System. This would enable deployment
on a national scale by using authorities unleashed by the cyber emergency we face
on a daily basis. Siting restrictions could be standardized for the nation. Spectrum
could be made more easily available by moving some current commercial and
federal customers and dynamically sharing dual-use spectrum. Finally, instead of
several networks being built, we would only need to build one, which will lead to
more efficient deployment of resources.



aradigm — The current market situation involves many carriers who compete

at building networks. The single block model would require a sing le network that is

virtually shared by retail providers
Mitigation

Since the single block network would only cover the Mid Band, other carriers could

huild_Hieh_Rand netwarks to the same exacting security requirements if they so
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: II: r:ason alone 5G will not be built in the U.S., or at the very least it will be one of the last nations to
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Y deploy. Nevertheless, tested speeds in this frequency band has shown multiple Gbps to the device.
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e FCCis currently looking at the Mid Band for possible 5G use. The Mid Band range they are looking at

av.allable for large-scale deployments. There are some U.S. equipment companies who are working in
this area, so the U.S, could still claim a lead in the technology. Mid Band would allow for a much less
dense network since it is closer in geographical layout to currently deployed networks. All of the current
4G towers could be used for rollout along with an additional 20 percent more towers, reducing the
deployment timelines. A 100 MHz block of spectrum gives you around 400 Mbps, and a 500 MHz block
gives you multiple Gbps at the device. The only carrier that currently owns spectrum in the Mid Band is
Sprint with a 100 MHz block of spectrum at 2.5 GHz.

Low Band provides good coverage, but will not give true 5G speed or low latency. Currently only 600
MHz is designated for 5G, and the only nationwide spectrum block is owned by T-Mobile. 5G
deployment will most likely encompass low, mid and high band spectrum for both coverage and
capacity. Because of the long distance and penetration capability in Low Band, this spectrum will be
used to extend coverage areas to more remote locations.

To recap, only three carriers currently have nationwide spectrum for 5G deployment:

1. Verizon — High Band (28 GHz at 800 MHz spectrum block)
2. Sprint = Mid Band (2.5 GHz at 100 MHz spectrum block)
3. T-Mobile - Low Band (600 MHz at ~20 MHz spectrum block)

As it stands today we could see that Verizon will be the only one with true 5G capability in terms of
speed (capacity). Sprint and T-Mobile will provide coverage. Typically, the carriers have fought for both
coverage and capacity, and this will likely be the case. This means either more spectrum will have to be
made available at Mid and High Bands, or expect Verizon to dominate the 5G market in the U.S. with
selective coverage.

Options - 1) Mid Band; 2) High Band

Mid Band: If the FCC were to make 3.7-4.2 GHz available for 5G use and we were to build the
network with the full 500 MHz block of spectrum (or the vast majority of it), then we could deploy a true
5G network on existing 4G infrastructure with only about 20 percent more sites required for coverage. If
we parceled out the spectrum in 100 MHz blocks this would allow carriers to do the same for coverage,
but it would not deliver the full potential of peak speeds as single block of spectrum. It might be possible
to set aside 100 MHz of spectrum to cater to incumbents and leverage the remaining 400 MHz as a
single block. Either way, physics dictates that mid band is the only spectrum range that allows you to
build a network in 3 years, offering high performance in terms of both coverage and capacity.

Pros:

1. Fast Deployment — Opening the mid band range allows network coverage to be built
fast since less sites are required for nationwide coverage.



»G Spe , the resulting

network would generate world-lead

Current Spectrum Owners — There are currently commercial and federal users of
this spectrum who will have to be d elsewhere. The good news is that mo

satellite operators or radars. The satellite operators can easily move to fiber, and
dual-use spectrum sharing could work in those situations that won’t allow for the

customer to move. Nevertheless as is the case with all spectrum reallocation, yect

current spectrum owners to argue for the status quo. [Nokia Comment: This is
subject to significant disag s and ¢ f their
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Pros:

1. Fast Deployment — The ability to use national sec urity to force nationwide
standardization of siting requirements.
Cons:
2. None.

Industry Secured: If carriers secure the network, it may still be possible to invoke national
security for standardization. Otherwise, it may be possible for industry to convince states to agree to a
standardized process. At a minimum, carriers and equipment manufacturers could agree to a set of

siting standards. NIST may provide an option whereby USG could set the standards for siting, and
carriers would build to that standard.

Pros:
None.

Cons:

1. We must rely on national standards and state and local governments to work with
industry to develop standardized siting requirements.

Can we rebuild a telecommunications manufacturing base in the U.S.?

Equipment manufactur rs hav 7
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Actions we must take regardless of the path forward:

standa

andards for 5G deployment

| I]:--'\.'|'||-['

1. Network Security Standards

® These will be used to build a network that is inherently secure. While
this will not eliminate all cyber security challenges, it will fundamentally

alter the cyber threat landscape. In other waords, it returns the
advantage to the defense.

2. Infrastructure Standards

® These will be used to build the physical network infrastructure. First Net
has already accomplished most of the work on their standards, and
these could be repurposed and modified for a nationwide 5G network
3. Wireless Standards
* The equipment manufacturers who agree to build the network have to
agree on the wireless standards they will build to for interoperability

The good news is that the industry group 3GPP has agreed on version 15
standards, which will be a good starting point for reaching consensus

Additional Considerations (see Appendix 2):

Financing

Even before the passing of tax reform legislation, industr

y experts were optimistic about the ablllty to
fund secure 5G rollout. The fast rollout
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nationwide.” This was not an afterthought, nor was it an additional item to answer some constituency. It
was meant to be foundational.

Rebuilding the Internet

The coming 5G revolution represents the first great leap into the information age. It is a change more
like the invention of the Gutenberg Press than the move from 3G to 4G. More network traffic will be
dedicated to machine to machine communication than ever before. 5G will transform industries by
ushering in exponentially expanded system capacity, higher data rates, lower latency, higher reliability,

and lower power consumption. The impact will be pervasive throughout the economy where almost no
sector or industry will go unchanged. Manufacturing, farming, transportation, medicine and financial
industries to name a few will transform, creating millions of new jobs and billions if not trillions in
economic growth.

The transformative nature of 5G is its ability to enable the Massive Internet of Things. Technology and
spectrum capacity enable connectivity far beyond current capabilities. Beam forming, multiple-input and
multiple-output (MIMO) and software defined networking will allow for faster Internet speeds and
longer battery life to support the device ecosystem. Unfortunately, if built using the current Internet’s
unsecure architecture model, this network will also exponentially expand the threats. On the current
trajectory, the 5G world will offer opportunities to use the useful sensors and tools on the network as
weapons.

Information Security

We have the technological capability to secure a 5G network. This technology was invented in America,

and will be built here as well. Added assurance can be gained by ensuring we recreate an IT and

telecommunications manufacturing base. By securing the supply chain we can be assured that our

network is built with safe components. By ensuring the network is built with security as a foundational

principle, Amerlcans can concentrate on living their lives without fear of walkmg dangemus dlgltai
tadn SRnasemsaad ndianinoriens

s
o

e@%ﬁ%ﬁ" 3 \._,

‘physical attack it must repel attacks to personal ' must the network continue to function in the event of
zapability must be shared with democratic allies to and commercial data on a daily basis. Once built, this ¢
scurity partners to support the free world. ensure they remain viable and strong economic and s¢

Deterrence of State Adversaries

'by indicting their citizens or sanctioning their States are not deterred from attacking our democracy
ibsorb the cost of bad behavior while the threats companies. This type of enforcement allows them to ¢

met at a minimum on a one-to-one basis. An overwhelm our system. Rather, cyber-attacks must be
rith a fierce response that forces the state actor in attack on our citizens and companies should be met w
‘ormation domain. The network itself must be built BRSSO rethink the value of illicit activity in the Inf
5in Iraq and Afghanistan the first step in asserting I =< in mind. As we leaned in the wan
ork that identifies the adversary and responds to gontrol over chaos is to take away anonymity. A netw:
age. attack is fundamental requirement of the information
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The Joint Force

Using current acquisition processes, DoD is sure to be left behind in the information domain. Building a
secure resilient layered and global 5G network will transform how the Joint Force operates and allow for
the full use of data intensive weapons systems like Aegis, P-8, F-35 and B-21. Currently, stovepiped
communication programs not only create easily identifiable targets, but they often over promise and
under deliver in capability, cost and speed of deployment. Each service or component seeks a different
path, and ineffectual workarounds are the norm for integration. In the Air Force alone, efforts to get the
F-22 and F-35 to communicate require purpose built gateways. An advanced resilient and secure
network that is shared with the public will allow Federal communications to blend in with other traffic
Increasing security, improving joint synergy and reducing program costs. Continuing to ride on our own
networks is like building two Eisenhower National Highway systems, one for civilian traffic and one for
military traffic. We couldn’t afford that in the 1950s physical domain, and we can’t afford in the 21*
Century information domain.

The Al Arms Race

Using efforts like China Manufacturing 2025 (CM 2025) and the 13" Five Year Plan, China has assembled
the basic components required for winning the Al arms race. CM2025 will provide indigenous innovation
and market dominance for 10 critical American industries including Artificial Intelligence, robotics,
fintech and commercial aviation, to name a few. Data is the oil of the 21° century and China has built
the world’s first strategic reserve. Complete elimination of privacy standards combined with a strong
firewall has enabled China to transform its “great firewall” into a “great ocean” of data. The current
algorithm battles are slowly drifting in China’s favor as companies like Google build Al research centers
inside China’s information sphere and world class data scientists mine the data (ours and theirs) without
restraint. China has already catapulted into the lead for facial recognition to support its authoritarian
regime. Much like America’s success in the competition for nuclear weapons, China’s 21% Century
Manhattan Project sets them on a path to getting there first. This Al will be harnessed to power a global
social credit system currently being rolled out in China to ensure individual and corporate compliance
with CCP edict through all levels of society. Building a nationwide secure 5G network sets the condition
for future success in the information domain. Not building the network puts us at a permanent
disadvantage to China in the information domain.

Conclusion

It is necessary and possible to build a secure, high-performance, world-leading 5G network platform by
the end of the first term. Covering the Top XXX metro areas in the country, this platform will enable
higher-order innovation on a scale that no other country is currently planning towards. In order to do so,
USG must provide clear direction and strong leadership. The best network from a technical,
performance and security perspective will be single block, USG secured, and have the highest probability
for project success. Still achievable, but with more risk to cost and schedule are multiple carrier built and
secured networks. To ensure succe
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Appendix 1 — Secure 5G Strategic Prin
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Wlission Statement: First nation in the world to deploy an ) secu igh-performance 5G

Internet for information dominance in the 21* Cen
Project Goals:
Initial Operational capability (I0C) 18 Months (Top 15 markets)
Expanded operational capability 24 months (Top 30 markets)
Full Operational Capability (FOC) 3 Years (Top xx markets)
Project Principles:
We will prioritize speed (speed drives momentum):

1. Speed of Deployment
2. Speed of the Network

We will minimize risk (de-risking eliminates roadblocks):
Risk will be minimized by defining tradeoff priorities in the following order:

Security
Coverage
Resiliency
Capacity

Y e et

When making trade-off decisions where two priorities conflict, we will ensure full
implementation of the higher priority until that priority is fulfilled.

Spectrum




Reconstituting the IT Industrial B
Market
There are three potential models for deployment

1. Single Block, USG Secured
2. Single Block, Industry Secured
3. Multi Block, Industry Secured

Build
There are numerous challenges that slow the deployment of a network:

1. Standardization: State and local requirements force network installers to go through
onerous permitting requirements and produce designs for differing aesthetic
standards. Leveraging national security requirements to provide full equipment
design standardization prior to deployment will speed installation.

2. Right of Way: Eminent domain for national security requirements will help speed
installation.

3. Maps: Installers need one national map which credibly displays existing conduit and
dark fiber.

4. ldentifying strategic locations for deployment will provide a roadmap which meets
national and economic security requirements for rollout.

Use Case:

Aligning GSA and IT purchasing standards for the 5G network will ensure the Federal
government and some state and local governments are prepared to begin harnessing the secure
network as soon as it is available. Corporate governance standards can ensure the same for large and
publically traded private entities.

Network Management:
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Appendix 8 — Possible Industry Reactions:

=  AT&T: Mixed =>Will support faster/cheaper 5G buildout but will resist any disruption to its

satellite business from mid-band spectrum clearing

*  Verizon: Mixed =>Will support faster/cheaper 5G b
proposal as marginalizing its advantage on spectrum and fiber assets

*  Sprint: Mixed =>Has strong 2.5 GHz spectrum position already but woul
playing field with T/VZ

= T-Mobile: Strong suppor

level playing field with T/VZ ;
= Comcast&Charter: Neutral to Negative =>Fixed wireless use case directly competitive with its

core high speed internet product; suitability of fiber assets for 5G backhaul unclear
* CenturyLink: Neutral to Support =>Provides an opportunity to monetize its Fiber-rich network;
less reliance than cable on high speed internet product
Google: Neutral to Support =>Might push for flexible CBRS-style sharing, but will generally
approve because faster/more pervasive broadband means they can sell more advertising.
Satellite Industry: Negative =>Mid band used primarily for content distribution by Media
Networks; gradual migration to Fiber; Intelsat / Intel proposal to manage spectrum between

Wirelecs and Satellite

uildout but will perceive aspects of the

d welcome more level

t =>lacks rich spectrum for nationwide 5G and would welcome more
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