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COURSE PREFIX/NUMBER: CIS/4XXX


REPEAT CODE:  00

COURSE TITLE: Cybercrime Detection and Forensics
PRE OR COREQUISITES: CDA3100, CJE4610
COURSE OBJECTIVES:

At the end of the course, the student will:

* Be able to distinguish between post-mortem analysis and live response.
* Be able to carry out post-mortem analysis on Microsoft platforms.
* Be able to carry out effective live response on Microsoft platforms.
* Be able to explain the issues and differences in post-mortem analysis and live response for Unix/Linux platforms and with Microsoft platforms.
* Be able to explain evidentiary issues in both cold and live analyses.
GIVE BRIEF OUTLINE OF TOPICS TO BE COVERED (NO DATES):

* Introduction to Digital Forensics and Cybercrime
* Technical Introduction to Windows
* Brief Introduction to Unix/Linux
* Windows Live Response: Collecting and analyzing data under Windows
* Unix/Linux Live Response: Collecting and analyzing data under Linux
* Windows Memory Analysis
* Windows Registry Analysis
* Windows File and filesystem analysis
* Unix/Linux File and filesystem analysis
* Windows Executable file analysis
* Unix/Linux Executable file analysis
* Rootkits and Blue Pills (if time permits)
EVALUATION CRITERIA:

[X] EXAMS AND OTHER (SUCH AS LAB REPORTS OR ASSIGNMENTS, TERM PAPER OR WRITTEN PROJECT, ORAL PRESENTATION; THE WEIGHT OF EACH TO BE REFLECTED ON THE STUDENT SYLLABUS.

