A Sender-Centric Approach to Detecting Phishing
Emails

Fernando Sanchez and Zhenhai Duan
Florida State University
{sanchez, dug@cs.fsu.edu

Abstract—Email-based online phishing is a critical security in performing phishing attacks. For example, an RSA report
threat on the Internet. Although phishers have great flexibility in  estimated that, on average, phishers can ol§talit0 in stolen
manipulating both the content and structure of phishing emails so funds in each phishing attack [15].

that they can be made as close as possible to legitimate messages, . . T
phishers have much less flexibility in concealing the information On the other hand, despite the advances in the sophistication

related to the sender of a phishing message. Such sender-relatedof phishing attacks, phishing emails often contain suspicious
information is often inconsistent with the target institution of information that can separate phishing emails from legitimate

the phishing email, and thus, can help detect phishing emails. In emails. In particular, although phishers have great flexibility in
this paper we advocate and develop a sender-centric approach i, aninlating both the content and structure of phishing emails,

to detecting phishing emails by focusing on the information L .
related to the sender of a message instead of the content orthey have much less flexibility in completely concealing the

structure of the message. Our evaluation studies based on real- information related to the sender of a phishing email, for
world email traces show that the sender-centric approach is example, the message delivery path of the email as carried

a feasible and effective method in detecting phishing emails. jn the Received: header fields [10]. Such sender-related
For example, using an email trace consisting of both phishing int5rmation is often inconsistent with the target institution of

and legitimate messages, the sender-centric approach can detec - - e .
98.7% of phishing emails with a zero false positive rate, that is, tthe phishing email, and thus, can help detect phishing emails.

the approach can correctly classify all legitimate messages while FOr example, it looks suspicious if a message concerning a
achieving a high detection rate of phishing emails. US account at the Bank of America was originated from or

traversed a foreign country. In this paper we advocate and
develop a sender-centric approach to detecting phishing emails
Email-based online phishing is a critical security threat doy focusing on the information related to the sender of a
the Internet, which greatly deteriorates the usefulness amgssage instead of the content or structure of the message.
trustworthiness of the Internet email system. Unlike regulém Section Ill, we will detail the sender-related information
spam emails that are mainly annoyous, phishing emails regarried in an email.
resent a more severe security threat because of their criminaln developing the sender-centric approach to detecting
nature and their direct financial impacts on Internet users. phishing emails in this paper, we will focus on phishing emails
general, phishing attacks attempt to impersonate legitimabat target banks. As reported by RSA [15], more than half
institutions to communicate with their clients. Given thef the phishing attacks in the year of 2011 targeted financial
great flexibility that phishers have in manipulating both thmstitutions, and moreover, such phishing attacks normally
content and structure of phishing emails, phishers can crehtae direct financial consequence if they are successfully
phishing messages that are as close as possible to legitinzaeied out. Legitimate banking messages have certain prop-
messages from target institutions, and lure unsuspecting usatges that can simplify the initial design of the sender-centric
into providing them with private personal information, such aspproach. For example, the network domain names of banks
online banking credentials and social security numbers. are relatively stable, and banks tend to host their own mail and
In response, a large number of anti-phishing techniquegb servers. We note that the sender-centric approach can be
have been developed in recent years, including various browsgtended to handle non-banking related phishing attacks (we
toolbars and (content-based) spam filters [21], [17], [3], [6{liscuss the extensions in Section V).
However, both the number and sophistication of phishing The sender-centric approach we develop in this paper is
attacks have been on a continuous rise on the Internet. Botwo-step system. In the first step, the system will separate
example, a recent report from RSA [15] showed that tHeanking messages from non-banking messages. We note that,
number of phishing attacks in the year of 2011 increé8s¢d in this step, the banking messages we identify can be either
compared to that in the year of 2010, and approximately ofegitimate or phishing emails. The goal of this step is not
in every 300 emails delivered on the Internet in the year ¢ determine if a message is a phishing email; but rather, to
2011 was a phishing message. The increase of the numisetate (legitimate or phishing) banking messages from non-
of phishing attacks in recent years can be attributed tobanking messages, so that we can focus on only banking
few factors, including the availability of sophisticated tools tonessages in the second step of the system. Given that phishers
automate phishing attacks and potential great financial gaals/ays try to craft phishing messages as close to the legitimate
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messages as possible, it is relatively easy to separate banklageloped a scheme to filter phishing emails based on the
messages from non-banking messages. If phishers do simuctural properties of phishing emails. It mainly considered
mimic legitimate banking messages, users can easily recogrtize linguistic properties that separate phishing emails from
such phishing emails and the effectiveness of phishing attadther emails. A scheme was developed in [6] to filter phishing
will be greatly impacted. To this end, we develop a simplemails based on the features of phishing emails including
Support Vector Machine (SVM)-based classifier to separdfe-based URLs and the age of domain names. However,
banking messages from non-banking messages [16], utiliziimgntifying a set of content and structural properties that can
a set of features extracted from email messages. separate legitimate messages from phishing messages is a
After banking messages have been separated from nchallenging problem. As we have discussed above, in order
banking messages, in the second step of the system, tweconvince users that a message is from a target institution,
develop a set of heuristic rules to identify suspicious sender-phisher will often craft the phishing email as close to the
related information so as to detect phishing emails. Given thegitimate message as possible, in terms of both content and
concerned bank of a banking message, we examine if tsteucture. It is challenging to develop a system to have a high
sender-related information (for example, the delivery path detection rate of phishing emails while maintaining a low
the message) is consistent with the concerned bank. As (i@eally, zero) false positive rate.
have discussed above, although phishers can easily manipulatdoreover, filtering phishing emails based on the content
both the content and structure of a phishing email to mim{and structure) of emails allows for an arms race where a
a legitimate banking message, it is much harder for thephisher can mimic those properties of a legitimate message
to completely conceal the sender-related information, and tto evade phishing filters. Instead of relying on the content
make it consistent with the target bank. and structure of emails to detect phishing emails, the sender-
In addition to presenting the details of the sender-centréentric approach detects phishing emails based on the sender-
approach to detecting phishing emails, we also evaluate tledated information, which phishers have much less flexibility
performance of the approach using a number of real-wottid manipulate.
data sets, including both legitimate and phishing bankingMany web browser-based toolbars have been developed
emails, and non-banking emails. The evaluation studies sh(see [21] and references therein). However, as reported in [21],
that the sender-centric approach is a feasible and effectasdsting anti-phishing toolbars have poor performance in terms
system in detecting phishing emails. For example, usingo&both false positive and false negative rates. In addition, it is
data set containing both banking and non-banking messag#ten too late to detect a phishing attack when a fraudulent web
in the first step of the system, we can successfully separat® has been visited, and users may be exposed to undesirable
banking messages from non-banking messages withs&f% consequences (for example, with spyware or malware being
accuracy. In the second step of the system, using a dataiestalled on their machines). Ideally, phishing attacks should
containing both legitimate and phishing banking messagés identified at the first stage of an attack, which normally uses
we can detecH8.7% of phishing emails with a zero falseemails to reach potential victims. Moreover, browser-based
positive rate, that is, we do not misclassify any legitimat®olbars only target phishing scams involving web sites as part
banking messages as phishing emails while maintaining a higlhthe attack vector. Many recently popular phishing attacks
detection rate of phishing emails. do not use web sites as part of the attack vector. Instead, they
The remainder of the paper is organized as follows. ksk the recipients to directly reply to the email senders.
Section Il we briefly discuss the related work. In Section [l MDMap developed in [5] is a system that reveals the sus-
we describe the design of the sender-centric approach picious sender-related information using a geographical map
detecting phishing emails. We present the evaluation studiegdnassist average Internet users to identify potential phishing
Section IV. We discuss the implications and potential evasi@mails. MDMap requires users to be included in the process
techniques of the sender-centric approach in Section V, aoidphishing detection. The sender-centric approach developed
conclude the paper in Section VI. in this paper is a fully automated phishing detection system.
In addition, we also develop a more comprehensive set of
sender-related information compared to that of MDMap to
In this section we discuss related work on detecting phishinigtect phishing emails.
attacks. Over the years, a large number of spam filters have
been developed [1], [7], [17]. Although spam filters can IIl. M ETHODOLOGY
be used to detect phishing emails, they normally target theln this section, we describe the sender-centric approach to
filtering of general spam emails instead of phishing emaildetecting phishing emails. We first provide an overview of
Given that phishing emails are normally crafted as close #® approach, and then discuss the two components of the
possible to legitimate emails, general spam filters can ordpproach in details.

achieve limited success in detecting phishing emails without ) )
misclassifying legitimate emails. A. Overview of Sender-Centric Approach

Il. RELATED WORK

In recent years, a number of content-based filters have bees we discussed in Section |, we focus on detecting
designed specifically for phishing emails. In [3] the authonshishing emails that target banks. The sender-centric approach



we develop is a two-step system. In the first step, we try tan easily classify them as banking messages, and the second
separate (legitimate or phishing) banking messages from natep of the system can detect them as phishing emails with
banking messages. Given that phishers always craft phishhigh probability. Although phishers have great flexibility
ing messages as close as possible to legitimate messagesanipulating both the content and structure of a phishing
legitimate banking (LB) messages and phishing banking (PBjessage, it is much harder for them to manipulate the delivery
messages will be extremely similar to each other in terms ioffrastructure of the message (and the hosting web server if
both content and structure. Moreover, they tend to have soihés required as part of a phishing attack) to be consistent
distinguishing features separating them from non-bankingth the delivery infrastructure of the corresponding legitimate
messages. To this end, we will develop a simple Supponiessages. We note that the sender-centric approach can be
Vector Machine (SVM) based classifier to separate the tvimplemented as an additional component of existing spam
types of messages [16], based on a set of features extradiibers such as SpamAssassin [17].
from the content and structure of emails. . . . ) )
Although content-based filters have various limitations iR- SeépParating Banking Emails from Non-Banking Emails
accurately detecting spam messages and are constantly evadéul this subsection, we describe the first step of the sender-
by spammers, they do not have such limitations in the situatioantric approach, that is, the SVM-based classifier to separate
we use them. We note that spammers can constantly evaaaking emails from non-banking emails. We will first provide
content-based filters by adapting the content and structuretl® necessary background on SVM, and then discuss the
spam messages. However, in phishing attacks, they must mégaiures that we use to classifier the two types of messages.
phishing emails as close as possible to legitimate messaged,) Support Vector MachineSVM is a popular machine
If a PB message is drastically different from LB messagelearning method due to its robust performance in a wide
a user can already identify it as suspicious and ignore it. A8nge of problem domains. In essence, SVM is a linear
a consequence, we can use content-based filters to effectiveBrning algorithm by transforming input data (where the
separate banking messages from non-banking messages.degsion function may not be linear) into a high-dimensional
will detail the SVM-based classifier in Section 11I-B. feature space (where the decision function is linear), using
After banking messages have been separated from nanmapping functionp(x). In reality, the mapping function is
banking messages, in the second step of the system, wewyer performed by using the so called “kernel trick”, which
develop a set of heuristic rules to determine if the sendés-used to compute the dot product of two data points in the
related information carried in a message is consistent with thr@pped high-dimensional feature space. There are a number
concerned bank. We note that although phishers have gretwell studied kernel functions for this purpose. To a degree,
flexibility in manipulating both the content and structure okernel function of two data points measures the similarity
a phishing email, they cannot completely conceal the send@roseness) between the data points.
related information. For example, the first external mail server Given a set of training data containing: data points
information can always be determined (the first external mdit;,v;), for i = 1,2,...,m, wherez; € R", andy;, =
server of a message is the external mail server that delivgrsl,+1}, SVM aims to identify the linear separating hyper-
the message into the mail server belonging to the destinatiglane with the maximum margin of separation between the
network). Moreover, in certain types of phishing attacks, thHao classes of the data points in the mapped high-dimensional
phishers also want the recipients to send sensitive informatigature space. This choice of separating hyperplane has the
back to the attacker by replying to the message, and pnoperty of providing optimal generalization in the sense
these cases, thReply-To: or the From: address must that the classification error on unseen data points can be
be valid and belong to the phisher. In addition, in somminimized, when we use the trained model to predict the class
other phishing attacks, a fraudulent web site needs to bkthe unseen data points. Formally, SVM requires to solve the
hosted somewhere on the Internet. We verify any sendéstowing (primal) optimization problem
related information carried in the email to determine if it is

consistent with the concerned bank, including email addresses 1 m

(such afkeply-To: address), claimed message delivery path rnli7n 5 |wl|*+C Z &

(i.e., theReceived: headers), and URL links in the message Wbt i=1

body, if any. In Section 11-C we will detail the heuristic rules subjectto  yi(¢p(zi))w+b) > 1-¢
to detect phishing emails and email fields used to determine & >0

the sender-related information.

The two-step system of the sender-centric approach puts
phishers into a dilemma and helps to effectively detect phish-The above formulation of the optimization problem is the C-
ing emails. As we have discussed above, if phishers dtassification soft margin classifier in order to accommodate
not craft phishing emails as close as possible to legitimatee situation where a linear separating hyperplane does not
messages, users can detect and ignore these phishing emexist. We may also want to use the soft margin classifier to
On the other hand, if they make their phishing emails as clogeevent the overfitting issue so that the model can be better
as possible to legitimate messages, the SVM-based classifieneralized to predict new data points. In this formulatign,

fori=1,2,....m



TABLE |

is '_[he slack variable to what degreg we allow a training data MESSAGE CLASSIFICATION KEYWORDS
point (x;, y;) to fall between the margin of the two classes, and
C is the penalty parameter controlling the error terms. Note aclc_oll(mt Qgcefs _ bank _C;ed't
. . . — . . clic iden Inconvini Inform
also jthat in reality, the apove primal opt|m|zat|on probllem is Tmit password| helpdesk | Servic
not directly solved to obtain the separating hyperplane; instead, recent | statement| updat | confirm
the Lagrangian dual optimization problem is solved to obtain verifi user custom | client
the model. We refer interested readers to the details of SVM log(in)? | usernam | member | secur
SSN suspend | restrict hold
to [16]. disput

2) Message Classification Featuredn this section we
describe the features that we use to separate banking messages
from non-banking messages. As we have discussed, phishihgHeuristics to Detect Phishing Emails

emai!s targeting banks wiII_ be made as similar to .Iegitimate After a message has been classified as a banking message
banking messages as possible, so that unwitty recipients Carl‘JQﬁ'lg the SVM-based classifier, in the second step we develop
tricked to provide sensitive personal information to attackers. ¢at of heuristic rules to determine if the sender-related
On the other hand, banking messages have some distinguishiigymation carried in the message is consistent with the
features that separate them from non-banking messagesglficerned bank of the message. We have a set of 3 heuristic
order to separgte banking messages (legitimate or ph|sh|ﬂ9)es to detect phishing emails, and we denote them as R1,
from non-banking messages, we collect a.seﬂbfmessage ‘R2, and R3, respectively. The heuristic rules developed in this
features, r_:md group them into three categories. Inthe_ followiRd tion are based on a few properties of banking messages.
we describe the message features that we use in sepafli&ye giscussed in Section I, banks normally have their own
banking messages from non-banking messages. network domain names and these domain names are relatively
; table. This is especially true for large banks such as Bank of
« Message format Banking messages tend to use som i " ) .
d g g Emerlca and CitiBank, which are often the target of phishing

formatting of the content to display the logo or desig X .
of the corresponding bank. For this reason, it is comm«?ﬁtaCks' Second, banks tend to host their own mail servers and

for banking messages to be in the HTML format. We us\geb servgrs within the!r own network domains. i

a binary feature to denote if a message is in the HTML A banking message is passed to the three rules sequentially.
format If a message is flagged as a phishing email by any of the rules,

Numbér of URLs: Banking messages tend to modeilt does not need to be passed to the remaining rules. A message

some graphical representation of the institution’s wes classified as legitimate if it can successfully pass all three

page. As a consequence, images or hyperlinks to tPréleS' In the following we will describe them one by one, and
actual web site are norm'ally included in the body 0qletail the fields of a message that we consider as related to

the message. We use the number of URLs used in ti sender of the message. _ _ _
message as a feature. 1) R1: Emails Accounts from Public Email Service

. Keywords: Given the nature of banking messages thdvroviders: Given the ease to obtain a (free) email account
often contain some distinctive words, such acount TOM public email service providers (ESP) such as Yahoo!

bank customer etc. We collect a set of 29 keywordsMa”' Hotmail, and Gmail, phishers increasingly rely on public
in this category, as listed in Table I. Notice that foESP accounts to communicate with potential victims in recent

each keyword we use only the stemmed word (or regulg?“es- To mislead recipients of such messages, phishers often
expression) [2]. Similarly, we transform the content ofS€ the name of the target bank as part of the email account

a message to stemmed words first, before applying tR8Me and the full user name of the emall accognt. Emalil
SVM-based classifier. clients normally only display the sender's name instead of

email address, which further helps phishers to mislead unwitty

We note that some of the features have been proposed #elpients. This provides a convenient approach for phishers
used in other anti-phishing schemes [3], [6]. However, thdhat do not have their own infrastructures or their own mail
are used in a different context. In these schemes, they &gsvers. On the other hand, it is unlikely that a bank will use
used to separate phishing messages from legitimate messalgé$ accounts to communicate with their clients. Therefore,
While in our case, they are used to separate banking messag#sfirst rule R1 will claim any banking messages containing
from non-banking messages. We note that classifying betwdefP accounts in any of the following three header fields as
phishing and legitimate messages using these features oftéishing:From: , Reply-To: , andReturn-Path:
result in a low detection rate or a high false positive rate, given2) R2: Sender Geographical Location®ne way for phish-
that both the content and structure of phishing emails aeds to be effective and to hide their true identities is to utilize a
legitimate (banking) messages are similar. On the other hamdde spread distribution of resources, both for sending phish-
banking messages and non-banking messages have disimgtmessages and for hosting the fraudulent web sites mim-
features, and therefore, we do not have the limitations in usiiaiing the legitimate web server. Such wide spread resources
these features as in the previous work. can be obtained, for example, from networks of compromised



Algorithm 1 R2: Geographic location consistency.

summarizesR2. In the algorithm (and other algorithms in

1: Given a message: this section),CC stands for Country Code [18]. We say two
2: //Step 1: Email addresses concerned fields are consistent if CCs of the two fields are the
3: Obtain CC of Return-Path: , From: , Reply-To: same (that is, they are in the same country).

headers When a phisher attempts to impersonate a legitimate bank,

. if (CC of the 3 headers are inconsistetitgn

return m as phishing
end if

. /IStep 2: URLs
. Extract URLsurl; (i =1,2,...,n)
s for i =1ton)do

he often fakes the sending address, for exampleFitoen:

field, to make it look like that it belongs to the target
institution. OurR2 rule first obtains the geographic location of
the network domain of the claimed email addresses found on
the headers, in ordeReturn-Path: |, From: , Reply-To:

(Lines 3 to 6). The location for all three should be consistent,

10: if (Country(url;) ! = CC) then that is, in the same country. We note that a subset of phishing
11: return m as phishing emails rely on email communications between the phishers
12.  end if and recipients to carry out the phishing attack, instead of

13: end for relying on redirecting recipients to a fraudulent web site. For

14: //Step 3: Message delivery path such phishing attacks, at least one of the above three email
15: ExtractReceived: fields hr; (i = 1,2,...,k) addresses must be a valid email address belonging to the
16: /fup to and include the first external mail server phisher. We observe an increasing number of phishing emails
17: for (i =1 to k) do relying on this technique.

18:  Extract From host fromhr;

19:  if (Country(From) ! = CC) then
20: return m as phishing

21:  end if

22:  Extract By host fromhr;

23 if (Country(By) ! = CC) then

Another common practice used by phishers is to host a
fake web site to which a victim will be redirected to update
her information. Normally these web sites will be hosted
on compromised servers, or leased servers in countries with
less restrictive laws. For this reason, it is likely that the
country where the sites are hosted is different from where

24: return m as phishing the target institution is. We examine all URLs found on the
25:  end if body of the message to determine if they are consistent with
26: end for the (country-level) geographic location of the claimed sender

27: return m as PASSED email addresses (Lines 8 to 13).

The other resource in hands of phishers is the large pool
of compromised machines used to generate and send the
machines or botnets [20]. For example, a phishing messagessages. Like with hosting sites, these sending machines are
claiming to be from a bank in the USA, could have beewidely distributed around the world, and it would be harder,
generated and sent from a compromised machine in Eurojeterms of cost, to coordinate a campaign with only machines
and redirect the recipient to a fake site hosted in Asia. On théthin the geographic proximity of the target bank. (Indeed,
other hand, legitimate banks will be themselves responsible farrrently, phishers may prefer to avoid using machines within
all the line to service their clients, from the generation of thiie same jurisdiction as that of the target bank.) As the last
messages to the hosting of their web sites. We note that anott@mponent of this rule, we verify if the claimed hosts in the
potential reason for phishers to utilize machines in a foreignessage delivery path as carried in fReceived: header
country than that of the target bank is to avoid or minimize theelds (up to and include the first external mail server) are
potential legal consequence in performing phishing attacksconsistent with the geographic location of the claimed sender

We develop our second rulR2 to detect this kind of email addresses (Lines 15 to 26).
inconsistencies based on the geographic location of hosts o¥We note that when we look for the country code of a host,
domains involved in the origin and delivery of email messagetsvo possible errors can occur. One is that the country code
In this paper, we consider the geographic location of a host@nnot be determined (perhaps the corresponding network do-
domain as the country to which the corresponding IP addrassin has been taken down); another is that the corresponding
or domain name has been registered. That is, the geograptiantry code does not match with that of the sending email
location is considered at the country level. We make this daddress of the message. We consider both cases as being
cision for two reasons. First, based on our preliminary studiggonsistent and flag a message as phishing. Table Il lists the
of phishing emails, a large portion of phishing emails wergetailed errors that cause a message to be flagged as phishing.
originated from a foreign country than that of the target bankhe Stepsin the table correspond to steps in Algorithm 1.
Second, it is relatively easy to obtain the accurate country3) R3: Authorized Senderin this rule, we attempt to
level information of a domain or IP address. Should thidetermine the bank from which the message claims to be,
phishing behavior be changed after the sender-centric approanold verify if the sending machine (i.e., the first external mail
is deployed, finer-grained geographic location information caerver) is an authorized one for this institution. To determine
be used (see also ruR3 in the next subsection). Algorithm 1the bank from which a message claims to come, we extract




TABLE Il
TYPE OF ERRORS INR2.

[ Step [ Error |

CC of email addresses does not match
CC of email address is undefined

CC of a URL on the body does not match
CC of URL is undefined

CC on delivery path does not match
CC on delivery path is undefined

Algorithm 2 R3: Authorized sender

1:
2:
3:

32

33:

34
35

© 0o NG R

Given a message: and a list of banksB L
/I Step 1: determining bank

URLS)) do
if (mh match inBL) then
Bank b = best match fromBL
break
end if

: end for

. if (undefined bank) then
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:

return m as phishing
end if
/I Step 2: FEMTA is authorized?
Extract FEMTAmta from Receivedheaders
SPF query ¢) using domain fob and hostmta
if (¢4 == pass) then
return m asPASSED
else if (4 == neutral or none) then
/IStep 3: message delivery path
CC < Country code for Banlk
ExtractReceived: fieldshr; (i =1,2,...,k)
/' Up to and include FEMTA
for (i =11to k) do
Extract F'rom host fromhr;
if (Country(From)!= CC) then
return m as phishing
end if
Extract By host fromhr;
if (Country(By) ! = CC) then
return m as phishing
end if
end for
. else
return m as phishing
- end if
s return m as PASSED

for (mh in (Return-Path; From:, Subject Reply-to; Body

mine if the sending machine is authorized to send messages on
behalf of the bank domain for a number of reasons, based on
our investigation of personal legitimate banking messages and
a large number of banks. First, each bank may have multiple
network domain names, due to various reasons, for example,
merging of banks or partitioning of functionality. Therefore,
there may not be a one to one mapping between the bank
name and the network domain name belonging to the bank.
Second, we also cannot just rely on SPF to determine if the
sending machine is authorized for the concerned bank, given
that phishers can register a domain name that is close to the
domain name of the target bank and configure the SPF records
to point to the sending machine under control of phishers. The
approach we develop can properly handle both situations.

If we cannot decide if the machine is authorized based
on SPF (for example, the institution has not published SPF
records), we verify if the delivery path of the message is
consistent with the country where the target bank belongs
(similar to what we have done iR2). A description of this
rule is shown in Algorithm 2. In the algorithm, FEMTA stands
for the first external mail server (i.e., the external mail server
that delivers the message to the destination network). In Lines
3to 11, we try to determine the bank using the message header
fields Return-Path: , From: , Subject: , Reply-To:
and URLs in the message in that order. Given that multiple
banks may match the message, we choose the one that best
matches the message.

In Lines 13 to 16, we use SPF to determine if the sending
machine is authorized to send messages for the concerned
bank. In the rest of the algorithm (Lines 17 to 34), we check
if the message delivery path is consistent with the identified
bank. This step is similar to that of Algorithm 1. The difference
is that, in Algorithm 2, we compare the message delivery
path against the identified bank, instead of the claimed email
addresses as in Algorithm 1.

It is important to note that this rule attempts to identify
the bank that a phisher is attempting to impersonate. Since
phishers need to convince users about the false origin of a
message, identifying the proper institution is not a complex
task. Using this match, the only way an attacker can be
successful will be if the real bank mail server is compromised
to send the messages.

Similarly, we also have multiple cases where the rule can
flag a message as phishing. First, if we cannot identify the
bank, we flag the corresponding message as phishing. This
should not occur if the bank list is sufficiently large. Next, a
message can be flagged as phishing if the SPF query returns
a failure message. Finally, if we cannot use the response

certain information from the message, and usel#enshtein from SPF, for example, if the bank has not published its SPF
edit distancd11] to compare with a list of known banks. Onceecords, a message can be flagged as phishing if a host on
the bank has been identified, we test if the sending machingtie message delivery path does not match with the country
authorized to originate messages for the institution’s domdication of the bank, or if we cannot obtain the country
relying on the Sender Policy Framework (SPF) [19]. Note th&ication for the host in the delivery path. Table Ill summarizes
we do not test SPF on the claimed domain, but we use tthe different types of errors in R3 that can cause a message

kn

own domain for the particular bank.

to be flagged as phishing. Ti&tepsin the table correspond

We take this approach to determine the bank and to det-steps in Algorithm 2.



TABLE Il TABLE IV
TYPE OF ERRORS INR3. DATA SETS

[ Step [ Message |

Data Set # of Messages|

1 Bank cannot be identified :
2 SPF query returned a fail code Nazario 1001
- EasyHam 1400
CC on delivery path does not matah
3 CC on delivery path is undefined PersonalPB 50
yp u PersonalLB 10

Together, the three heuristic rules can greatly limit the .
flexibility of phishers in misleading recipients the where-abo@'€ carried out to evaluate the performance of the SVM-based

of the real sender of a phishing message. classifier to separate banking messages from non-banking
messages, and the corresponding performance metrics and
IV. PERFORMANCEEVALUATION software packages. We then briefly discuss the experiments in

In this section we conduct experimental studies to evaludfi® second group to separate PB messages from LB messages.
the performance of the sender-centric approach. We first deFFor an experiment in the first group, we merge the Nazario
scribe the data sets used in the experimental studies, and the@l the EasyHam archives to form a new data set containing
we describe the performance metrics and software packa§e#h banking and non-banking messages. We partition the new
we use to carry out the studies. Given that the sender-cenfifa set into two subsets: a training set and a test set. We use
approach is a two-step System, we Corresponding|y Organtbg training set to train the SVM-based classifier, and then
the evaluation studies into two groups. In the first one, waPply the trained SVM model to the test set to evaluate the
study the performance of the SVM-based classifier to separ@gsformance of the trained SVM-based classifier. We use three
banking messages from non-banking messages. In the sece@i@mon metrics to evaluate the performance of the SVM-
group, we investigate the performance of the three heurisfi@sed classifier. The first onedstection accuracyor simply

rules to separate PB messages from LB messages. accuracy), which measures the percentage of total messages
that are classified correctly. More formally (all numbers are
A. Data Sets with regard to the test set)
We rely on four different data sets to carry out the eval- # of messages classified correctly

uation studies of the sender-centric approach. The first one Accuracy = 1)
is a phishing corpus containing phishing messages collected

between 2005 and 2008 by Jose Nazario [13]. We manually! "€ Second one #lse positive rate (FPRwhich measures

pre-processed the corpus to remove the phishing messagesifaPercentage of non-banking messages that are misclassified.
Lhe last metric ifalse negative rate (FNRWwhich measures

are not related to banks. To simplify our evaluation studies, i _ ”
we also removed the phishing messages that are not writlBfi Percentage of banking messages that are misclassified.

in English. (Note that this is just for the convenience JMore formally (similarly, all numbers are with regard to the
our evaluation studies. The sender-centric approach can [BRt set)
extended to handle messages not written in English.) After _ _ -~
removing these messages, we have a total of 1001 phishing pg_ # Of non-banking messages m|sclassmed( )
messages from the corpus, and we refer to this set of phishing Total # of non-banking messages ’
messages as the Nazario archive.

The second data set we used is the most recent EasyHam  FNR = 3
corpus from the SpamAssassin project [14], which contains
1400 non-spam messages and is referred to as the EasyHaRor validation purposes, we repeat each experiment forty
archive. Finally, from the phishing and legitimate bank mesimes (with different partitioning of training and test sets) and
sages contained in our own personal mailboxes, we manuatyport both the average and standard deviation for each of our
select messages that are (claimed) from a bank and writtermietrics.
English. From this we obtain 50 phishing banking messagesNext we describe the software packages we use and the
and 10 legitimate banking messages. We refer to them @mfigurations. We use the SVM classifier included in the
the PersonalPB and PersonallLB archives, respectively. WE071 package of the R programming language [9], which
note that the phishing messages in PersonalPB were colledteegssence provides a wrapper interface to the widely used
between 2008 and 2011, which are newer than the onesSMM implementationlibsvm  [4]. For all our experiments
Nazario. Table IV summarizes these data sets. we use the C-classification SVM with the Gaussian Radial
Basis Function (RBF) kernét(z,2’) = exp(—|x — 2'||?),
given the reported robust performance of this kernel function.

In this section we describe the performance metrics andFor training the SVM classifier, we need to specify two
software packages we use in the experimental studies. Yarameters, they value in the kernel function, and’ the
focus on describing how the experiments in the first groygenalty value (Section IlI-B). We rely on thane interface

Total # of messages

# of banking messages misclassified
Total # of banking messages

B. Performance Metrics and Software Packages



included in the package to identify the optimal values afhstead of only the ones that can be classified as banking
the two parameters in a specified range € (22,28), and messages by the SVM-based classifier.

v = (272,2%)). The tune interface aims to identify the
optimal parameters to minimize the classification error, by
performing a grid search over the specified parameter range.
Note that the tuning is only applied to the training data set.

TABLE V
PERFORMANCE OFSVM-BASED CLASSIFIER

.. . Metric Result % (std. deviation %
After obtam.mg the optimal \_/e_llues .for the parametélrsand Accuracy 98.94 (0.24)
~, we re-train the SVM classifier using the optimal parameters False positive rate 1.14 (0.21)
to obtain the final SVM model used to predict the machines False negative ratg 0.96 (0.59)

in the test set.

Recall that words in email messages are stemmed before
being used in any experiments. The stemming of words Performance of Heuristics in Detecting Phishing Emails
was performed using theingua::Stem::Snowbalpackage in  |n this section we evaluate the performance of the heuristic
Perl [2]. rules to detect phishing emails from a set of (legitimate and

For the experiments in the second group, we use emgHishing) banking messages. In this section we apply the three
messages contained in the Nazario, PersonalPB, and Pers@ristic rules on all messages in the Nazario, PersonalPB, and
alLB archives, which are all (legitimate or phishing) bankingersonallLB archives. For each message we report the first rule
messages. We use the similar performance metrics, namglyt flags the message as phishing and the reason why it is
accuracy, false positive rate, and false negative rate as fi¢gged.
have defined above, but with banking messages replaced by PRye first show the results when the three rules are applied
messages and non-banking messages replaced by LB messggahe messages contained in the Nazario archive, which are
in the definitions, respectively. In order to obtain geographigll phishing banking messages. Table VI shows the perfor-
information of an IP address or network domain, we use thgance of the heuristic rules in detecting phishing banking
MaxMind GeolP Perl API [12]. To find théevenshtein edit messages using the Nazario archive. As we can see from the
distancewe use theString::Approx[8] Perl package, using the table, the heuristic rules using sender-related information are
default10% approximateness an effective mechanism to identify phishing emails. Out of
1001 PB messages contained in the archi8&g (98.7%) are
classified successfully as phishing messages. Figure 1 shows

The first step of the sender-centric approach is to classifye percentage of messages flagged by the rules (cumulative).
between banking and non-banking messages. For this m@m the figure we can see that, for 988 phishing messages

have developed an SVM-based classifier using the feature $git are successfully flagged, most of thesi6) are flagged
described in 11I-B. In this section we evaluate the performangg the first two rules.

of the SVM-based classifier using the combined data set con-

taining both the Nazario and EasyHam archives. The combined 1
data set contain401 message in total. From this data set, we
randomly select /3 (800) for training and the remaining/3
(1601) for testing. The objective of the experimental studies
is to investigate how well we can separate banking messages
from non-banking messages.

Table V shows the performance of the SVM-based classifier.
As we can see from the table, we can obtain a very high accu-
racy rate 98.94% =+ 0.0024, the average accuracy #8.94% ‘
with a 0.0024 standard deviation) and low false positive and 1 2 3
false negative ratesl (14% =+ 0.0021 and 0.96% =+ 0.0059, Detection Rule
respectively). These results show that the SVM-based classifier
allows us to successfully separate banking messages from non-

banking messages. In addition, we note that the parameter of, orqer to fully understand the effectiveness of each rules

the SVM-based classifier can be adjusted to further lower thay the specific reason why a message is flagged, we show

false positive rate or completely remove any false positivege preakdown of the messages based on the specific reasons
However, this will normally result in a higher false negative

rate. In the context of separating banking messages from
non-banking messages, we argue that it is reasonable and
acceptable to have a higher false negative rate in order to lower
or remove false positives. For this reason, in the following :

. L. . Data set size| Flagged messages (%)
studies of the performance of the phishing detection rules, 1001 988 (98.77%)
we will use all the phishing messages in the Nazario archive,

C. Performance of SVM-based Classifier

0.8

06

04

02

Percentage of flagged messages

Fig. 1. Performance on Nazario archive.

TABLE VI
PERFORMANCE ONNAZARIO ARCHIVE.




TABLE VI

1
PERFORMANCE ONNAZARIO ARCHIVE (BREAKDOWN). "
%’ 08 I
Row | Rule | Count | Reason £
1 R1 3 Free emall provider address B 06
2 R2 73 CC of email addresses not matgh §
3 R2 563 CC of URL undefined S 04
4 R2 250 CC of URL not match e
5 R2 9 CC of delivery path undefined 3] 02 L
6 R2 58 CC of delivery path not match g
7 R3 1 Bank cannot be identified 0 ‘
8 R3 31 SPF query returned fail code 1 2 3
9 - 13 Not flagged as phishing Detection Rule
Fig. 2. Detection on PersonalPB
that they are flagged as phishing in Table VII. We note that, a TABLE VIl

L7 . PERFORMANCE ONPERSONALPB ARCHIVE (BREAKDOWN).
message can be flagged as phishing by multiple rules; however,

the table only taxonomizes the messages according to the

- s ; ; Row | Rule | Count | Reason
first rule (and the specific reason) by which a message is T RT 19| Free email provider address
flagge_d. As we can see from t_he table, _the main reason fqr > TR? 13 | CC of email addresses not matdh
detecting phishing messages is URLs inconsistencies. This 3 | R2 1 CC of a URL undefined
result makes sense with the fact that phishers use servers ‘51 gg f gg OIgLI!R'- nOttT]‘atCz —

. . . . of delivery path undefine
to host their services in temporary or compromised hosts at 5 TR2 13 CC of delivery path ot match

various locations. As we can see from the taBle messages
(rows 3 and 4) get flagged because they either contain URLs
for which we cannot obtain the geographic location, or a URL
that does not match the country from the sender email addresdn the last evaluation study, we investigate the performance
We also note thab63 phishing messages contain URLs foef the heuristic rules using the PersonalLB archive, which
which we cannot determine the country of the correspondiggntains only legitimate banking messages. All the messages
domains. This is likely caused by the fact that the phishirig the archive passed the 3 rules without being flagged. In
archive is a few years old, and certain phishing domains haparticular, all the involved banks have their own dedicated
been taken down. For real-time phishing detection, we an€twork domains, all messages are delivered from their own
more likely to determine the country of URLs contained in gnail servers to the recipient domains.
phishing message. In order to understand if such messages can
be flagged by later rules, we also app$ on these messages.
562 out of these563 can be flagged byR3. This means that The design of the current sender-centric approach has only
even if we relax the requirement on URLs in a message focused on detecting phishing messages related to banks. PB
R2, we can still flag most of these messagefRm messages need to imitate the legitimate banking messages, in
We also note that in fact many phishing messadg#s (terms of both content and structure, which makes easy the task
messages in rows 5, 6 and 8) were likely originated from bot$ separating banking messages from non-banking messages.
or compromised machines. We can assume this because tidse second step of the system explores the fact that it is
messages were delivered from paths that are inconsistenhard for phishers to match the infrastructure of a legitimate
where SPF fails. Finally, we have another significant grougank, and in contrast, it is more likely for them to depend
of 73 messages (row 2) that have different email addreesa (likely compromised) resources widely distributed on the
among its headers, and the domains are registered to differet¢rnet. This geographic distribution of resources allows us
countries. This reflects some kind of forging of addresses tin effectively differentiate between legitimate and phishing
avoid being detected by some filters or use fake addresses tiatking messages.
may look similar to a bank’s name. While the set of heuristic rules have been designed with
We also perform the same studies on the newer Personalfdhking messages in mind, they can be easily extended to
archive. As shown in Figure 2, all the messages are flaggadssify other kind of phishing messages that target online
as phishing by the first two rules. Similarly, we examine theetailers and online payment companies, which only support
particular rule and the specific reason by which a messagdhs communications between the companies and the clients,
flagged as phishing, as shown in Table VIII. We can notidaut not communications between clients. The sender-centric
that for this newer archive there is a significant increase approach, as currently designed, cannot easily classify phish-
messages that come from free email service providers, whioly messages targeting online companies that support commu-
shows that phishers are increasingly relying on public emaiications between clients, such as online auction systems like
service providers to carry out phishing attacks, instead BfBay. Such companies allow for buyers to directly contact
registering and maintaining their own domains. a seller, after winning a bid, and the email address of the

V. DISCUSSION



seller is included on th&eply-to: field. In order to handle [4]

C.-C. Chang and C.-J. Lin.LIBSVM: a library for support vector

this field. It is likely that ignoring this field will not affect the 5, p " pwyer and z. Duan.

effectiveness of the sender-centric approach. We plan to carry
out a detailed study on this in our future work using a broader

data set containing various kinds of phishing and non-phishin@]
emails.

We also note that it is possible for phishers to evade, in
part, the developed system. For example, they could attemg{
to impersonate a small bank that has not published SPF records
and use (likely compromised) machines geographically clogél
to the location of the bank to send the messages and host thgjr
phishing site. While such kind of attacks is possible, we argue
that our system greatly limits the flexibility that phishers COU;LEO]
use to deploy their operations. This limitation could ma
impractical for a phisher to operate. For the example, the cost]
of phishing becomes much higher at several levels. First, sirlé%]
they can only impersonate small banks, the pool of possi fel
users becomes much limited. Next, they will need to use @)
infrastructure much more limited because the distribution &l
bots, or servers hosting their phishing site, will be reduced
to those in the geographic proximity of the target institution17]
making phishing much more vulnerable to identification arﬁis]
prosecution. [19]

Another way that phisher could attempt to evade our system
is to compromise a bank’s system to either send phishifg!
messages or host the fake site. We note, that if a phisher
is capable of compromising the bank infrastructure for su¢#u]
kind of attacks, they probably are able to obtain private
user information from the bank directly, instead of launching
phishing attacks.

VI. CONCLUSION

In this paper we have developed a sender-centric approach
to detecting phishing emails. We note that, although phishers
have great flexibility in manipulating both the content and
structure of phishing emails, they have much less flexibility in
concealing the information related to the sender of a phishing
message. Such sender-related information is often inconsistent
with the target institution of the phishing email, and thus, can
help detect phishing emails. In this paper we have advocated
and developed a sender-centric approach to detecting phishing
emails by focusing on the information related to the sender of a
message instead of the content or structure of the message. Our
evaluation studies based on real-world email traces showed
that the sender-centric approach is a feasible and effective
method in detecting phishing emails.
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