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Android Leads Smartphone Market

WW Smartphone Sales by OS in 3Q12
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-+ Gartner: "Market Share: Mobile Phones by Region and Country, 3Q12."



Android Leads Smartphone Market

Andriod Smartphone Market Share (YTD)
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Growing Pains of Android

- Many manufacturers produce Android phones

- Samsung, HTC, LG, Motorola, Sony....
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Growing Pains of Android

- Many manufacturers produce Android phones
- Samsung, HTC, LG, Motorola, Sony....
Hundreds of similar products
- all Android phones are rather similar, especially in software
-+ Vendors are eager to differentiate by customization
- Android is open any way!

- but are they safe???

Motor

Samsung



Deadly Customization

Zr

US Edition Topics

MUST READ: The BIG browser benchmark: All the latest browsers tested

Topic: Security Follow via:

Major security hole claimed in
some HTC Android smartphones

Summanry: Security researchers claim they've found an insecure
logging program in some HTC Android phones that easily enables
crackers to get full access to all your personal data.
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Deadly Customization

Search ZDNet

Most Popular Lists
Fiscal Cliff Expla 100 Largest

Carrier IQ The Rootklt
Keylogger on Most US
Smartphones

+ Comment now

But not it appears on Apple‘s iPhones.

Carrier IQ is a piece of software which certain US cellphone
networks (Sprint for example) load onto their contract phones
before they are released to consumers. The basic stated idea is
quite simple: if there are problems then the software generates
logs which the network can then analyse to see what the
problems are.
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Deadly Customization -

Search ZDNet

VST V.Y New Posts Most Popular Lists
Table 3. Capability leak results of eight Android-based smartphones (t: explicit leaks; i: implicit leaks)

HTC Motorola Samsung Google
Permission Legend | EVO4G | Wildfire S Droid Droid X Epic 4G Nexus One | Nexus S
E I E I E I E I E | E | E I E I
ACCESS_COARSE_LOCATION v | VY v v
ACCESS _FINE_LOCATION v : v - : v - - v : - -
CALL_PHONE : - - - - : : - : - v v
CALL_PRIVILEGED - - : - - V! - - - - -
CAMERA v - v : v : :
DELETE_PACKAGES || v* v? V2 v? V2 v? /2 v?
INSTALL_PACKAGES - - - - - : : - - : :
MASTER_CLEAR - - - - - : - - - - v -
READ_PHONE_STATE : v : v : v - : v - - v
REBOOT : . v/ : : : : : : : : :
RECORD_AUDIO v v v
SEND_SMS v v v
SHUTDOWN - - v - -
Total 6 2 8 2 4 4 1 0 4 0 3 2 1 0 1 0
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Table 3. Capability leak results of eidht Android-based smartp

New Posts
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HTC

Motorola

: Google
Permission i EVO 4G | Wildfire S Droid Droid X Epic 4G Nexus One | Nexus S
E I E I E I E I ' E I E I
ACCESS_COARSE_LOCATION % v v v v
ACCESS_FINE_LOCATION g . v v
CALL_PHONE ¢ .
CALL_PRIVILEGED &
CAMERA § .
DELETE_PACKAGES ¢ e - e
INSTALL_PACKAGES .

MASTER_CLEAR {
READ_PHONE STATE §
REBOOT £
RECORD_AUDIO %

SEND_SMS

SHUTDOWN

Total | :




Deadly Customization Iy

Most Popular Lists
Table 3. Capability leak results of eight Android-based smartphones (t: explicit leaks; 1: implicit leaks)

e N New Posts

HTC Motorola Samsung %

Permission Legend | EVO4G | Wildfire S Droid Droid X Epic 4G # Nexus One | Nexus S %

E E E | I E |1 | E |1 E | I 8 E I E ¥
ACCESS_COARSE_LOCATION v v v v &
ACCESS _FINE_LOCATION v v v v - |
CALL_PHONE || - : : : | v ¥
CALL_PRIVILEGED || - : e ‘
CAMERA || v/ v oo : : : i
DELETE_PACKAGES || v? V2 v? V2 v? v? x
INSTALL_PACKAGES - . . » - : £
MASTER_CLEAR . - v - !
READ_PHONE_STATE - v v - v :
REBOOT || - v : : : .
RECORD_AUDIO || v v/ v 3
SEND_SMS || v v v [
SHUTDOWN . v/ . . . . . . . . ”3;
Total 6 8 P - 1 01| 4 0 3 2 ¥




Deadly Customization

Search ZDNet

New Posts Most Popular Lists
Table 3. Capability leak results of eight Android-based smartphones (t: explicit leaks; 1: implicit leaks)

HTC Motorola Samsung ! 1 Google {

Permission Legend | EVO4G | Wildfire S Droid Droid X Epic 4G # Nexus One | Nexus S %

E | I E | I E I E |[I | E |1 E | I 8 E I E |1 4

ACCESS_COARSELOCATION [[ v [V [ Vv [V v v § ’
ACCESS_ FINE LOCATION || v | - | v | - : v N : |
CALLPHONE || - | - | - | - | - : N R R A
CALL_PRIVILEGED - : - - e S : '
CAMERA || v | - | v | - | v | - : i
DELETE_PACKAGES || v? | - | /2 v? v? e e ¥
INSTALL_PACKAGES -l . : N : (
MASTER _CLEAR -l S : : N 2 e
READ_PHONE_STATE N A N A v S B A .| VB
REBOOT . . v . . . . . . . . .
RECORD_AUDIO || v v v 2
SEND_SMS || v v v [
SHUTDOWN R 4 : : j
Total [ 6 [ 2 | 8 [ 2| 4 | 4 I [o] 4 o] 3128




Our Approach

Systematically compare third-party phones to Google’s original releases
what changes have been made?
especially to the core Android framework and services
are these changes safe?

if unsafe, can we exploit it (manually)?

DexDiff

pre-loaded |——p C JJ

L ppslios Class __  Method __  CFG __  CFG Diff
C) Matcher Matcher Constructor Comparer Reports

base Class Method CFG
v N . .
Pairs Pairs Pairs




Why DexDiff

Android is open-sourced with Apache/BSD/GPL licenses

vendors are free to keep changes to framework closed

those apps are too large to process manually

See if you can find the eight differences.
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Most Android apps are Java-based in Dalvik bytecode

no systems available to compare Dalvik binaries

complimentary to systems for native binaries (BinHunt, BinDiff..
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Android is open-sourced with Apache/BSD/GPL licenses
vendors are free to keep changes to framework closed
those apps are too large to process manually

Most Android apps are Java-based in Dalvik bytecode
no systems available to compare Dalvik binaries

complimentary to systems for native binaries (BinHunt, BinDiff...)

See if you can find the eight differences.
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DexDIiff Overview

- |Input: two Android (Java) apps

- Qutput: differences between these two apps



DexDIiff Overview

- |Input: two Android (Java) apps
- Qutput: differences between these two apps
» Process:
- parse the apps into Java classes
- find matching classes " pairs of matched classes
- find matching methods in them m» pairs of matched methods
» construct CFGs for matched methods

- compare CFGs (graph isomorphism)



DexDiff Sample Output

BED (et Ox0) Exception Handlers
astSring FacebockS ycSerce
AW nstance java lang Stinguildur B RRERT LT TP E LR
incke dract java lang Strin g8 ulder < ink > Mokt

BEO (off sat - OxO) Excuplion Handlers
bbA (o sat Oxd)const shring coPurfornSync Lat=
ivckevitual javalang StringSulder append {lvalang Sringliva ing StingSuikier

}

B (off st - Ox9)1const string coPurfomSync dat=
BE6 (et O Lo et chject
rwcke Satic javalang SystemasrrentTinumMilad fong

wckevrtual java lang Strin B ulder append Javalang S ringljava ng StringSuilder

EE (off st - Ox 121 mowmcesult- wide
Ioke-SLalic com M Sedabetwerk facebedk ramot e Facebock SyncSeryice gutF ormat ecTime ag fava lan g String

!

BbE (ofsat: Ox 12 mow-result-wide
o sat - Ox 161 move st cHect
ivwckavittual javalang Stringd ulder append (Ryalang Sring v

Ioke-SLaliC com M Sodabatwerk facebank rarmote FacebockS ycSerce gut Format edlinue{ Bag fava lang String

!

BEL2 (offsat: O 1abmow- result-clject
wckevitual javalang Stringgulder toStdng (valang String

ast dtring FaceboekSyncSerice
W RSZARCE jva ng. StrAngBuildur
incke dract javalan g StringBulder < n k> Nad

B (ofSat: Ooni L+ esll - chject
inucks-SEALK jawa lang SystemcurrentTimusilisd fovg

lng StAngBuiker |-

vckiurtual jaua lang Strin oS ulder append

valangSuinghva lng SringSuikter

BEL2 (o set Oxlamow v esult- dbject

. sone sone LA . . . . . . . . invekevrtual jawa lang StringS ulder toStdng (avalang String
BEL4 (ofsat Ox 1o} move et cect BEL4 (o Sat Ox Lo} moweremlt ciject

ke Satic android utl Loy &-§ava lang Stringjawa lang Stringlint . . ke STALIC e G Ut Loy &-aua lang Stringjava lang Stringlint
H16 (offsat- Cx22 1ot sring facebock Ho16 (off st - Cx22 Lot sring facebock

igut-object com b seclnetw ok facebuok rant e Fac dock SyRCSenicuSSncA SIpt arimg mCoat et and oid content Canted iQut-CHeCt com e socalritw crk facebock remct o Facebock SyRCSericisS wch St el mCont ext and oid content Cont e
invshon- STAtic com hEC Sonalnet w ork SeclMetw ork Fac ey GetS NC EentS y Nanue{ v lang Strngandr ok content Cont et Kom e sodaietw ork Sec it werkCunt inckon-SLatic com e Sonah dw ork SeclMetw arkFact crygetSNC entS y anued va ng Stringandr Gd content Cont et Kom he sedahetwerk SadalletwerkC lunt
10 (o sat- 0x29)move et olect 10 (o sat- 0x29)move st cect
i$nez smnsmbsssnymasmsnnsnsansns B B P . . . . . . e P e
2 (o Sat: x 28 )i ke Wrtudl Comh e SoGdnetwark SCaaN etw orkC hent QutDRaH dper () comLC seadnatwork SeadNetwokDatateer | .

I T P T ITT

B2 3 (ofisat: Ox30) mov e+ et obpct
AW SLARCE COMBLE SeG dnetw ork facebinok Facebock Contac OBWYiter
iGut cbjact crmh e soddretwerk facebosk emete FacebnokSy neSerd i SyncAtat enmel mC ot extandroid aatent Centixt
et CHOCT Andr G A0ount S ACCHUNE AIME-{ava. lang String
ke dract com he sadaietw ork faceback FacebockC At OEW rRer. <inits fand cidcsaten LC ot extaw lang Stringeid

tual com e sodabetw ok SecalMtwerkOunt g DataHeker

Yoo e sedaketwerk SodalNetwerkDatarhlper

BB23 (offsat: 030 Imoveresul obpct

AW nSTAnCE COMBLE Sea dnatw ork facebosk Facebedk CoatacDBWYiter
iGut-chject cne hie sodaketwerk facebosk ramote Facelnck SyncSeryie$SyncAtapt enmel mC ontextandroid catent Contixt

GOt CHECt Andr O d a Count s AC CoUnt Pameiawa lang String
invcke direct com M sodalndwark facetbock Facetock Contact DEWY Rer <inits fandroid content Con texlaws lang String ) weid
| B & (ofsat: Ox3a iy cke-virtual com e sodaietw ork St il Mtwerk Dat a bl per. GetA ctivellr id-(fawa lang String

I
\

28 (ofisat: Oxda) v oki-vitual com e socalnetw ork SecalMetw ok DataH dper get Act el serid-(favalang S tring
2 38} - realt- dbject
okavitual com b sodalnetw ork faciock Facebinok Contact DBNY E er sawl ogink srid 4ava lang String v eid

v
'

20 (o sat - Ox 38} o et ciject
inokiyvirtual com hte sodaietw ark facebock FacebiekC o tactOEW rRer S oL oginier 1 fav

B9 (ofsat

bb3L

oisat: Ox 41 1igut LRt ComBLC SoGdretw ork facebonk Mot FaclbeckSy neSerdors Sy neASapt ermel mC ant e androi

Wng Sting ek
content Context BB31 (offsat: CxdlHiget-cbuct com htc facebook et e SarviCaSSYRCA dipt rimpl mCoAL et And cidconten LC anted
st ring facebodk o st ring facebosk
st R cnst
st const 4
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Matching Classes

- Parse the (two) Android binaries into classes
- official Gingerbread (2.3.3) framework.dex: 3924 classes

- HTC EVO 4G framework.dex: 5423 classes
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Matching Classes

- Parse the (two) Android binaries into classes
- official Gingerbread (2.3.3) framework.dex: 3924 classes
- HTC EVO 4G framework.dex: 5423 classes
- Calculate pair-wise similarity score for classes
+ convert classes into string arrays
+ calculate string similarity using n-gram
- Find a matching that maximizes overall similarity

- Hungarian algorithm

12



Matching Classes: Similarity

-+ Convert classes into string arrays
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Matching Classes: Similarity

Convert classes into string arrays

each terminal in the BNF is a string (semantic unit)

C —  class_name-superclass_name - I_List - F _List - M[_List
I_List  —  I_List-1
I —  interface_signature-interface_name
F_List —  F_List-F
F  —  field_type- field_name
M_List  —  M_List-M
M  —  method_signature - method_-name - INST _List
INST _List —  INST _List - instruction

13



Matching Classes: Similarity

Convert classes into string arrays

each terminal in the BNF is a string (semantic unit)

registers are omitted for instructions

e.g., new-array VO, v1 [Ljava/lang/String;

Java: late-binding " types retained in bytecodes

C

I_List

/

F_List

F

M_List

M

INST _List

R R

class_name - superclass_name - I_List - F _List - M_List
I_List -1

inter face_signature - inter face_name

F_List - F

field_type- field_name

M _List - M

method _signature - method .name - INST _List

INST _List - instruction

13



Matching Classes: Similarity

- Slide a window of n on the array, step one at a time
- Each window of data (strings) is a n-gram
- e.g., 2-gram set of abcd: {ab, bc, cd}
2-gram set of adbc: {ad, db, bc]}

- Similarity of class a and b:

Cq () Cp

Similarity(c,,cp) =

Cqa U ¢Cp

14



Matching Classes: Similarity

- However, string comparison is slow

- framework.dex: 3924 classes v.s 5423 classes
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Matching Classes: Similarity

- However, string comparison is slow

- framework.dex: 3924 classes v.s 5423 classes
- Apply a hash function to n-grams

- feature hashing

- Calculate similarity with hash values

Cq N Cp

Similarity(c,,cp) =

cqa U ¢p

15



Matching Classes

Hungarian algorithm solves the assignment problem

- n workers and n tasks, find an optimal (least cost/most benefit)
assignment of the workers to the tasks
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Matching Classes

Hungarian algorithm solves the assignment problem

- n workers and n tasks, find an optimal (least cost/most benefit)
assignment of the workers to the tasks

DexDiff uses it to find a matching of classes to maximize total similarity

- Qutput: pairs of matched classes

16



Matching Methods

- Input: a pair of matched classes

- Qutput: pairs of matched methods in these classes
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Matching Methods

Input: a pair of matched classes

- Qutput: pairs of matched methods in these classes

Method: the same as matching classes
- calculate a matrix of similarity scores for methods

- apply Hungarian algorithm for a maximal matching

17



Constructing CFGs

- A normal CFG construction algorithm
- preak methods Iinto basic blocks

+ link basic blocks together
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Constructing CFGs

- A normal CFG construction algorithm
+ break methods into basic blocks
+ link basic blocks together

 Hungarian algorithm cannot be used to match BBs
+ many basic blocks are similar to each other

+connectivity of CFGs should be used to refine results

18



Comparing CFGs

- Input: two CFGs

19



Comparing CFGs

- Input: two CFGs
- QOutput: maximum common isomorphic sub-graphs

- unmatched nodes are BBs modified, inserted, or deleted
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Comparing CFGs

- |Input: two CFGs
- QOutput: maximum common isomorphic sub-graphs

+ unmatched nodes are BBs modified, inserted, or deleted
- Maximum sub-graph isomorphism is NP-complete

- efficient algorithm exists for two similar graphs

- two inputs In DexDiff are similar

19



Comparing CFGs

1: procedure BACKTRACK(D)

2 if EXTENDABLE(D) then

3 v =PICKNODE(D)

4 Z = GETMAPPABLENODES(V, D)
5 for all w € Z do

6 M=M+{(v.w)}

7 D’ = REFINE(D)

8
9

BACKTRACK(D")
. M=M-—-{(v,w)}
10: end for
11: V=V—-{v}
12: BACKTRACK(D)
13: V=V+{v}
14: else if (M| > |R| then
15: R=M
16: end if

17: end procedure 20



Comparing CFGs

+ Backtracking is a brute-force algorithm

* It converges fast if Refine can quickly prune dead trees
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- Timeout is used to prevent waiting for too long

- limit the number of recursive calls (1 million)

- 38 timeouts out of 6560 CFG pairs (0.58%) for framework.dex
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Comparing CFGs

- Backtracking is a brute-force algorithm

- It converges fast if Refine can quickly prune dead trees
- Timeout is used to prevent waiting for too long

- limit the number of recursive calls (1 million)

- 38 timeouts out of 6560 CFG pairs (0.58%) for framework.dex
- Leading causes of timeout

- large CFGs with many unmatched basic blocks

- many identical basic blocks (switch/exception)

- nodes with many similar parents/children

21



Implementation

Implemented in 13.5K lines of “C” source code
- Use “dot” to generate CFGs side-by-side

+ matching is efficient, “dot” is slow

22



—valuation

- Experiments with HTC EVO 4G
- Carrier |Q: details of information collection in the browser
- subsequently removed in a firmware update
-+ a hook in com.android.calculator2.CalculatorimageButton.onTouch survives
- Vulnerable device management app (newly discovered with DexDiff)

- local app with INTERNET access can obtain private information, install/delete
apps, wipe/lock/brick the phone

23



Changes to the Framework

>

T

y

-

Name Base Phone Modified New Time
Size Class# Method# | Size Class# Method# | Class# Method# | Class# Method#
am 25K 6 38 | 26K 6 39 1 1 0 1 0.10
policy 179K 96 833 | 258K 140 1.200 29 105 44 368 10.23
test.runner 172K 105 1.001 | 172K 105 1.002 2 1 0 1 0.17
bmgr 12K 2 25 14K 2 27 1 2 0 2 0.05
bouncycastle | 678K 507 3.186 | 677K 507 3.186 31 47 0 0 1.37
location 6.3K 4 56 | 6.3K 4 56 0 0 0 0 0.01
core 4.1M  3.009 27952 | 4.1M  3.017 28.093 353 1264 8 141 17.04
core-junit 21K 19 142 | 21K 19 142 0 0 0 0 0.05
ext 1.2M 960 6.896 | 1.2M 960 6896 209 468 0 0| 40.01
framework 6.6M 3.924 38.283 | 9O9M 5423 52.566 | 1.198 4,556 | 1.504 14.290 | 144.70
ime 5.6K 1 10 | 5.6K 1 10 0 0 0 0 0.03
input 3.6K 1 71 3.6K 1 7 0 0 0 0 0.01
javax 53K 24 164 | 53K 24 164 2 9 0 0 6.55
monkey TIK 50 237 | 76K 50 237 1 1 0 0 0.17
pm 25K 7 43 | 25K 7 43 1 2 0 0 0.09
services 1.3M 437 4014 | 1.7M 531 5.153 124 384 05 1.139 | 159.86
sqlite-jdbce 130K 29 858 | 130K 29 858 3 16 0 0 2.49
SVC TK 6 26 | 7.3K 6 26 1 1 0 0 0.03
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Changes to the Framework -

Name Base Phone Modified New Time
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C'l S O x SIS ,.,,. e _ : S Aty & T Foxia P e / ‘., i ‘. I rNEES . S S . o e » ST "‘
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sqlite-jdbe 130K 29 858 | 130K 29 858 3 16 0 0 2.49
SVC TK 6 26 | 7.3K 6 26 1 1 0 0 0.03
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Carrier |Q Hooks in Browser

Hook

Methods (Hooking Points)

callBrowserStopLoading

BrowserActivity.stopLoading

callOnPageStarted

Tab$2.onPageStarted

callOnProgressChanged

Tab$3.onProgressChanged

callOnReceivedError Tab$2.onReceivedError

callOnReceivedTitle Tab$3.onReceivedTitle
BrowserActivity.onOptionsItemSelected
BrowserActivity.resumeBrowser

callReloadPage ) o . . .

- BrowserActivity$StopLoadingPageTimer.ResumeLoadingPage
htc.ui.HtcTitleBar.onClick
) BrowserActivity.onKeyU
callUserCancel ty Y-P

BrowserActivity.onOptionsItemSelected
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Vulnerable Device Management App

- Three new APIs In framework.dex

- void broadcastKeyinEvent (boolean); void broadcastMotionEvent
(boolean); void broadcastTrackballEvent(boolean);
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Vulnerable Device Management App

- Three new APIs in framework.dex

- void broadcastKeyinEvent (boolean); void broadcastMotionEvent
(boolean); void broadcastTrackballEvent(boolean);

- Protected by vendor permissions
- e.g., com.htc.Manifest.permission.BROADCAST_KEYIN_EVENT
- Used only by /system/app/HtcDm.apk
- system management app, can install/delete apps, factory reset...
- dangerous functionalities are unimplemented yet
- no authentication at all

- any local app with network permission can send commands to it
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Thank you!



