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Importance of Database Security
• Need to protect data from malicious access

– unauthorized reading of data
– unauthorized alteration of data
– unauthorized destruction of data  [SIL02, p238]

• Need to protect against accidental integrity  
violations  [SIL02, p238]

• Threats: [CAS95, p11]

– Improper release of information
– Improper modification of data
– Denial of service
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Several Levels of Protection
[SIL02, p239]

• Database system – ensure authorization 
restrictions are not violated

• Operating system – can serve as a means of 
unauthorized access to the database

• Network – ensure security within the 
network software

• Physical – protect against armed or secret 
entry

• Human – prevent authorized users from 
giving access to intruders

Even with all this protection, attacks 
can still occur!

For a method to protect, there is a 
method to attack.

- Yvo Desmedt

My Goal:
How to detect an attack and collect 
data in realtime, rather than waiting 

until after the fact?
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My Original Idea
• Use an IDS to detect an intrusion
• Once an intrusion is detected immediately start 

a process to start collecting data for evidence
• Places to collect evidence from:

– Network activity log
– Audit trails
– Disk(s)
– Etc.
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New Idea
• Instead of using IDS, keep a record/log of 

known attacks or abnormal behavior
– High volume of transactions
– Etc.

• Have a monitor watch the activity in the 
database system

• When an attack is detected, take a snapshot by 
collecting evidence
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What if an attack isn’t detected??

• Need to take snapshots at times other than 
right after an attack is detected
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When to Take a Snapshot
• When an attack is detected
• After x number of transactions
• After every y time
• After every user login/logout
• Etc.

• Still thinking about this…
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Where To Collect Evidence From
• Audit trail – a log of all changes to the database  

[SIL02, p244]

– Inserts/deletes/updates
– Which user performed update
– When the update was performed
– Outputted to stable storage  [SIL02, p644, implementation on p641]

• Log – records database modifications  [SIL02, p645]

– Transaction identifier
– Data-item identifier
– Old value
– New value
– Etc.
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• Network activity log  [YAS01, p291]

– Data packets that flow through routers and servers
– TCP/IP packets contain info about source and target
– Etc.

• Etc.

• Still researching…
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