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Notation
C Code
S State
P, Originator creator of the mobile agent
Pio Platform computational environment for the mobile agent
0; Offer the data that platform P; submits
o Encapsulated offer glﬁ é)rfifs;oori rﬁgtci:));pted or hashed together with some
H; Set hash value
Kopi Public key of P,
K, Secret key of P;
ENCy;(m) | Encryption encryption of message m with the public key of P,
SIG(m) | Signature signing of message m with the secret key of P,
h(m) Hash one-way hash of message m
t; Timestamp the timestamp provided by P,
i Identifier the unique identifier of the mobile agent session 3

Original Execution Tracing

(3) execute agent

(D send hash of
Py results &
dispatch MA platform 1 exec. trace
Py send to next send receiot ,
initiator platform @ messagep A -
Y receip
@ P, recipient
execute |platform 2 {'
agent
®,
send final )
results @
o]
I:)i
execute latform i
agent P 4
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Modified
(2) execute agent
dlspatCCDh MA Py Data encapsulation
platform 1]+ gata integrity
Po send to next « data confidentiality?
initiator platform ® ) y:
\ e anonymity?
@ P2 _
execute |platform 2/ Execution traces
agent i
@i e <i,0>
@_ . * i =unique identifier
send final : of execution
results o i e 0 = offer
 non-repudiation
I:)i
execute latf i
Agent (- |platform i 5

ho

hy = H(rg, Py)
Oy = SIGO(|)ENC0(00, o), {00’ 01’ @ {O 0
0,, O, 04} (0)’2’ (1)’3} h; =H(O, P,)

O, = SIG4(ENC(0,, I3),

Publicly Verifiable Chained
Digital Signature Protocol

h; = H(O, P,)
O, = SIG,(ENC,(04, I,), ;)

10o, O1} = H(O, Py
{Oo} O, = SIG,(ENC,(0;, 1),

h,)

xoo' O, 0}
I:)0

h, = H(O3, Py) h,)
0O, =SIG,(ENC(0,, 1), hy) 6
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Chained MAC Protocol

h, = H(h, r;, 04, P))
O, = ENCy(r, 0,, P))

{Oo, O]_}i [hZ h3 = H(hz, Iy, 0y, P3)
{Oo}a [hl] O, = ENCy(ry, 05, Py)
\Eoo, 0y, 0.}, [hs]
PO
O0 = ENCo(ro, Oos Pl) {OO’ Ol’ 02, @ {O 0.0 _
0, O}, [hd I O

Oz}, [ha] 0, = ENC,(r;, 05, P,)
hs = H(h,, 1y, 0,4, Ps)
O, = ENCy(r,, 04, P5)

Data Collection Protocol

0, = h(o,/Ky) r{0,}) = g@ory

0, =h(0,Ky)

g {({Ol, o) = ((20:+1)(202+1)
2= {01, 02}
PO

@ O3 = h(o4K;)
F({O1, Oz O3, O,3)
= g(201+l)(202+l)(203+l)(204+1) [—( {017 02, 03}) = g(zol+1)(zoz+1)(zo3+1)

Z =0, 0,05 0.} 0,=h(o,K,) Z =0y, 0, 03}

|_({ 02’ 03}) =0 (20;" +1) |(20,+1)(20,+1)
Z - {01’1 02, 03}

Updating:
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Data Encapsulation Summary

* Publicly Verifiable Chained Digital
Signature Protocol:

— 0; = SIGp(ENCpy(0;, 1), h(Oy.4, Pisa))
* Chained MAC Protocol:

— O; = ENCpq(rj, 0;, Pisy)
* Data Collection Protocol

— 0; = h(o;|Ky)

B sends the MA to D — what | had

- Original message by Vigna:
B3 D:B, A, Dy(C,8"),Bs(H(S"),D), A, (H(C),HS )[R A' (ta)ia)

- Altered message:

B 33 D: B, A D,(C,S!),By(D,H(SY), tg), A((H(C), A’ ip)

sender of . . timestamp
message  originator code & current identity of

of MA  Stateencrypted | intended hash of
with recipient’s | recipient ~current state

5% part of m,
(to verify code,

public key (to validate origi_nator,_&
signed by the state in receipt recipient)
sender 3rd part)

Changes:
* B includes a new timestamp for freshness.

« eliminated extraneous info 0
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Protocol | had (with TTP):

- new notation
Pi 2> Py

Pir Po, ENCpiy1(C, S), SIGi(Pis1, N(S), tei), SIGp(h(C), Py, Ipo)

Protocol I'm working on:
*no TTP

* static state
P, 2 Py

P, Py, ENCp..((C, S, {O....0}, H, ), SIGo(P,.., to), SIGm,(N(C, S), i)

| 7 -/
sender of cocé e@ulaz identity of / hash of

message next platform unique
g originator state offers i p timestamp Ztc;c:g and identifier
of MA / N /
encrypted with next signed by signed by
platform's public key current platform originator
11
My Assumptions

* PKI

* static code & state

* code & state are separate entities

* each platform has a unique identifier

* tamper-proof, non-repudiable execution trace file
stored at each platform

* platforms will always provide the correct answer,
If it executes the code non-maliciously

* originator always trusted
* no collusion?

* universally controlled timestamp? o
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New Protocol
P.>P,.

i+1"

P, Py, ENCp.iy(C, S, {Og.....0 1 H, ), SIGH(P;.y tor), SIGpy(N(C, S), i)

| e -/
sender of coé e@ula: identity of / hash of

message offers next platform codeand Yniaue
originator state set hash timestamp  state identifier
of MA /
encrypted with next signed by signed by
platform's public key current platform originator
O; =h(0Opy, 0;, Piyys 1) _
O, = SIG(0y) - anyone can _verlf_y offer
O, =ENC(0) - data is confidential
O; = SIGi(Py 1 1hir 0)
O; = ENC(0;, Oy, Piy)
H, = g(201+1)(202+1)...(0i+1) - set hash of the offers 13

Execution Tracing

* maintained and stored by each platform
* non-repudiable
* <i, 0>
— 1 =unique identifier of execution
— 0 = offer
* who logs?
— sender - right before sending
— receiver — immediately upon receipt

— both?
« like sending receipt

14
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Conclusion

* Data Encapsulation
— data integrity
— data confidentiality
* Chaining
— only intended recipient can make next offer
* Set Hashing
— check integrity of set of encapsulated offers
— updating offer
* Execution Tracing
— non-repudiation 15
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