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Preview

�Background Review
– Execution Tracing
– Data Encapsulation

• publicly verifiable chained digital signature protocol
• chained MAC protocol
• data collection protocol

�My Protocol
– critique, please!
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Notation

one-way hash of message mHashh(m)

the unique identifier of the mobile agent sessionIdentifieri
the timestamp provided by PiTimestamptPi

signing of message m with the secret key of PiSignatureSIGPi(m)
encryption of message m with the public key of PiEncryptionENCPi(m)

Secret key of PiK’Pi

Public key of PiKPi

Set hash valueHi

the offer oi encrypted or hashed together with some 
other informationEncapsulated offerOi

the data that platform Pi submitsOfferoi

computational environment for the mobile agentPlatformPi>0

creator of the mobile agentOriginatorP0

StateS
CodeC
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P0
initiator

P1
platform 1

P2
platform 2

Pi
platform i

A’
receipt

recipient

dispatch MA

send receipt 
message

send hash of 
results & 

exec. trace

send final 
results

send to next 
platform

...
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execute agent

execute
agent

execute 
agent

Original Execution Tracing
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n-1
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P0
initiator

P1
platform 1

P2
platform 2

Pi
platform i

dispatch MA

send final 
results

send to next 
platform

...
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execute agent

execute
agent

execute 
agent

Modified

Data encapsulation
• data integrity
• data confidentiality?
• anonymity?

Execution traces
• < i, o >

• i = unique identifier 
of execution

• o = offer
• non-repudiation

n-1

n-2

n
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Publicly Verifiable Chained 
Digital Signature Protocol

P0

P2

P3P4

P1

h0 = H(r0, P1)
O0 = SIG0(ENC0(o0, r0), 

h0)

h1 = H(O0, P2)
O1 = SIG1(ENC0(o1, r1), h1)

h2 = H(O1, P3)
O2 = SIG2(ENC0(o2, r2), 

h2)

h3 = H(O2, P4)
O3 = SIG3(ENC0(o3, r3), 

h3)h4 = H(O3, P5)
O4 = SIG4(ENC0(o4, r4), h4)

{O0}

{O0, O1}

{O0, O1, O2}

{O0, O1, 
O2, O3}

{O0, O1, 
O2, O3, O4}
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Chained MAC Protocol

P0

P2

P3P4

P1

h1 = ENC0(r0, o0, P1)
O0 = ENC0(r0, o0, P1)

h2 = H(h1, r1, o1, P2)
O1 = ENC0(r1, o1, P2)

h3 = H(h2, r2, o2, P3)
O2 = ENC0(r2, o2, P3)

h4 = H(h3, r3, o3, P4)
O3 = ENC0(r3, o3, P4)

h5 = H(h4, r4, o4, P5)
O4 = ENC0(r4, o4, P5)

{O0}, [h1]

{O0, O1}, [h2]

{O0, O1, O2}, [h3]

{O0, O1, O2, 
O3}, [h4]

{O0, O1, O2, 
O3, O4}, [h5]
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Γ({ O1  , O2, O3}) = g (2 O1 +1) (2O2+1)(2O3+1)

Σ = {     , o2, o3}o1

Updating: (2O1’+1)O1’,
o1’

Data Collection Protocol

P0

P2

P3P4

P1

Γ({O1, O2}) = g(2O1+1)(2O2+1)

Σ = {o1, o2}

Γ({O1}) = g(2O1+1) 

Σ = {o1}

Γ({O1, O2, O3}) = g(2O1+1)(2O2+1)(2O3+1)

Σ = {o1, o2, o3}

Γ({O1, O2, O3, O4}) 
= g(2O1+1)(2O2+1)(2O3+1)(2O4+1)

Σ = {o1, o2, o3, o4}

Γ(∅ ) = g
Σ = ∅

O1 = h(o1|K1)

O2 = h(o2|K2)

O3 = h(o3|K3)

O4 = h(o4|K4)
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Data Encapsulation Summary

�Publicly Verifiable Chained Digital 
Signature Protocol:
– Oi = SIGPi(ENCP0(oi, ri), h(Oi-1, Pi+1))

�Chained MAC Protocol:
– Oi = ENCP0(ri, oi, Pi+1)

�Data Collection Protocol
– Oi = h(oi|Ki)
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- Original message by Vigna:

- Altered message:

B � D :  B,  A,  Dp( C, S1 ), Bs( D, H(S1), tB ), As( H(C), A’, iA )

sender of
message originator

of MA
code & current
state encrypted
with recipient’s 
public key

signed by
sender

hash of
current state
(to validate
the state in 
3rd part)

identity of
intended
recipient

5th part of m0
(to verify code,
originator, & 
receipt recipient)

m3

timestamp

B sends the MA to D – what I had

Changes:
• B includes a new timestamp for freshness.
• eliminated extraneous info
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Protocol I had (with TTP):
- new notation

Pi � Pi+1:  
Pi, P0, ENCPi+1(C, S, {O0,…,Oi}, Hi ), SIGPi(Pi+1, tPi), SIGP0(h(C, S), i)

sender of 
message

originator
of MA

code

state

encapsulated
offers set hash

identity of
next platform

timestamp

hash of
code and
state

unique
identifier

encrypted with next
platform's public key

signed by 
current platform

signed by
originator

Pi � Pi+1 :  
Pi,  P0,  ENCPi+1(C, S), SIGPi(Pi+1, h(S), tPi), SIGP0(h(C), P'0, iP0)

Protocol I'm working on:
• no TTP
• static state
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My Assumptions
�PKI
�static code & state
�code & state are separate entities
�each platform has a unique identifier
� tamper-proof, non-repudiable execution trace file 

stored at each platform
�platforms will always provide the correct answer, 

if it executes the code non-maliciously
�originator always trusted
�no collusion?
�universally controlled timestamp?
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New Protocol
Pi � Pi+1:  

Pi, P0, ENCPi+1(C, S, {O0,…,Oi}, Hi ), SIGPi(Pi+1, tPi), SIGP0(h(C, S), i)

Oi = h(Oi-1, oi, Pi+1, tPi)
Oi = SIGPi(oi) - anyone can verify offer
Oi = ENCP0(oi) - data is confidential
Oi = SIGPi(Pi+1, tPi, oi)
Oi = ENCPi(oi, Oi-1, Pi+1)

Hi = g(2O1+1)(2O2+1)…(2Oi+1) - set hash of the offers

sender of 
message

originator
of MA

code

state

encapsulated
offers set hash

identity of
next platform

timestamp

hash of
code and
state

unique
identifier

encrypted with next
platform's public key

signed by 
current platform

signed by
originator
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Execution Tracing

�maintained and stored by each platform
�non-repudiable
�<i, o>

– i = unique identifier of execution
– o = offer

�who logs?
– sender – right before sending
– receiver – immediately upon receipt
– both?

• like sending receipt
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Conclusion

�Data Encapsulation
– data integrity
– data confidentiality

�Chaining
– only intended recipient can make next offer

�Set Hashing
– check integrity of set of encapsulated offers
– updating offer

�Execution Tracing
– non-repudiation
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