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Preview

• Publicly Verifiable Chained Digital 
Signature Protocol

• Chained Digital Signature Protocol with 
Forward Privacy

• Chained MAC Protocol
• Data Collection Protocol
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Terminology

the offer encrypted or 
hashed together with 
some other information

Encapsulated offerOi

the data that a platform 
submitsOfferoi

computational 
environment for mobile 
agent

PlatformPi>0

creator of mobile agentOriginatorP0
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Publicly Verifiable Chained Digital 
Signature Protocol (PVCDSP):  

Assumptions
• assumes PKI
• each platform has 

– a unique name
– a public signature verification key

• issued by certification authority

• there is a directory service to retrieve 
certificates
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PVCDSP

• each platform signs with secret key
– non-repudiable & unforgable

• may encrypt offer with public key
– data confidentiality

• uses hash chain
– links offer of current platform with identity of 

next platform
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PVCDSP:  Protocol
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PVCDSP:  Protocol
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h0)
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PVCDSP :
The Encapsulated Offer Oi

• offer oi
– probabilistically encrypted so only originator 

can retrieve it
• hash of previous encapsulated offer 

concatenated with identity of next platform
– links previous offer with current one

• can’t modify Oi-1 without modifying Oi

– guarantees that only Pi+1 can append next offer
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Chained Digital Signature 
Protocol with Forward Privacy 

(CDSPFP)
• variation of PVCDSP
• change order of signing and encrypting offer

– hide identity of offer provider (platform)

P
P1

PPi
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Chained MAC Protocol:
Assumptions

• no PKI
– each platform know public key of originator

• requires each pair of platforms to be 
connected via a confidential channel
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Chained MAC Protocol
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Chained MAC Protocol

P0

P2

P3P4

P1

h1 = ENC0(r0, o0, P1)
O0 = ENC0(r0, o0, P1)
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O3 = ENC0(r3, o3, P4)

h5 = H(h4, r4, o4, P5)
O4 = ENC0(r4, o4, P5)

{O0}, [h1]
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Chained MAC Protocol

• random number ri:
– part of encapsulated offer
– input to computation of next hash key hi+1

• prevents platforms from modifying their own offers 
later

• hi
– links all previous encapsulated offers to current 

one
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Data Collection Protocol

• allows multiple offer updating
• does not require 

– data confidentiality
– platform anonymity
– (not necessary in all scenarios)

• no PKI
– secret shared key between originator and each 

platform
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Data Collection Protocol:
Set Hashing

• method to hash together a set of data blocks 
in an order-independent way

• based on difficulty of solving discrete 
logarithm problem

mod p
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Set Hashing Properties
• Security

– knowing any Gi and Gi+1, computationally infeasible to 
compute xi+1

– discrete logarithm problem
• Commutativity

– order of x does not matter
• Cancellation

– knowing Gi+1 and xi+1, can compute Gi

• Computational Complexity
– knowing xi, computation on Gi requires 

• 2n multiplications
• n additions
• 1 exponentiation
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Data Collection Protocol – 1

• Each platform Pi >0 exchanges secret shared 
key Ki with originator P0

P0
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P3P4

P1
K1

K2

K3
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Data Collection Protocol – 2

• P0 sends MA with
– set hash value Γ(S) = Γ(∅ ) = g mod p
– Σ = ∅

P0

P2

P3P4

P1Γ(S), Σ
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Data Collection Protocol – 3

P0
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P3P4
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Γ({O1, O2}) = g(2O1+1)(2O2+1)

Σ = {o1, o2}

Γ({O1}) = g(2O1+1) 

Σ = {o1}

Γ({O1, O2, O3}) = g(2O1+1)(2O2+1)(2O3+1)

Σ = {o1, o2, o3}

Γ({O1, O2, O3, O4}) 
= g(2O1+1)(2O2+1)(2O3+1)(2O4+1)

Σ = {o1, o2, o3, o4}

Γ(∅ ) = g
Σ = ∅

O1 = h(o1|K1)

O2 = h(o2|K2)

O3 = h(o3|K3)

O4 = h(o4|K4)
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P1

Γ({O1, O2, O3}) = g(2O1+1)(2O2+1)(2O3+1)

Σ = {o1, o2, o3}

Data Collection Protocol:  Updating
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Σ = {o1}

Γ({O1, O2, O3, O4}) 
= g(2O1+1)(2O2+1)(2O3+1)(2O4+1)

Σ = {o1, o2, o3, o4}

Γ(∅ ) = g
Σ = ∅
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Γ({ O1  , O2, O3}) = g (2 O1 +1) (2O2+1)(2O3+1)

Σ = {     , o2, o3}
(2O1’+1)O1’

o1o1’

Data Collection Protocol:  Updating
• replace old offer oi with new offer oi’
• cancel out old integrity proof value Oi from Γ(S)
• compute new integrity proof value Oi’
• compute new set hash with Oi’

P1

,
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Data Collection Protocol:  
Verification

• check:  
– Γ(S) =? g(2O1+1)(2O2+1)…(2On+1)

• if fail:
– no offers are valid
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Review
• PVCDSP

– PKI; data confidentiality; no updating
• CDSPFP

– PKI; data confidentiality; platform anonymity; no 
updating

• Chained MAC Protocol
– no PKI; data confidentiality; no updating

• Data Collection Protocol
– no PKI; no data confidentiality; no platform 

anonymity; updating
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Conclusion:  From this…
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…to this!

Data encapsulation
• data integrity
• data confidentiality*
• anonymity*

Execution traces
• < i, o >

• i = unique identifier 
of execution

• o = offer
• non-repudiation

*optional
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