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Overview

e advantages
e common tools
e command concatenation

e specialty software
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Advantages of Linux for forensic investigation

e frecly available
e runs on nearly every platform

e forensic examination thrives in open source envi-
ronment
— easily controlled environment
— simply made into a bootable cdrom kit
— security holes widely published (e.g. NTFS par-
titions)

e over 30 supported filesystem types:



Advantages (II)

Extended Filesystems - ext, ext2, ext3

Reiser Filesystem - reiserfs

Amiga Fast Filesystem - affs

High Performance Filesystem - hpfs (OS/2)

IS0 9660 Filesystem - is09660

Minix Filesystem - Minix

FAT 16 bit - msdos

Virtual Fat Filesystem - vfat

Network Filesystem - NF'S

Novell Filesystem - NCPFS (Novell)

System V Filesystem - sysv (System V Unix variants)
Uniform Filesystem - ufs (BSD, Solarius, NeXTStep)
UMSDOS Filesystem - umsdos (Unix filesystem on DOS)

linuxswap, adfs, autofs, coherent, cramfs, devpts, efs, hfs, jfs,
ntfs, proc, qnx4, romfs, smbfs, tmpfs, udf, xenix, xfs, xiafs,
loopback and

RAID, LVM, “distributed filesystems” (exported over network,
e.g.Coda, OpenAFS)



Standard tools

e find

e strings

e stat

e dd (fsgrab)
e debugfs

e mdbsum
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concatenating commands: 1s, stat, and find

2ln —hame !




Specialty software

TASK e Linux
e Mac OS X
e Open & FreeBSD
e Solaris

Autopsy
chkrootkit http://www.chkrootkit.org/
TCT The Coroner’s Toolkit



Autopsy screenshot




Autopsy screenshot

FILE ANALYSIS DaTaUNm METADATA = IMAGE DETALS = KEYWORD SEARCH FLETYFE | HeEwr m‘.
O 2 1 X |
r/r  lishts.exe  1996.10.14 200206.13 2002.06.13 35600 48 (-
ALL DELETED FILES) 05:38:00 (GMT) 21:08:40 (GMT) 21:08:40 (GMT)
g ri- LMREPL.EXE D000.00.00 000000 .00 0000.00.00 0 0 !m
00:00:00 (GMT)  00:00:00 (GMT) 00:00:00 (GMT)
EXPAND DIRECTORIES) r/r  LMREPL.EXE  [996.10.14 2002.06.13 2002 .06.13 86800 48 (
05:38:00 (GMT) 21:08:40 (GMT) 21:08:45 (GMT)
+ rir Loadfix.com  1996.10.14 2002.06.13 2002.06.13 1131 448
05:38:00 (GMT) 21:.08:40 (GMT) 21:08:40 (GMT)
r/r loadfix.com  1996.10.14 2002.06.13 2002.06.13 1131 48
05:38:00 (GMT) 21:08:40 (GMT) 21:08:40 (GMT)
4 rir locale.nls 1996.10.14 2002.06.13 2002.06.13 145290 48 «
05:38:00 (GMT) 21:08:40 (GMT) 21:08:40 (GMT) —
r/r locale.nls  1996.10.14 2002.06.13 2002.06.13 145290 48
X 5 3 T
ASCII (display - report) * Strings (display - report) * Export * Add Note =
File Type: MS-DOS executable (EXE), 08/2 or MS Windows =
String Contents Of File: C:/system32/krnl3ig6.exe m
<NEt
KERNSTUB: Error during boot
KERNEL
GPV
THicrosoft Windows Kernel Interface Version 3.10
ROMBIOS
[JGLOBALUNLOCK L
WOWCLOSECOMPORT a
GLOBALDOSALLOC .
e yaTr




Autopsy screenshot

FILE ANALYSIS DATAUNIT META DATA IMAGE DETAILS = KEYWORD SEARCH FILETYPE = HeELP CLOSE
(O 7 | X |
New Search 4=Previous  Next mp
EXPORT CONTENTS  ADDMNOTE
ASCII (display - report) * Hex (display - report) * Strings (display - report)
2 occurrences of Fragment 126615 Trpe:
A
((jan)l(feb)l(mar)l(ap All 1
were found Group: 15
- - Pointed to by Inode: 30184
126615 (Hex - Ascii) Pointed to by file:
- string begins at 256 /bin/mt
bytes
180485 (Hex - Ascii) Hex Contents of Fragment 126615 (1024 bytes) in images/dev_hdef.img
- string begins at () bytes
] 25733420 57726974 696e6720 6d6L6465 %5: Writ ing mode
16 20534353 49206d6f 64652070 61676520 5C5 I mo de p age
3z 6661696c 65642ela 00000000 DOOODOOO fail ed.. .... ....
48 00000000 00000000 00000000 00000000 baa meee e e
64 25733a20 436£6d70 72657373 696£6e20 #s: Comp ress ion
a0 6d6f6465 206e6£74 20636861 6e676564 mode not cha nged
96 22040000 00000000 00000000 00000000 .
112 00000000 00000000 00000000 DOOOD000 .
128 25733a20 52652d72 65616420 GE662074 %s: Re-r ead of t
144 6BES2063 6£6d7072 65737369 6£622070 he ¢ ompr essi on p
160 61676520 6661696c 65642ela DD436f6d age fail ed.. .Com
176 T0726573 736%6f6e 206f6e2e 0al0436f pres sion on. ..Co
192 6d707265 7373696f 6e206£66 662edalld mpre ssio n of f...
208 00000000 00000000 00000000 DOOODOOD e e - e
224 00000000 64ba0408 00000000 00000000 .. P
240 00000000 00000000 00000000 00000000 B,
256 24496432 2027573 72322£75 73657273 5Id: Jus r2/u sers
272 2f6d6l6b 69736172 612£7372 632£7379 fmak isar a/sr c/sy
288 732£6d74 2d73742d 302e3562 2f6d7dle s/mt -st- 0.5b Jmt. "
304 63206174 2053756e 20417567 20313620 c at Sun Aug 16 i
I 3 320 30393a35 313a3137 20313939 38206279 09:5 1:17 199 8 by Is
e ik BEETH 0AARTAD 6ITIR1T? A14NAKAT AI7mAART mak imar alka i.ma




Autopsy screenshot

CREATE DATAFILE CREATE TIMELINE ~ VIEW TIMELINE VIEW NOTES . HEwr ClLose
1 X
<May 2002 Jul 2002 > )
-
Jun ~| 2002 @ OK v
MonJun 102002 3858 m.. -Lrwxrwxovx 48 0 112-1284 Cifsystem32/drivers NTHANDLE SYS 0
Tputun 132002 52299 ac irwarwxrwx 48 0 263-1284 Cifsystem32/oemnadem.inf
Thutun 132002 2063 ac rwarwarwx 48 0 270-1284 Cifsystem32/oemnadim.inf
39386 € -Frwxrwxrwx 48 0 193-128-4 Cifsystem32/mem.exe
56 mac d/idrwxrwxrwx 48 0 49-144-7 Cifsystem32
9488 S =frwxrwxrwx 48 0 191-128-4 Cifsystem32/lsass.exe
9488 € frwxrwxrwx 48 0 191-128-4 Csystem32/lsass exe (deleted-realloc)
33662 ac  -frwxrwxrwx 48 0 268-128-4 C:fsystem32/oemnadin.inf
86800 & Frwxrwxrwx 48 0 185-128-4 Cifsystem32/LMREPL EXE
25491 ac  ~-rwxrwxrwx 48 0 269-128-4 Cifsystem32/oemnadlb.inf
24391 ac  --rwxrwxrwx 48 0 264-128-4 Cifsystem32/oemnaden.inf
22207 ac  -~rwxrwxrwx 48 0 266-128-4 Cusystem32/oemnadfd.inf
85632 L lrwxrwxrwx 48 0 179-128-4 Cifsystem32/kml386.exe
22296 ac  -rwxrwxrwx 48 0 267-128-4 Cifsystem32/oemnadim.inf
32016 & -Frwxrwxrwx 48 0 182-128-4 Cifsystem32/label.exe e
35225 ac  --rwxrwxrwx 48 0 265-128-4 C:fsystem32/oemnadep.inf :




Links to forensics with Linux

e http://www.atstake.com
e http://www.linux-sec.net/Tracking
e http://cert.uni-stuttgart.de/forensics

e http://www.cerias.purdue.edu/homes/carrier/forensics
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