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Abstract

In this paper we present a detailed study of the behavioral characteristics of spammers based on
a two-month email trace collected at a large US university campus network. We analyze the behav-
ioral characteristics of spammers that are critical to spam control, including the distributions of message
senders, spam and non-spam messages by spam ratios; the statistics of spam messages from different
spammers; the spam arrival patterns across the IP address space; and the active duration of spammers,
among others. In addition, we also formally confirm an informal observation that spammers may hijack
network prefixes in sending spam messages, by correlating the arrivals of spam messages with the BGP
route updates of the corresponding networks. In this paper we present the detailed results of the measure-
ment study; in addition, we also discuss the implications of the findings for the (content-independent)
anti-spam efforts.

Keywords: Spam, Spammer Behavior, Network Reachability of Spammers, Content-Independent Spam
Filtering

1 Introduction

In recent years, content-independent (CI) anti-spam techniques that aim to determine the likelihood of an
incoming message to be spam based on the properties of the message sender, instead of the message con-
tent, have attracted a lot of attention [4, 15, 18, 21]. However, in order for the Cl anti-spam schemes to be
effective, we must have a clear understanding of the behavioral characteristics of spammers that can dis-
tinguish spammers from the senders of legitimate messages. Behavioral characteristics of spammers such
as the distributions of spam and non-spam messages by spam ratios, the statistics of spam messages from
different spammers, the spam arrival patterns across the IP address space, the number of mail servers in
different (spam) networks, and the active duration of spammers, can significantly affect both the feasibility
and effectiveness of the CI anti-spam mechanisms. Moreover, a clear understanding of the behavioral char-
acteristics of spammers can also facilitate the design of new anti-spam mechanisms and new email delivery
architectures that are inherently spam-resistant.

In this paper we perform a detailed study of the behavioral characteristics of spammers at both the mail
server and the network levels by analyzing a two-month trace of more2thiamillion emails received at
a large US university campus network, of which more th&million are spam. We also correlate the
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arrivals of spam with Border Gateway Protocol (BGP) route updates to investigate the network reachability
properties of spammers [16]. Our study confirms the informal observation that the spam arrivals from some
spammers are often closely correlated in time with the BGP announcement of the corresponding network
prefixes [19]. These network prefixes are short-lived in that they are withdrawn quickly after the spamming
activity is over. This sophisticated spamming technique can make it hard to track and identify the responsible
spammers. In this paper we formally study the prevalence of such behavior.

We use the following terms in the exposition of our findings. Fpam ratioof a message sender is
the fraction of the messages sent by the sender that is spaspara only mail servesends only spam
messages, andreon-spam only mail servesends only legitimate messages. A sender mail server sending
both spam and legitimate messages is referred taw@iged mail serverThe termspam mail servergefers
to the set of both spam only and mixed mail servers. A spam mail server sends at least one spam message
in the trace. The termon-spam mail servenefers to the set of non-spam only and mixed mail servers.
A non-spam mail server sends at least one legitimate message in the trace. Sender networks are classified
similarly. The major findings from our study are as follows:

e Most mail servers send either mostly spam or mostly non-spam messages (Sectieor&tample,
about5% of mail servers have a spam ratio of at mt&t, and abou90% of mail servers have a spam
ratio of at leasb9%. Only less thars% of mail servers have a spam ratio betwééhand99%. The
vast majority of spam messages come from mail servers with a high spam ratio, and a large portion of
non-spam messages come from mail servers with a low spam ratio (Sectiokrat.2xample, more
than91% of spam messages come from mail servers with a spam ratio of a9ligasand about6%
of non-spam messages come from mail servers with a spam ratio of at dfitst

e The majority of spammers send only a small number of spam messages (SectiGiodeXample,
93% of spam only mail servers arid% of spam only networks send no more thanmessages each
during the two-month trace collection period. In contrast, alfowt% of spam only mail servers
send more thai, 000 messages each and are responsiblé@gt of all spam messages. Abaut%
of spam only networks send more tha00 messages each and are responsibl@foof all spam
messagesA large portion of spammers send spam only within a short period of time (Section 4.6).
For example81% of spam only mail servers ar&¥% of spam only networks send spam only within
one day out of the two-month email collection period.

e The vast majority of both spam messages and spam only mail servers are from mixed networks (Sec-
tions 3 and 4.3)For example, abotl.7% of spam messages aftl% of spam only mail servers are
from mixed networks. Moreover, onby:5% of mixed networks send more than000 messages each
but are responsible fat5% of all spam messages.

e The majority of both spam messages and spam mail servers are from a few concentrated regions of
the IP address space (Sections 4.4 and 45%). example8% of spam messages afd% of spam
mail servers are from top0 “/8” IP address spaces. The top “/8" address spaces of spam messages
and spam mail servers largely overlap with each other. In add&wam networks tend to have more
mail servers than non-spam only networkr example, less that% of non-spam only networks
have more than0 mail servers. In contrast, abolt% of spam only networks have more thah
mail servers. Alarmingly, aboui0% of mixed networks have more than0 mail servers, and about
1% have more than, 000 mail servers. It is likely that a large portion of mail servers in the mixed
networks are infected machines (popularly cabbeds.

e Network prefixes for a small portion of spam only networks are only visible within a short period of
time, and the short life span of these network prefixes coincides with the delivery of spam from the
corresponding networks. (Section Bpr example, during the two-month trace collection period, the

2



network prefixes of about% of spam only networks are visible for no longer than one week. In
contrast, only abow2% of non-spam only networks ar&¥; of mixed networks have a life span less
than one week.

In the remainder of the paper, we will present the details of the findings and we will also discuss the
implications of the findings for the design and development of (content-independent) anti-spam schemes.
In Section 2 we describe the collection of the email and BGP traces, analysis methodology, and the termi-
nology used in the paper. We present an overview of the email trace in Section 3. We study the behavioral
characteristics of spammers and their network reachability properties in Sections 4 and 5, respectively. We
discuss the implications of the findings for spam control in Section 6. We describe the related work in
Section 7 and conclude the paper in Section 8.

2 Preliminaries

2.1 Data Sources

The email trace was collected at a mail relay server deployed in the Florida State University (FSU) campus
network between 8/25/2005 and 10/24/2005 (excluding 9/11/2005). During the course of the email trace
collection, the mail server relayed messages destined for 53 sub-domains in the FSU campus network. The
mail relay server ran SpamAssassin [14] to detect spam messages. The email trace contains the following
information for each incoming message: the local arrival time, the IP address of the sender mail relay, and
whether or not the message is spam. Due to user privacy concerns, we did not have access to the contents of
any emails.

In order to study the network reachability properties of spammers, we collected the BGP updates from
one peering point at the University of Oregon Route Views Project [9] over the same time period of our
email trace collection. We also collected one BGP RIB taliié0) from the same peering point at the
beginning of our email trace collection. The BGP routing table and BGP updates were stamped with the
GMT time [9]. We converted the local arrival time of incoming email messages to the GMT time so as
to correlate the timestamps of the spam arrivals and the BGP route updates for the corresponding network
prefixes. Ideally, both the email and BGP traces should have been collected at the same site so as to have a
more precise view of the network prefixes of the message sending machines in the email trace. However, due
to logistical constraints, we were unable to collect BGP traces on the FSU campus network and instead used
the BGP traces from the Route Views Project. We further discuss the impact of using two separate locations
for the email and BGP trace collection in the next section when we detail our analysis methodology.

2.2 Analysis Methodology

An incoming email message is classified as eip@mor non-spanby SpamAssassin [14] deployed in the

FSU mail relay server. SpamAssassin has a small rate of both false-positives and false-negatives. In the
absence of access to the contents of the emails, it is difficult to identify these cases. We ignore the message
classification errors of SpamAssassin and consider the message classification results of SpamAssassin as
the ground truth. To ease exposition, we refer to the set of all incoming messagesggrdgateemails

including both spam and non-spam. We consider each distinct IP address of the sender mail relays observed
in the trace as a separate sendeil server In reality, multiple IP addresses may be associated with a single

mail server. We ignore this in our study. A mail server is classified as aitheispam onlyspam onlyor

mixed depending on if spam messages are received from the server. A mail server is classified as a non-
spam (spam) only server if wanly receive non-spam (spam) messages from the server. If we receive both
spam and non-spam messages from a mail server, we classify it as a mixed server. To ease exposition, we



refer to the set of spam only and mixed serversmmail servers, which sent at least one spam message;
we also refer to the set of non-spam only and mixed servenemaspanmail servers, which sent at least
one non-spam message.

We consider each distinctetwork prefixannounced by BGP updates as a sepamnateork[3]. We
perform the longest prefix match to determine the network to which a mail server belongs. Consider an
email message arriving at timte We recursively apply the BGP updates up to titrie the original BGP
RIB tablerib(0) to obtain the BGP RIB tableb(t) at timet. We then perform the longest prefix match
againstrib(t) to identify the network to which the sender mail server belongs. Because of propagation
delays and policy issues, the two vantage points where we collected the email trace and BGP updates may
have different views on the network reachability. Consequently, we may not identify the network a mail
server belongs to for all mail servers in this way. If we cannot identify the network the mail server belongs
to in this manner, we consider the mail server belongs to the network with the longest matched prefix that
we have seen up to timegnote that this prefix must have been withdrawn before timAfter this stage, we
successfully identified the networks f@r460, 502 mail servers out of the tot&l 461, 114 mail servers we
observed. For the remainirid 2 mail servers we determine the networks they belong to by matching them
to the longest network prefix that we observe during the complete course of the BGP update collection, or
by manually querying avhoisserver maintained by the Merit Networks [8].

Similarly, a network is classified as eithesn-spam onlyspam onlyor mixed depending upon whether
we receive spam messages from any mail servers belonging to the network. We refer to the set of spam
only networks and mixed networks as sgam networksand the set of non-spam only networks and mixed
networks as theon-spam networks

2.3 Terminology

The spam ratioof a message sender (either a mail server or a network) is the fraction of messages sent by
the sender that is spam. Latandt, be the times when we receive the first and the last messages from

a mail server, respectively, thep — ¢, is referred to as thactive duration of the mail serveiThe active
duration of a network is similarly defined.
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Figure 1: An example illustration of reachable intervals and life duration.

Now we define the notation of reachable intervals and life duration for a network prefix (see Figure 1
for an example illustration). Informally, a reachable interval of a network is a time interval in which the
prefix is continuously announced, and the life duration of a network is the time interval within which we
observe the BGP announcements of the corresponding network prefik, hethe time when we receive
the first BGP announcement of a network prefix (following a BGP withdrawal of the prefix), ang et
the time when we receive the first withdrawal following the BGP announcement, then we rgfer tQ as
areachable interval of the netwark

Consider an arbitrary network. If its corresponding prefix appears in the original BGP RIBitable
we lett;, be the time whemib(0) was collected. Otherwise, lef be the time when a BGP announcement
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of the prefix is first observed. Let be the last BGP withdrawal message of the prefix without any BGP
announcement messages of the same prefix following the withdrawal. If no such BGP withdrawal message
exists, lett, be the end of the time period of the BGP update collection. Thent, is referred to as the

life duration of the networkver the course of the two-month BGP trace collection.

Figure 1 shows the reachable intervals and life duration of an example network. The example network
has three reachable intervals. In the example we have assumed that the prefix of the network does not
appear irrib(0). Therefore the life duration of the network is the time interval between the very first BGP
announcement and the very last BGP withdrawal of the corresponding prefix during the course of the trace
collection.

Ideally, any message arrival must occur within a reachable interval of the network to which the mail
servers belong. However, due to separate locations at which the email and BGP traces are recorded, the two
vantage points may have shifted views of the BGP update and spam arrivals. As a result, an email message
may arrive between two neighboring reachable intervals. For such messages, we consider their arrival to be
within the closest reachable interval of the corresponding networks.

3 Overview of the Email Trace

Table 1. Summary of the email trace (CV = Coefficient of Variation).

Measure Non-spam | Spam | Aggregate
Period 8/25/2005 — 10/24/2005 (excluding 9/11/2005)
Total # of emails 6,712,392 18,537,364 25,249,756
Total # of mail servers 236,360 2,340,011 2,461,114

Total # of networks 39,158 61,888 68,732

Avg # msgs/day (CV) 110,039 (0.4) 303,891 (0.17) 413,930 (0.2)
Avg # mail servers/day (CV) 14,191 (0.34)| 75,168 (0.13) | 86,664 (0.14)
Avg # networks/day (CV) | 5,730(0.31) | 16,342 (0.1) | 19,340 (0.12)

The email trace was collected between 8/25/2005 and 10/24/2005 (excluding 9/11/2005). The trace
contains more thaf5 M emails, of which more tham8 M, or about73% of the messages, are spam (see
Table 1). During the course of the trace collection, we observe more2thlamail servers, of which more
than95% send at least one spam message, and only db&ubf which sent at least one non-spam message.
The messages come fra@i8, 732 networks, of which more tha®0% send at least one spam message.

In Table 2 we categorize email senders in more detail. As we can see from the table, the vast majority
(more than90%) of mail servers are spam only servers. They are responsible6f®6% of all email
messages anth.6% of all spam messages. Only less thH#ha of mail servers are non-spam only servers,
and they are responsible for abdijt of all email messages (which are non-spam). Abgktof mail
servers are mixed ones, and they are responsible for morg&hanf all email messages arx3.4% of all
spam messages.

At the network level (Table 2), abou8% of networks we observe in the trace are spam only networks.
However, only a small percentage of all email messag#g and spam message$’4{) come from such
spam only networks. Moreover, only abdi$t of mail servers belong to such networks. Abdats of
networks are non-spam only ones; they are responsiblef6¥; of all messages ani39% of mail servers
we observe. About7% of networks are mixed ones, sending both spam and non-spam messages. They are
responsible for a large portion of all messag&s36%) and mail serversy(.55%) we observe. They also
send a large fraction of spafl(7% of all spam messages) and host a high percentage of spam only malil
servers 91.1% of all spam only mail servers). These observations indicate that spammers most likely use



Table 2: Distribution of email senders.

Mail servers Networks
Group % % of Msg (% of spam)| % % of Msg (% of spam)| % of Mail servers (% of spam only
Non-spam only| 4.9 5.02 9.96 0.56 0.39
Spam only 90.4 | 56.26 (76.6) 43.03 | 6.08(8.3) 8.06 (8.9)
Mixed 47 | 38.71(23.4) 47.01 | 93.36 (91.7) 91.55 (91.1)
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Figure 2: Normalized daily # of emails (max # of daily Figure 3: Normalized daily # of mail servers (max #
aggregate emails 518, 145). of mail servers 509, 933).

(compromised) machines within established networks to send spam instead of building their own networks.
As a consequence, filtering spam at the native network level (as specified by network prefixes) would most
likely also penalize legitimate email users.
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Figure 4: Normalized daily # of networks (max # of network825968).

Figure 2 shows the daily arrivals of spam, non-spam, and aggregate emails (normalized against the
maximum daily aggregate email arrivélss, 145). As we can see from the figure, the arrivals of non-spam
messages show a clear weekly pattern. This weekly arrival pattern is less evident for spam messages. Table 1
presents the average number of daily email arrivals and the coefficient of variation (CV) in parentheses. The
smaller value of CV for the spam messages again indicates that spam messages arrive in a more constant
manner compared to non-spam messages. Figures 3 and 4 show the daily numbers of mail servers and
networks observed in the trace, respectively. We can see again a clear weekly pattern in the number of
non-spam mail servers and networks observed. Note also that the daily numbers of spam mail servers and
networks appear to be increasing. The notable deep dips in the three figures correspond to the date of
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9/11/2005 (GMT time). This is caused by the fact that we do not have email trace on 9/11/2005 (local FSU
time).

4 Behavioral Characteristics of Spammers

In this section we present a detailed study on the behavioral characteristics of spammers. In particular,
we study the distribution of mail senders by spam ratios, the distribution of spam and non-spam messages
by spam ratio of senders, the distributions of spam messages from different spammers, the spam arrival
patterns across the IP address space, the number of mail servers in different spam networks, and the active
duration of spammers, among others. We also briefly discuss the important implications of the findings for
the anti-spam efforts, wherever it is proper. We discuss the implications of the findings in greater details in
Section 6.

4.1 Distribution of Mail Senders by Spam Ratios
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Figure 5: Distribution of mail server spam ratios.  Figure 6: Distribution of network spam ratios.

In this section we study the spam ratio of mail senders and examine if spam ratio can be used as an
effective indicator to distinguish legitimate senders from spam senders. Figure 5 shows the cumulative
distribution function (CDF) of mail servers by spam ratios. From the figure we can see that most mail
servers send either mostly spam messages or mostly non-spam messages. In particular, M@e dhan
mail servers have a spam ratio that is at 1€88t. About5% of mail servers have a spam ratio that is at
most1%. Itis critical to note that only less th&i¥ of mail servers have a spam ratio that is betwé&fn
and99%. Therefore, we could identify most legitimate mail servers and spam mail servers by examining
the spam ratios associated with the mail servers. The mixed mail servers with a spam ratio bétvaeen
99% are only a small portion of the total number of mail servers.

Figure 6 shows the corresponding distribution of networks by spam ratios. This figure shows a similar
trend as in Figure 5, albeit with a quite different distribution for different spam ratios. In particular, only
about56% of networks have a spam ratio that is at |e2®¥%, and more than(0% of networks have spam
ratio that is at most%. A large fraction (about3%) of networks have a spam ratio that is betwéaéh
and99%. Compared to the observations at the mail server level, it is less effective to identify legitimate
networks and spam networks by examining the spam ratios associated with the networks. (However, we are
still able to identify the majority of networks that are legitimate networks and spam networks.)



4.2 Distribution of Messages by Sender Spam Ratios
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Figure 7: CDF of spam by mail server spam ratiogigure 8. CDF of non-spam messages by mail server
spam ratios.

In this section we study how spam and non-spam messages are contributed from senders with different
spam ratios. Figure 7 shows the distribution of spam messages as a function of mail server spam ratios.
As we can see from the figure, the vast majority of spam messages come from mail servers with a high
spam ratio. In particulaf1% of spam messages come from mail servers with a spam ratio of ap(¥ast
and abouf6% of spam messages come from mail servers with@% spam ratio (that is, they are spam
only mail servers). The contribution of mail servers with a low spam ratio to the total spam is very small.
For example, mail servers with a spam ratio of no higher %% only contribute less thaB% of total
spam messages. This observation indicates that we can filter a large fraction of spam messages by blocking
messages from the mail servers with a high spam ratio.

Figure 8 shows the distribution of non-spam messages as a function of the mail server spam ratios.
As we can see from the figure, the distribution of non-spam messages is more diffused compared to the
distribution of spam messages in Figure 7. In particular, mail servers with a spam ratio no moré%han
contribute about6% of non-spam messages, and mail servers with a zero spam ratio (that is, they are
non-spam only mail servers) contribute only abd@ftc of non-spam messages. A large porti@a%) of
non-spam messages are contributed by mixed mail servers with a spam ratio bEiesmd90%. These
observations indicate that spam ratio is a less effective metric to determine non-spam messages than to
determine spam messages.

Figures 9 and 10 show the distributions of spam messages and non-spam messages as a function of spam
ratios at the network level, respectively. In general we observe the similar trends at the network level as that
at the mail server level (Figures 7 and 8), and we can draw a similar conclusion in controlling spam based
on spam ratios of networks, as we have discussed above.

4.3 Number of Messages From Email Senders

Figure 11 shows the CDF of the number of messages from the observed mail servers. For the mixed servers,
we show both the number of all messages with |abiled (all emails)and the number of spam messages

with labelMixed (spam)Note first that aboui0% of spam only mail servers send only a single message, and
about93% send no more thah) messages over the two-month period. Second, &xyatof mixed mail

servers send only a singdpammessage, and abotfi% send no more thah) spammessages. Combined,
about92% of all spam mail servers send no more tha@rspam messages and are responsible for alfyat

of all spam messages we observe. It can be challenging, if not impossible, for reactive IP-address-based
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Figure 11: Number of emails from each mail servéiigure 12: Rank of mail servers based on # of mes-
sages.

anti-spam schemes such as RBL [11] to combat such spam mail servers, given the small amount of spam
sent by the majority of these mail servers.

From the figure we can see that non-spam mail servers also show a trend similar to the spam mail servers.
For example, abouii3% of non-spam only mail servers send only one message, and@tyésend no more
than10 messages. For mixed mail servers, the proportion of mail servers for sending one non-spam message
and no more thah0 non-spam messages &, and86% (not shown), respectively. Combined, ab89;
of all non-spam mail servers send no more thmon-spam messages and are responsiblé%oof all
non-spam messages we observe.

To have a better view of the tails of the distributions of email arrivals, in Figure 12 we rank the mail
servers based on the number of messages they send. From the figure we can see that only a small number
of mail servers generate a relatively large number of messages for all types of mail servers. In particular,
only 814, or about0.04%, of spam only mail servers send more thHaf00 messages each, and they are
responsible foit 6% of all spam messages we observe. Outldf, 257 mixed mail servers, only82 servers
send more than, 000 spam messages each, and they are responsibl®$6rof all spam messages we
observe. These observations suggest that filtering aggressive spam mail servers can considerably reduce the
amount of spam on the Internet. However, we must note that it is generally infeasible to filter mixed mail
servers that send both spam and legitimate emails.
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Figures 13 and 14 present the CDF of the number of messages from the observed networks and the ranks
of the networks according to the number of the messages they send, respectively. In principle, these two
figures show the similar trends as Figures 11 and 12, respectively. In particular,58500f spam only
networks send no more than messages each and are only responsiblé.8% of all spam messages we
observe. Abous2% of mixed networks send no more that spam messages each and are responsible for
0.2% of all spam messages we observe. Combined, abidtof spam networks send no more thih
spam messages each and are responsibledr of all spam messages we observe.

Out of 29, 574 spam only networks] 58, or 0.5%, send more tharm, 000 messages each and are re-
sponsible foR% of all spam messages we obser2e103 out of 32, 314, or 6.5% of mixed networks send
more thanl, 000 spam messages each and are responsibi&forof all spam messages we observe. These
results show that the majority of spam messages are sent from mixed networks that generate both spam and
non-spam messages. This presents significant challenges in filtering spam at the native network prefix level
as announced by the BGP updates.

4.4 |P Address Origins of Spam Messages

Normalized number of emails

0/8 50/8 100/8 150/8 200/8
/8 address space

Figure 15: Normalized number of messages from each “/8” address space (max # of aggregate emails =
2,077,655).

In order to study the origins of spam messages across the IP address space, we classify messages into
each “/8” address space depending on the mail servers that delivered the messages. In Figure 15, we plot
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the number of spam and non-spam messages that originate from each “/8” address space, normalized by the

maximum number of aggregate emails(77, 655) generated by one of the “/8” address spaces. Note first

that spam messages originate from a few concentrated “/8” address spaces. For examplextitop

address spaces originaig% of all spam messages we observe, and theltbpriginate more tha®1%

of all spam messages. The top “20” “/8” address spaces are, 69/8, 66/8, 209/8, 216/8, 72/8, 211/8, 200/8,

218/8, 24/8, 64/8, 65/8, 206/8, 61/8, 82/8, 222/8, 68/8, 221/8, 201/8, 220/8, and 83/8, ordered according to

the number of spam messages they originate. Note that the address space of 24/8 is the “cable block,” used

by the companies that provide Internet access via cable systems [5]. This “/8” address space sends about

2.8% all spam messages we observe. We do not observe spam messages from any of the “/8” address spaces

reserved by the Internet Assigned Number Authority [5]. This is possibly because ISPs filter non-routable

network prefixes on the Internet including private RFC 1918 address blocks and unassigned address prefixes.
The origins of non-spam messages are also highly concentrated. For example, 2batajl0 “/8”

address spaces seg&8: and94% of all the non-spam messages, respectively. Moreover, theto(8”

address spaces of spam messages and tt28 té®’ address spaces of non-spam messages sStammon

‘18" address spaces, namely 64/8-69/8 (excluding 67/8), 206/8, 209/8, and 216/8. It is worth noting that

internal servers at Florida State University contribute to the two notable spikes (corresponding to 128/8 and

146/8) of the non-spam message curve. These two “/8" address spaces are responsible 3afabbatl

non-spam messages we observe.

4.5 Number of Mail Servers and Their Origins
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Figure 16: Number of mail servers of each networkigure 17: Spam vs. non-spam mail servers (mixed
networks).

Figure 16 presents the CDF of the number of mail servers in the individual networks we observe. We
only observe a single mail server for abdt% of non-spam only networks, and no more th@anmail
servers for ovef9% of non-spam only networks. The maximum number of mail servers we observe in a
non-spam only network i83. In contrast, we generally observe more mail servers in spam only networks.
For example, only about3% of spam only networks have one mail servers, and al@fiitno more than
10 mail servers. The maximum number of mail servers we observe in a spam only netwazkds

Note from the figure that a larger portion of mixed networks have a large number of mail servers com-
pared to both spam only and non-spam only networks. This can be understood by noting that mixed networks
normally have both legitimate and spam mail servers. In particular, only ab&uof mixed networks have
a single mail server (which send both spam and non-spam messages), angbaboatmore thari 0 mail
servers. More thaim0% mixed networks have more thdi®0 mail servers, and more thd% have more
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than1, 000 mail servers. The maximum number of mail servers we observe in a mixed netviark i&.

Next we examine if the network size in terms of number of mail servers affects the spamming behavior
of the corresponding networks. Figure 17 shows the correlation between the number of nhon-spam mail
servers and spam mail servers in the mixed networks. In the figure, each point represents a network, and the
corresponding x-axis value shows the number of non-spam mail servers and y-axis value the number of spam
mail servers. From the figure we can see that the spamming behavior in terms of number of mail servers
sending spam messages appears be independent of the network size. Almost regardless of the network size,
there is a large number of mail servers sending spam for most of the network domains. In addition, the
majority (68%) of mixed networks have more spam mail servers than non-spam mail servers.

A large portion of mail servers in the mixed networks are likely to be infected machines. It again suggests
that filtering spam at the native network level as announced by BGP updates may not be feasible. It also
indicates that sender authentication schemes such as sender policy framework [20] are in urgent need and
can be effective in combating such spam. Note that although spammers can easily turn an infected machine
into a spam mail server, it is much harder for them to fake it legiimatemail server.
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Figure 18: Normalized # of mail servers of each “/8” address space (max # of mail servers = 147,130).

In Figure 18 we classify each mail servers into the corresponding “/8” address space and show the
number of the mail servers in each address space (normalized by the maximum number of mail servers
(147,130) observed in one of the “/8” address spaces). Similar to our observation in Figure 15 for the
origins of spam messages, the spam mail servers are also from a few concentrated “/8” address spaces. In
particular, the tope0 “/8” address spaces are responsible for atidlit of all the spam mail servers, and the
top 40 are responsible for aboatt% of all spam mail servers. In contrast, the non-spam mail servers are
less concentrated in the IP address space. For example, the %33 address spaces are only responsible
for about57% of all the non-spam mail servers, and the tigpare only responsible for abo8#% of all
non-spam mail servers.

The top40 “/8” address spaces of spam mail servers and thel@c|p8” address spaces of spam mes-
sages largely overlap; they sha common “/8” address spaces. Spam only mail servers often employ
neighboring IP addresses or IP addresses within close proximity, such as “128.121.31.104-128.121.31.114"
and “128.121.31.143-128.121.31.152". These observations suggest that spam filters should take into ac-
count the following factors in identifying spam messages or spam mail servers: the number of mail servers
deployed in a network and the IP address pattern of these mail servers.
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4.6 Active Duration of Spammers

Recall that the active duration of a sender is defined as the time interval between the first message and the
last message we observe from the sender. From Figure 19 we see tha8Hlooft all spam only malil

servers send spam messages only within one day (the vertical line). This short active duration of the vast
majority of spam only mail servers again makes it challenging for IP-address-based spam filters such as
RBL to work effectively, if feasible at all. It is critical to note that a large majorit§%) of non-spam only

mail servers are also active only within one day. Therefore, the length of active duration of mail servers is
not a reliable indicator for distinguishing spam mail servers from non-spam mail servers. In comparison,
only about30% of mixed mail servers are active only within one day. This can be caused by the fact that
both spammers and legitimate email users send messages from such mixed mail servers.

Figure 20 shows the active duration of sender networks. Again, there is a large portion of spam only
and non-spam only networks that are only active within a short period of time. In particular, the proportions
of spam only networks and non-spam only networks that are active only within one day%ryei2%,
respectively. The mixed networks in general have longer active duration. For example, mo&s%han
of mixed networks are active for more thaf days, and only abolit.8% are active only within one day.

Again, this can be caused by the fact that both spammers and legitimate email users send messages from
such mixed networks.

4.7 Network Prefix Length and Network Types

In this section we investigate how spam senders are distributed in terms of the types of the networks. In
particular, we study the network prefix length of various spam and non-spam network domains, and where
spam and non-spam senders are located in the Internet.

Figure 21 shows the prefix length of the networks observed. The dominant prefix lengths for non-spam
only networks ar@4 or 16, representing abo66 % of all non-spam only networks. For spam only networks,
the general trend is that the longer the prefix, the larger portion of networks have this prefix. For example,
the top6 prefix lengths 24 - 19) represent abow3% of all spam only networks. In particular, aba&%
of all spam only networks have a network prefix lengtl4f Similarly, abou23% of mixed networks have
a network prefix length o24.

Next we investigate the locations of the spam and non-spam senders. In particular, we would like to
know if they are more likely located at the core of the Internet or at the edge of the Internet. For this
purpose, we classify a network into eithestabnetwork or aransitnetwork. Informally, a stub network is
on the edge of the Internet, while a transit network is on the core of the Internet. A network is considered
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as a stub network if its origin ASes only appear as the first (rightmost) AS in the AS paths of the BGP
announcements of the prefix [16]. Otherwise, it is considered as a transit network. Figure 22 shows the
network types (stub or transit). The proportion of stub networks in the non-spam only netwdfks,is

and for spam only networks and mixed networks, the proportiongl@feand 36%, respectively. The
proportion of stub networks in the non-spam only networks is only slightly higher than the spam only and
mixed networks. (But note that only abolt% networks observed are non-spam only network.) From this
observation we can see that both stub and transit networks are likely to host spam and non-spam senders,
although non-spam only senders have a higher probability to be located in stub networks.

5 Network Reachability Properties of Spammers

An important objective of this section is to verify an informal observation by Paul Vixie that the spam arrivals
from some spammers are often closely correlated in time with the BGP announcement of the corresponding
network prefixes [19]. These network prefixes are short-lived in that they are withdrawn after the spamming
activity is finished. This technique makes it hard to identify the spammers that are responsible for spamming.
In this section we formally confirm this behavior and investigate the prevalence of this behavior. Our major
finding is that the network prefixes of a non-negligible portion of spam only networks are only visible within

a short period of time during the complete course of the email trace. In particular,8bodigll spam only
networks have life duration of no longer than one week out of the two-month trace collection period. The life
duration of these prefixes coincides with the arrivals of spam from the networks. Note that this observation
is different from the one reported in [10], which focused on network prefixespeitbistent short reachable
intervals(i.e., persistent short-lived BGP announcements [10]), which may have a life duration spanning the
complete course of the email trace.

In Section 5.1, we first study how network prefixes wstiort life durationare used by spammers and
investigate the prevalence of this spamming technique. In Sections 5.2 and 5.3, we next investigate patterns
in spam messages from network prefixes yiinsistent short reachable intervdlse., persistent short-lived
BGP announcements) as first reported in [10] and compare their observations with ours. We discuss the two
different spamming patterns at the end of this section.

5.1 Network Life Duration

In the following we study the life duration of networks (Section 2). Figure 23 shows the CDF of the life
duration of all networks observed. From the figure we can first see that most of networks are reachable
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during the whole time period of the email trace collection. We can also see from the figure that a larger
portion of spam only networks have a shorter life duration compared to non-spam only and mixed networks.
In particular, more thad% of spam only networks have life duration less than one day. In contrast, only
about1% of non-spam only networks and6% of mixed networks have this short life duration. (Note also
that only aboutl0% of all networks observed are non-spam only networks, see Table 2.) Moreover, about
6% of spam only networks have life duration no longer than one week, and the corresponding proportion of
non-spam only networks and mixed networks are both abfgut

The short life duration of spam only networks coincides with the spamming activity of the spammers.
Figure 24 shows a typical example of the correlation between the BGP updates and spam arrivals from the
network 222.46.32.0/20. The network prefix was announced around 2:00AM on 10/11/2005 (FSU local
time) and we never saw the BGP updates of the prefix before. Spam messages arrived around 7:00AM on
that day and continued till around 5:00PM on the same day. The prefix was subsequently withdrawn around
9:00AM next day (10/12/2005) and we never saw the BGP updates of the prefix thereafter. It is worth noting
that we observe the spamming activity of the spammer only from a single vantage point (FSU). It is highly
possible that during the life duration of the network, the spammer may have also sent spam messages to
other Internet users.

There is no clear understanding of how long the spammers using the technique of short-lived networks
keep their network prefixes announced. If we take one week (one day) as the threshold, then from Figure 23
we can see that abo6¥ (4%) of network-level spammers use this technique for spamming.

5.2 Network Reachable Intervals

As defined in Section 2, the reachable interval of a network is the time between the first BGP announcement
of the prefix and the first BGP withdrawal of the same prefix after the announcement. In other words, a
reachable interval of a network is a time interval that the corresponding prefix is continuously visible.

Figure 25 shows the CDF of the reachable intervals (the vertical dash line corresponds to the time of
one day). Itis interesting to note that a higher percentage of reachable intervals of hon-spam only networks
are short compared to the reachable intervals of both spam only networks and mixed networks. This can be
caused by a few factors, for example, a few non-spam only networks are extremely unstable and originate a
large number of short reachable intervals. This figure indicates that in general we cannot distinguish spam
networks from non-spam networks simply based on the stability of the BGP routes of the networks.

The reachable intervals of spam networks are often in concert to the arrivals of spam messages, as
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(62.215.96.0/19).

shown in Figure 26. In the figure, spam arrivals from mail servers in the network 62.215.96.0/19 follow the
announcement of the prefix for some of the reachable intervals. However, in general, it is hard to infer if this
is done intentionally. This can occur simply because any messages (spam or not) must arrive during some
reachable intervals of the corresponding prefixes.

5.3 Active Network Reachable Intervals
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Figure 27: Proportions of intervals with emails. Figure 28: Email arrivals in different network reach-
able intervals.

A network reachable interval is active when it coincides with the arrivals of messages. We define the
proportion of active reachable intervals of a network as the ratio of active reachable intervals to all the
reachable intervals of the prefix. Figure 27 shows the CDF of the proportion of active reachable intervals of
the networks. From the figure we can see that the reachable intervals of mixed networks are better utilized
than spam only networks and non-spam only networks—a higher portion of reachable intervals of mixed
networks coincide with the arrivals of (spam or non-spam) messages. For example, m@&@/thaixed
networks send messages in more thafx of their reachable intervals. Only aboti% non-spam only
networks andi0% spam only networks send messages in more Ho&h of their reachable intervals. This
can be explained by the fact that the vast majority, i.e., moredB&nof all messages are sent from mixed
networks (see Table 2). The lower proportion of active reachable intervals of spam only networks again
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suggests that the coincidence of spam arrivals and reachable intervals of most spam only networks may not
be intentional. Otherwise, we would expect a higher proportion of active reachable intervals from these
networks.

In order to study the arrival patterns of spam messages and non-spam messages, in Figure 28, we plot
the CDF of the number of messages arriving in different reachable intervals. The two dash lines in the figure
correspond to one day and 12 days. From the figure we see that a higher portion of spam messages arrive
within shorter reachable intervals (shorter than 12 days) than non-spam messages. In particulaf%@bout
of spam messages afb% of non-spam messages arrive within reachable intervals shorter than a day.
However, when we consider the reachable intervals longer than about 12 days (the right dash line), a higher
portion of non-spam messages arrive within shorter reachable intervals than spam messages.

In summary, when consideriride duration of network prefixes, we found that network prefixes for
a non-negligible portion of spam only networks are only visible within a short life duration (Figure 23).
For example, during the two-month trace collection period, the network prefixes of @baftspam-only
networks have life duration less than one week. This technique makes it hard to identify the spammers that
are responsible for spamming.

On the other hand, when consideriegchable interval®f network prefixes, we found that, in general,
it is difficult to conclusively infer whether or not spammers intentionally use short reachable intervals to
hide their spamming activity. In particular, a higher percentage of reachable intervals of non-spam only
networks are actually shorter compared to the reachable intervals of spam only networks (Figure 25). Addi-
tionally, spam only and non spam only networks have similarly low proporti@c¥ereachable intervals
(Figure 27).

These collective observations from our email and BGP traces suggest the following: spammers are more
likely to rely upon the technique of using network prefixes wstiort life durationrather than network
prefixes withpersistent short reachable intervalsr persistent short-lived BGP announcements [10]). Note
however, that these observations are specific to our two month long email and BGP traces, and it would be
worthwhile to independently confirm these findings from other sources.

6 Implications and Discussion

In this section we discuss the implications of our findings for the (content-independent) anti-spam efforts.
In particular, we examine the implications of the findings on email sender authentication, sender reputation
based spam filtering techniques, and new email delivery architectures.

6.1 Implications on Email Sender Authentication

Nowadays, the majority of spam messages are originated from compromised machines (or spamming bots),
and our study confirmed that a large number of observed “mail servers” are compromised machines. Note
that most these compromised machines are likely to be end-user machines, instead of real server machines,
given that server machines are normally better protected. This observation indicates that it is critical for a
recipient network to know if a machine in a remote network is a legitimate mail server when an incoming
message delivery request comes. There have been a number of research and development efforts following
this direction. The most notable approach is the formal sender authentication protocols such as the Sender
Policy Framework (SPF) [20]. Our study shows that such sender authentication systems will play a critical
role in blocking spam messages. Note that although spammers can easily turn an infected end-user machine
into a spam mail server, it is much harder for them to fake it éegaimate mail server for a particular
network domain.

Another somewhat ad-hoc approach in identifying end-user IP addresses that should not behave as a
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mail server is the Policy Block List (PBL) maintained by the Spamhaus project [15]. PBL is a database
of end-user IP addresses that are maintained by both the participating network domains and the Spamhaus
team. PBL contains various (end-user) IP addresses that should not initiate a message delivery request to
a remote network domain, for example, dynamic IP addresses. However, PBL is far from complete based
on our recent experience with the database. A possible reason is that the voluntary participation of network
domains is still quite limited. The third approach to distinguish mail servers from end-user machines is
to extract and model the distinct features of the two classes of machines, as we have discussed in [13].
Currently we are developing and evaluating a machine learning based approach on classifying legitimate
mail servers and end-user machines. We will report our results in a separate upcoming paper. Itis important
to note that all the approaches that we have discussed in this subsection will help to proactively block spam
messages delivered from illegal “mail servers”, based on the nature of the sending machines. They do not
rely on the spamming history of the sending machines. Filtering mechanisms based on the spamming history
of sending machines will be discussed in the next subsection.

6.2 Implications on Sender Reputation based Anti-Spam Schemes

In this section we discuss the implications of our findings on the sender reputation based anti-spam schemes,
that is, the schemes that block spam messages based on the spamming history of the sender machines. The
implications of our findings on these schemes are multi-fold. First, our study shows that the majority of
sending machines send either mostly spam messages or mostly non-spam messages, which indicates that
spam ratio can be an effective and reliable metric to distinguish legitimate mail servers from spam sending
machines. Moreover, blocking mail servers with a high spam ratio can effectively filter the vast majority

of spam messages (with a small false positive rate of blocking some non-spam messages, depending on the
specified spam ratio threshold).

On the other hand, our study also shows the majority of spammers only send a small number of spam
messages and are only active for a short period of time. This suggests that most network domains with a
limited view of the behavior of the sending machines may not be able to collect enough spamming history
and respond quickly enough to flag most of the spamming machines. Before such network domains can
identify these spamming machines, they may have finished the corresponding spam campaign. This possibly
helps explain why sender reputation based systems have been mostly deployed and effective at large email
service providers such as Gmail [17], but not much so at other network domains. Large email service
providers are at a strategic position to have a greater view of the spamming behavior of sending machines,
given the large volume of email messages they receive each day. One potential approach to overcoming this
problem is through network collaboration as used in anti-spam schemes such as CARE [21], where multiple
network domains exchange the sender spamming history. This helps provide a greater view of the sender
behavior and helps to quickly flag a spammer.

Another approach to addressing this problem is to aggregate the spamming history at the sending net-
work domain level instead of considering only at the individual mail server level. Our study shows that
although many individual spamming machines only send a small number of spam messages and are short-
lived, the corresponding networks are normally much longer lived and send much higher volume of spam
messages, which provides a wider time window and more evidence for the receiving network domains to
respond. However, extra care must be given to this approach when it is adopted. First, given that the vast
majority of spam messages and spam mail servers are from mixed networks that send both spam and legit-
imate messages, it can be challenging to filter spam purely based on the network prefix information of the
corresponding sender network domain. Second, our study shows that a large percentage of network domains
are mixed networks. For example, abd@t; of networks have a spam ratio that is betwéé&hand99%.

We must take a very conservative spam ratio threshold in identifying spamming network domains. Another
potential use of the network domain spam ratio is to feed this information as one factor into a comprehensive
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(content-dependent) spam filter to determine if an incoming message is likely to be spam (instead of directly
blocking messages based on the information of the sending network domain) [4].

6.3 Implications on New Email Delivery Architectures

Our findings on the behavioral characteristics of spammers and their network reachability properties also
have important implications for the design of new email delivery architectures. One of our key findings
is that the majority of spammers are only active for a short period of time. In the current email system,
spammers can push out a deluge of spam within a very short period of time, making spamming profitable
because of the economy of scale. Moreover, the current email system makes it hard to hold spammers
accountable for spamming. Spammers can vanish (go offline) immediately after pushing spam to receivers.
This makes it quick and easy for spammers to hide their identities and provides spammers with the flexibility
to frequently change their locations and/or Internet service providers. In addition, our study also shows that
sophisticated techniques such as network prefix hijacking have been employed by spammers, which can
further help spammers to hide their identities.

All these observations suggest that in future spam-resistant email delivery architectures, it is important
to force spammers to stay online for longer periods of time while throttling their spam delivery rates and to
remove spammers’ flexibility in frequently changing their locations and/or Internet Service Providers. New
email delivery architectures such as Differentiated Mail Transfer Protocol (DMTP) [1] have made progress
in incorporating these design lessons. Our confirmation that sophisticated techniques such as network prefix
hijacking have been used in spamming also highlight the urgency in improving the overall security of the
Internet architecture, in particular, the inter-domain routing system, which is beyond the scope of the current
paper and we do not further elaborate (but see [6, 12] and references therein).

7 Related Work

The work [2] studied the characteristics of spam traffic aiming to identify the features that can distinguish
spam from legitimate messages. They found that key email workload aspects including the email arrival
process, email size distribution, and distributions of popularity and temporal locality of email recipients
can distinguish spam from legitimate messages. They also discussed the inherently different natures of
spammers and legitimate email users that contribute to the distinct features of spam traffic. However, this
work did not study the behavioral characteristics of spammers at the mail server level or at the network
levels as we do in this paper.

As part of the effort to investigate the feasibility of mitigating the spam problem by prioritizing the
delivery of legitimate messages, the authors of [18] studied the effectiveness of network-aware clustering as
an aggregation scheme for exploiting the history and structure of sending machines. Our study confirmed
some of the findings reported in their paper. Using a 4-year spam archive, the authors of [7] studied the
spamming activity across the IP address space. They found that spamming bots are more spread across the
IP address space in recent years. We provided a more comprehensive study of the behavioral characteristics
of spammers and we discussed the implications of the findings in a broader term compared to these two
studies.

An independent and parallel work [10] also studied some aspects of the network-level behavior of spam-
mers. While their work shares some of our objectives, there are a number of significant differences. First,
while the study in [10] only focused on the network-level behavior of spammers, we study the behavioral
characteristics of spammers at both the network level and the mail server level. Second, [10] identified
a spamming pattern where spam arrivals coincided péttsistent short-lived BGP route announcements
of the corresponding network prefixes. The BGP announcements of these prefixes may span the complete
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course of the spam trace collection. In contrast, we reveal another important spamming patterinevhere
prefixes of spam networks are short-liyedch network prefixes are visible ordyiefly during the complete
courseof our data collection period, coinciding with the arrivals of spam from the corresponding networks.
These two studies confirm and complement each others’ findings from different vantage points.

8 Conclusion

In this paper we studied the behavioral characteristics of spammers at both the mail server and network
levels using a two month email trace collected on the FSU campus network. We focused on the behavioral
characteristics that have important implications for spam control, including the distributions of mail servers,
spam and non-spam messages by spam ratios; the statistics of spam messages from different spammers;
the spam arrival patterns across the IP address space; and the active duration of spammers, among others.
In addition, we also investigated the network reachability properties of spammers as indicated by their
BGP routing dynamics, and formally confirmed an informal observation that spammers may hijack network
prefixes in sending spam messages. In addition to presenting the detailed findings of the empirical study,
we also discussed the implications of the findings for anti-spam efforts, including the implications on sender
authentication schemes, sender reputation based anti-spam schemes, and the design of new email delivery
architectures. We are currently developing effective content-independent spam filtering schemes based on
the insights obtained from this empirical study of spammer behavioral characteristics, and will report the
results in an upcoming paper.
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