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50-80% of outages from 
configuration changes

-Juniper 2008

~60% of network downtime 
is caused by human error

-Yankee group 2002

Configuring Networks is Error-Prone
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YouTube/Pakistan incident: Could something similar whack
your site?

Configuring BGP properly is key to avoidance, 'Net registry official
says

By Carolyn Duffy Marsan 
Network World  |  Mar 10, 2008 1:00 AM PT

In light of Pakistan Telecom/YouTube incident, Internet registry official explains how you can avoid having
your web site victimized by such an attack.

When Pakistan Telecom blocked YouTube's traffic one Sunday evening in February, the ISP created an
international incident that wreaked havoc on the popular video site for more than two hours.

RIPE NCC, the European registry for Internet addresses, has conducted an analysis of what happened
during Pakistan Telecom's hijacking of YouTube's traffic and the steps that YouTube took to stop the
attack.

We posed some questions to RIPE NCC's Chief Scientist Daniel Karrenberg about the YouTube incident.
Here's what he had to say:

How frequently do hijacking incidents like the Pakistan Telecom/YouTube incident happen?

Misconfigurations of iBGP (internal BGP, the protocol used between the routers in the same
Autonomous System) happen regularly and are usually the result of an error. One such
misconfiguration caused the Pakistan Telecom/YouTube incident. It appears that the Pakistan
Telecom/YouTube incident was not an "attack" as some have labeled it, but a configuration error. (See
Columnist Johna Till Johnson's take on the topic.)

What is significant about the YouTube incident?

 �  Sign In  |  Register
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China   Network SecurityChina routing snafu briefly mangles interweb
Cockup, not conspiracy

Bad routing information sourced from China has disrupted the internet for the second time in a fortnight.

Global BGP (Border Gateway Routing) lookup tables sucked in data from a small ISP called IDC China
Telecommunication, apparently accidentally broadcast by state­owned carrier China
Telecommunications, IDG reports. ISPs including AT&T, France Telcom, Level3, Deutsche Telekom,
Qwest and Telefonica accepted ill­thought out traffic routes as a result of the incident.

BGP is a core routing protocol which maps options for the best available routes for traffic to flow across
the net. Several routing options are normally included. The China BGP incident is the internet routing
equivalent of TomTom publishing routes via Shanghai for motorists looking for alternative routes
between London and Paris.

IDC China Telecommunication published ill­conceived routes for between 32,000 and 37,000 networks ­
about 10 per cent of the net ­ instead of the normal 40 or so routes, and this information was taken as
viable routing options by many service providers for about 20 minutes early on Thursday morning (US
time) after China Telecommunications republished it and before the mix­up was resolved. Routers in
Asia would have been more likely to adopt the false routes as potentially viable, but effects of the
incident were recorded all over the world.

BGPmon.net, a BGP monitoring service, has a detailed technical write­up of the snafu, which it
described as a prefix hijack, here.

Although it seems they [IDC China Telecommunication] have leaked a whole table, only
about 10 per cent of these prefixes propagated outside of the Chinese network. These
include prefixes for popular websites such as dell.com, cnn.com, www.amazon.de,
www.rapidshare.com and www.geocities.jp.
A large number of networks impacted this morning were actually Chinese networks. These
include some popular Chinese website such as www.joy.cn , www.pconline.com.cn ,
www.huanqiu.com, www.tianya.cn and www.chinaz.com

A cock­up is suspected, rather than a conspiracy, at least by BGPmon.net.

Given the large number of prefixes and short interval I don’t believe this is an intentional
hijack. Most likely it’s because of configuration issue, i.e. fat fingers. But again, this is just
speculation.

The practical consequences of the screw­up are still being assessed but it could have resulted in
dropped connections or, worse, traffic routed through unknown systems in China. The mess provides
one of the clearest illustrations of the security shortcomings of BGP, a somewhat obscure but
nonetheless important network protocol.

The China BGP global routing represents a rare but not unprecedented mix­up in global internet traffic
management. For example, just two weeks ago bad routing data resulted in the redirection of Chilean
internet traffic through a DNS (Domain Name System) server in China, as explained in a detailed post­
mortem by internet monitoring firm Renesys here. Bad BGP routing information from Pakistan caused
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consequences were far from benign: for several hours a large number of
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Twelve months later we can take a look at what happened, and whether
we’ve learned much in the intervening time.
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AS 1
AS 2

AS 3

Uniform abstractions for intra- and inter-domain routing

I) Language for expressing network-wide objectives with: 

Path constraints and preferences in case of failures
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Propane System

2) Compiler for a purely distributed implementation

Policy
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Propane System

Generate BGP configs for each router

Compiler guarantees policy-compliance for all failures
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Aggregation-Induced Black Hole!

Example: A DC network with traditional configs
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Example: A DC network with Propane

define Destination =  
 {GP1  => end(A) 
  GP2  => end(B) 
  LP1  => end(E) 
  LP2  => end(F) 
  true => exit(Peer1 >> Peer2)} 
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define Destination =  
 {GP1  => end(A) 
  GP2  => end(B) 
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define Locality =  
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define Destination =  
 {GP1  => end(A) 
  GP2  => end(B) 
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define Main = 
   Destination & Locality &  
   NoTransit & agg(GP, in -> out)

Example: A DC network with Propane

Global
Prefixes

Local
Prefixes

GP1 GP2 LP1 LP2

Peer2

YX

DC

A B E F

HG

Peer1

Y

C D

A B

G H

E F



Compilation

Propane Compiler

Topology

BGP Configs

29



Compilation

Propane Compiler

Topology

BGP Configs

30

0 1 2

0 1

State Machines

Constraints 
on Policy
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0,0

2,1

1,1 0,1
0 1 2

0 1

Product GraphState Machines

Jointly analyze
with topology



Compilation:  A simple Example
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Y

A

C

D

EB

X

end(Y) & (path(A,C,D) >> any)  



Compilation:  A simple Example
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Y

A

C

D

EB

X

Convert to Regex

XACDY >> (Σ*)Y

end(Y) & (path(A,C,D) >> any)  



Reversed Automata from Policies
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Policy:

1.  XACDY 

2. (Σ*)Y

Y

A

C

D

EB

X

More preferred paths

Less preferred paths
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0 1 2 3 4 5
Y D C A X

0
Y

Y

A

C

D

EB

X

Σ

1

Policy:

1.  XACDY 

2. (Σ*)Y



Reversed Automata from Policies
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0 1 2 3 4 5
Y D C A X

Reversed automata
tracks BGP message flow

Y

A

C

D

EB

X

0
Y

Σ

1

Policy:

1.  XACDY 

2. (Σ*)Y
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Y D C A X
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Y

Σ

1
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(X, -, 1) (X,5,1)

(Y,1,1)

(-,0,0)

(D, -,1)

(E, -,1)

(B, -,1)
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(C, -,1)

(A, -,1)

Y
A

C

D
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0 1 2 3 4 5
Y D C A X

0
Y

Σ

1

(X,5,1)

Topology
Location

Automata
StatesY

A

C

D

EB

X
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0 1 2 3 4 5
Y D C A X

0
Y

Σ

1

(X,5,1)

Topology
Location

Automata
StatesY

A

C

D

EB

X

{1,2}

Path preferences
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0 1 2 3 4 5
Y D C A X

0
Y

Σ

1

(Y,1,1)

(-,0,0)

Y
A

C

D

EB

X
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0 1 2 3 4 5
Y D C A X

0
Y

Σ

1

(D,2,1)

(Y,1,1)

(-,0,0)

Y
A

C

D

EB

X
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{1,2}

(D,2,1)

(C,3,1)

(A,4,1)

(X, -, 1) (X,5,1)

(Y,1,1)

(-,0,0)

(D, -,1)

(E, -,1)

(B, -,1)

{2}

(C, -,1)

(A, -,1)

Graph capturing all possible policy-
compliant paths through the topology

Y
A

C

D

EB

X
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Y D C A X
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0 1 2 3 4 5
Y D C A X

0
Y

Σ
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{1,2}

(D,2,1)
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(A,4,1)

(X, -, 1) (X,5,1)

(Y,1,1)

(-,0,0)

(D, -,1)
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0 1 2 3 4 5
Y D C A X

0
Y

Σ

1

{1,2}

(D,2,1)

(C,3,1)

(A,4,1)

(X, -, 1) (X,5,1)

(Y,1,1)

(-,0,0)

(D, -,1)

(E, -,1)

(B, -,1)

{2}

(C, -,1)

(A, -,1)

Y D C A XAccept: Preferences

Y
A

C

D
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X



Constructing the Product Graph (PG)

46
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Y D C A X
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Idea 1: Restrict advertisements to edges
• Encode state in a BGP community tag
• Incoming edges — import filters
• Outgoing edges — export filters

Let BGP find some allowed path dynamically

(D,2,1)

(C,3,1)

(A,4,1)

(X, -, 1) (X,5,1)

(Y,1,1)

(-,0,0)

(D, -,1)

(E, -,1)

(B, -,1)

{2} {1,2}

(C, -,1)

(A, -,1)
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D allows import matching regex(Y)

(D,2,1)

(C,3,1)

(A,4,1)

(X, -, 1) (X,5,1)

(Y,1,1)

(-,0,0)

(D, -,1)

(E, -,1)

(B, -,1)

{2} {1,2}

(C, -,1)

(A, -,1)

Y
A

C

D

EB

X
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D exports to C with tag (2,1)

(D,2,1)

(C,3,1)

(A,4,1)

(X, -, 1) (X,5,1)

(Y,1,1)

(-,0,0)

(D, -,1)

(E, -,1)

(B, -,1)

{2} {1,2}

(C, -,1)

(A, -,1)

Y
A

C

D
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X
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C allows import from D with tag (2,1)

(D,2,1)

(C,3,1)

(A,4,1)

(X, -, 1) (X,5,1)

(Y,1,1)

(-,0,0)

(D, -,1)

(E, -,1)

(B, -,1)

{2} {1,2}

(C, -,1)

(A, -,1)

Y
A

C

D

EB

X
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C exports to A,B,D,E with tag (3,1)

(D,2,1)

(C,3,1)

(A,4,1)

(X, -, 1) (X,5,1)

(Y,1,1)

(-,0,0)

(D, -,1)

(E, -,1)

(B, -,1)

{2} {1,2}

(C, -,1)

(A, -,1)

Y
A

C

D

EB

X
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Idea 2: Find preferences

Let BGP find the best path dynamically

• Direct BGP towards best path
• Under all combinations of failures

(D,2,1)

(C,3,1)

(A,4,1)

(X, -, 1) (X,5,1)

(Y,1,1)

start

(D, -,1)

(E, -,1)

(B, -,1)

{2} {1,2}

(C, -,1)

(A, -,1)
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(D,2,1)

(C,3,1)

(A,4,1)

(X, -, 1) (X,5,1)

(Y,1,1)

start

(D, -,1)

(E, -,1)

(B, -,1)

{2} {1,2}

(C, -,1)

(A, -,1)

Router C
match peer = D …

match peer = E …
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(D,2,1)

(C,3,1)

(A,4,1)

(X, -, 1) (X,5,1)

(Y,1,1)

start

(D, -,1)

(E, -,1)

(B, -,1)

{2} {1,2}

(C, -,1)

(A, -,1)

???
???

Router C
match peer = D …

match peer = E …
local-pref ← ???

local-pref ← ???
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(D,2,1)

(C,3,1)

(A,4,1)

(X, -, 1) (X,5,1)

(Y,1,1)

start

(D, -,1)

(E, -,1)

(B, -,1)

{2} {1,2}

(C, -,1)

(A, -,1)

Efficient algorithm to assign 
preferences that forces BGP to find the 
best paths for all possible failures  

See the paper for details!

Router C
match peer = D …

match peer = E …
local-pref ← ???

local-pref ← ???
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Less 
preferred
import

More 
preferred
import

Implementation: Local preference
(D,2,1)

(C,3,1)

(A,4,1)

(X, -, 1) (X,5,1)

(Y,1,1)

start

(D, -,1)

(E, -,1)

(B, -,1)

{2} {1,2}

(C, -,1)

(A, -,1)
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Less 
preferred
import

More 
preferred
import

Implementation: MED/Prepending
(D,2,1)

(C,3,1)

(A,4,1)

(X, -, 1) (X,5,1)

(Y,1,1)

start

(D, -,1)

(E, -,1)

(B, -,1)

{2} {1,2}

(C, -,1)

(A, -,1)



Compilation:  A simple Example
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end(Y) & (path(A,C,D) >> any)  

AS 100

Y

A

C

D

EB

X

lp←100

lp←101

MED←80

MED←81

filter(Y)

filter(Y)



Implementation

Written in 7000 lines of F#

Generates Quagga configurations 

A number of other analyses & features
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Benchmarks
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Configurations from a large cloud provider

Policy described in English documents

Datacenter and Backbone policies



Policy Size
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Without prefix/peer definitions

Datacenter policy:  31 lines of Propane

Backbone policy:  43 lines of Propane

Conventional BGP configurations are 1000s of lines



Compilation Time
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Data center (< 9 min) Backbone (< 3 min)

Compile for each prefix equivalence class

Compile for each equivalence class in parallel

8 core, 3.6 GHz Intel Xeon processor



Configuration Size
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Reuse community values across peers

Merge import/export behaviors across peers

Optimizations yield 50-100x decrease in config size

Avoid using community tags when unambiguous

Optimizations

Results

Configurations ~1000-10000 lines per router
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Propane: Summary

Centralized network programmability

Distributed implementation via BGP

Uniform abstractions for Inter- and Intra-domain routing

High-level language

Compiler

Static analysis guarantees policy compliance for all failures

Scales to reasonably sized network topologies

Core policy in 30-50 lines of Propane vs. 1000s

Constraints specify preferred paths and backups in case of failure


