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Abstract. Linear secret sharing schemes and general access structures
have played a key role in modern cryptography. Cramer-Damgard-Maurer
recently proved that any linear secret sharing scheme over a finite field
can be a verifiable one. We give a simple proof based on error-correcting
codes. Our proof allows us to generalize the Cramer-Damgard-Maurer’s
result to linear schemes over modules, which played an important role in
threshold cryptography, i.e. any existing linear secret sharing scheme over
a module can be changed into a verifiable one. We then reflect on another
aspect of linear secret sharing. While there has been lots of research on
bounds in general access secret sharing schemes, little has been done on
the computational complexity aspects. In this paper we also demonstrate
that verifying whether a linear scheme is a secret sharing scheme for a
given access structure is coNP-complete. The later result relates to the
problem cheating sharedealer, the dual problem of secret sharing.
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1 Introduction

In a secret sharing scheme [4,19,12] a dealer D distributes a secret s to n par-
ticipants Py, -+, P, in such a way that any qualified subset (access sets) can
recover s, but any non-qualified subsets (nonaccess set) has no information on
s. The family of access sets is called an access structure and is denoted by I
An access structure I" is called monotone if A; € I" and A; C A imply A; € I

Secret sharing have played an important role in theoretical as well as practical
modern cryptography. An example is its use in secure distributed computation,
e.g. [11,2,5] and key escrow [17] is an example of its practical use.

A secret sharing scheme for I' exists if and only if I" is monotone. Further,
it is known that linear secret sharing schemes can realize any monotone access



structure (see e.g. [20]). The recent work of Cramer-Damgard-Maurer [6] has
made linear secret sharing even more important by demonstrating that any linear
secret sharing scheme can be verifiable, a very important property. It guarantees
that the dealer did not cheat.

This paper studies two aspects linear secret sharing schemes. We investigate
a complexity theoretic aspect and an error correcting code one.

1.1 Complexity Theoretic Aspect

A linear secret sharing scheme is realized by a matrix G of size n x (h + 1) over
GF, such that the share of P;, with respect to secret s € GFy, is a subset of
rows of column vector v = G(s,ay,...,ay)T, where a;’s are random elements
of GF,. While it is known in [20] that any monotone access structure I" can be
realized by a linear secret sharing scheme G, the inverse problem of recovering
the access structure I' from the scheme G is quite hard. In fact, we show that the
easier problem of deciding whether the access structure of G is I' is still coNP-
complete. This problem is very important because to design a secret sharing
scheme, one is often given an access structure I', and the purpose is to design
a scheme corresponding to this access structure. However, in a verifiable linear
secret sharing scheme such as [6], the verifiability aspect only guarantees that
the dealer computed the shares according to the matrix G, it does not ensures
in any way that the matrix G indeed corresponds to access structure I'. So a
crooked designer may exploit by designing a special matrix G so that some secret
set A’ of participants will be able to obtain the shared secret illegally without
anyone noticing.

1.2 Error Correcting Codes Aspect

Suppose that a dealer D gives v; to participant P; as his share. Then we can con-
sider C' = {(v1,--+,vn)} as an error correcting code. McEliece and Sarwate [16]
pointed out that Shamir’s (k,n) secret sharing scheme [19] is equivalent to a
Reed-Solomon code [18]. For any ideal (k,n) secret sharing scheme, Karnin,
Greene and Hellman [15] showed that

d=n—-k+1,

where d is the minimum Hamming distance of C.

In this paper, we show another error correcting codes aspect of linear secret
sharing schemes.

A VSS (verifiable secret sharing scheme) is a protocol in which D proves that
(v1,-+,vy) is consistent. We consider a model in which there is a public board
and are secure communication channels between any two players. It is assumed
that there exists an infinitely powerful adversary who may corrupt a dealer D
and a nonaccess set.

Ben-Or, Goldwasser and Wigderson [2] showed a (k, n) threshold VSS. Cramer,
Damgard and Maurer [6] showed a VSS for any linear secret sharing scheme.



However, their proof of correctness is rather complex. We show a very simple
proof of the validity of Cramer-Damgard-Maurer’s VSS from a viewpoint of error
correcting codes.

In a linear secret sharing scheme, we view C = {(v1,---,v,)} as a linear error
correcting code. Therefore, there exists a parity check matrix H. This implies
(v1,-+,vy) is a codeword if and only if

H-(vl,---,vn)Tz(’).

Our proof is based on this observation.

Our alternative proof also allows us to generalize the Cramer-Damgard-
Maurer VSS. First, we show that a variant of the Ben-Or, Goldwasser and
Wigderson VSS scheme is a special case of our generalization. Secondly, we
present VSS schemes for several homomorphic secret sharing schemes. These are
usefull for distributed RSA digital signature schemes (called threshold cryptog-
raphy), where the RSA exponent is not in a field.

2 Linear Secret Sharing Schemes

In a linear secret sharing scheme, there exists a n x (h + 1) matrix

g1
G=| : (1)
gn
over GF,. For a secret s, D chooses a random vector (aq,---,ap) and computes
V1 S
V2 ajq
=G| . |. (2)
Un ap
D gives a subset of vy,---,v, to P; as his share. For simplicity, however, we

assume that the share of P; is v;. It is easy to verify that this simplification has
no impact on the correctness and generality of our arguments. Indeed, let us
say that P; has v, and vy, then P; plays the roles of P, and P». So, there is no
difficulty.

For this secret sharing scheme, {F;,, -, P;, } is an access set if and only if
(1,0,---,0) is expressed as a linear expression of (g;,, -, g ). We denote the
access structure of this secret sharing scheme by I'y;.

3 VSS for Linear Secret Sharing Scheme

We consider a model in which there is a public board and there are secure
communication channels between any two players. We also consider infinitely
powerful adversaries. An adversary may corrupt a dealer D and a nonaccess set.



Definition 1. We say that (v, -, vy,) is consistent if there exists some (s, a1, -, ap)
which satisfies eq.(2).

A VSS s a protocol in which D proves that (vq, - -, vy) is consistent. Cramer,
Damgard and Maurer showed a VSS for linear secret sharing schemes. Their VSS
is given as follows.

1. D chooses an (h+1) x (h+1) symmetric matrix R = {r;;} such that 71 1 = s
randomly.
2. He computes

b,
. | =GR (3)
b,
and gives b; to P;.
3. Each P; computes
Uil
: | =aG-b!
Uin

and gives u;; to P; for all j # 1.
4. Each P; checks if
uij = gi-bj

for all i # j.
5. If there is some inconsistency, D is requested to broadcast u;; or b;.
6. Suppose that D is accepted. Then let v; = b; o be the share of P;. where

b; = (bio, -, bin).

4 Simple Proof of VSS Based on Error Correcting Codes

In this section, we show a very simple proof of the validity of the VSS of Cramer,
Damgard and Maurer from the viewpoint of error correcting codes.

From eq.(1), we can consider that C' = {(v1,--+,v,)} is a linear error cor-
recting code and G is a generator matrix. Let H be a parity check matrix of G.
Then (vq,---,vy,) is a codeword if and only if

H- (v, 0T =0.
We first prove this formally. Without loss of generality, we can assume that

all the columns of G are independent. Let M be an n x (n — h — 1) matrix such
that the blockmatrix (G M) is nonsingular. Let

@ = (), (@

where Hs is a (n — h — 1) X n matrix.



Theorem 1. (v1,---,vy,) is consistent (that is, there exists some (s,a1,-- -, ap)
which satisfies eq.(2)) if and only if

(Proof) Suppose that there exists some (s, ay, - - -, ap) which satisfies eq.(2). Then
T= (GM)-(s...an0... O)T. Therefore,
we have (G M)~!- (v1 v ... vn)T = (s ...ap 0. .. O)T. Hence,

<g;> (vrvsevg) = (s...ap0...0)" .

eq.(2) can be written as (v1 vy ... vn)

Then . .
HQ'(Ul...’Un) :(00) .

The converse part is obtained by following the argument backword.

Q.E.D.
Suppose that P; is given b} = (big, -+, bjn) from the dealer. Define
b}
x4 | -GT.
bl
If D is honest, then
X=G R-GT

from eq.(3). Note that this X is a symmetric matrix because R is symmetric.
The VSS of Cramer, Damgard and Maurer is equivalent to checking if X is
symmetric.

We next show a simple proof the validity of this check by using the above
Theorem.

Theorem 2. X is symmetric if and only if (b1 o,---,bn,o) s consistent.
(Proof) First suppose that D is honest. In this case, b} = b;. Therefore,

b;
x=|:|-Gg"=G-RrR-G".
b,

Hence, X is symmetric because R is symmetric.
Next suppose that X = X7T. Let

by

1>



Then we can write that

Hence, since X is symmetric,

B0y (gr) =@ ().

Now we have

curmo-(5). ()"~ (5) -

Substitute eq.(4) into the above equation. Then we have
H,-B=0.
This means that (b1, -+, bn0) is consistent from Theorem 1.

Since v; = b; 0, this competes the proof.

5 Generalizations

Q.E.D.

Our interpretation of Cramer-Damgard-Maurer’s VSS scheme allows general-
izations. Any secret sharing scheme satisfying an algebraic description as in

Section 2 has a VSS similar to the one of Cramer-Damgard-Maurer.

5.1 Extension to VSS of Ben-Or, Goldwasser and Wigderson

First we show that a variant of the Ben-Or, Goldwasser and Wigderson (k,n)
threshold VSS scheme [2] is a special case of our interpretation of the Cramer-

Damgard-Maurer’s VSS.

By slightly modifying the Ben-Or-Goldwasser-Wigderson VSS scheme, it can

be described as follows:

1. D chooses a random symmetric polynomial

k—1k—1

flz,y) = Z Z rige'y’

i=0 j=0

over GFy such that f(0,0) = s, where s is a secret and r; ; = rj ;.

2. He computes
bi(x) = f(z,i)
and gives b;(z) to P;.



3. Each P; computes
uij = bi(j)
and gives u;; to P; for all j # 1.
4. Each P; checks if
uij = b;(i)
for all i # j.

5. If there is some inconsistency, D is requested to broadcast u;; or b;(x).
6. Suppose that D is accepted. Then let v; = b;(0) be the share of P;.

This protocol is a special case of Sec.3 such that R = (r; ;) and

L1, -, 1
17 2) 227"'72k_1
G =
1,n,n% -, nk1

Therefore, the validity of VSS is proved as a special case of Sec.4.
(f(z,y) is not symmetric in their original VSS.)

5.2 Threshold cryptography

Introduction The description of Section 2 can easily be generalized to commu-
tative modules. This allows us to make verifiable secret sharing schemes for linear
secret sharing schemes over commutative modules. Such schemes have been de-
veloped for threshold cryptography. Examples of such secret sharing schemes
are the Desmedt-Frankel [9] and the one by Blackburn-Burmester-Desmedt-
Wild [3]. These schemes have been developed for threshold cryptography, see
e.g. [7]. These allow, for example, distributed RSA digital signature schemes,
where the RSA exponent is not in a field.

In Section 2 the entries of the matrix G' and the codewords (vi,va,...,vy)
belong to the vector space GF(q). We now use a module approach [13] instead of
a vectorspace approach. Let R be a commutative ring and K be a finite Abelian
group such that it is an R-module. Now, assume that the entries of G are over
the commutative ring R and the entries of a codeword over the finite Abelian
group K. We finally assume that G is of full rank, this means that A 4+ 1 rows
form an invertible matrix.

Our setting implies that s, a1, ..., ax, v1, Vg, ..., v, are elements of K.

VSS for Linear Secret Sharing Scheme over modules Cramer-Damgard-
Maurer’s VSS scheme can easily be extended to commutative modules, as we
now explain. We use the notation of Section 3.

Step 1 of the Cramer-Damgard-Maurer scheme is the only step that needs
to be replaced in a module setting, as follows:

1. D chooses an (h+ 1) x (h+ 1) symmetric two-dimensional array R’ = {r;;}
where r; ; €g K such that 11 = s.



We use the notation R’ to avoid confusion wuth the notation R for ring.

Note that the operation G - R’ makes sense since all the multiplication with
entries in R’ (elements of K) are scalar multiplications. However a multiplication
of a “two-dimensional array” R] with another “two-dimensional” array R/, makes
no sense, since this would require a secondary internal operation in K, which
may not exist. This is the reason algebraist define matrices with entries in a ring.
That is why we call R" a “two-dimensional” array. In our case, all multiplications
with R’ are properly defined since they involve scalar multiplications with the
entries of R'.

The new Step 1 implies that the entries of b; and u; are in K.

Adapting the proof of the theorem First of all the proof that the partici-
pants learn nothing about the secret is a straightforward adaptation of the proof
in [6].

First of all we need to demonstrate that there exists an n x (n —h— 1) matrix
M over the ring R such that (G M) is invertible. We use standard techniques
from error correcting codes for this. Since G is of full rank, we can write

G:P-<g;> (5)

where P is an n X n permutation matrix and G is an invertible (h+ 1) x (h+ 1)
matrix. Now consider the blockmatrix:

1 GIO
“=(&7)

where O is an (h 4+ 1) X (n — h — 1) zero matrix over the ring R and I is an
(n —h —1) x (n — h — 1) identity matrix over the ring R. Obviously G’ is
invertible since G is invertible. Since P is invertible Px G’ is also and by taking
(G M) = P xG" we have obtained the desired matrix M.

To adapt our proofs of Theorems 1 and 2, we view the module as a bimod-
ule [14] where the effect of the scalar is the same whether we multiply with a left
or right scalar. So, when @ € R and k € K, we can write the scalar operation as
a-kandask-aanda-k=k-a. It is trivial to see that any R-module can be
used as such a bimodule.

We now explain how to read the proofs of Theorems 1 and 2 in our general
setting. In these proof, take the entries of X and the zero entries of O as elements
of K. We view X and O as “two-dimensional arrays”, as explained in Section 5.2.
The rest then generalizes trivially.

Impact It is not too difficult to verify that several secret sharing schemes sat-
isfy the module structure. Examples are the threshold secret sharing schemes
and the general access secret sharing scheme in [9]. Indeed, the first ones are
generalizations of Shamir’s linear secret sharing scheme [19] where K has been



adapted from the original key space to make it an appropriate module. The gen-
eral access secret sharing scheme in [9] is an adaptation of [20], a secret sharing
scheme linear over GF(g) and so also linear over a module. When the group is
Abelian in [8] and [3], a closer inspection of the schemes shows that these are
linear over a module.

So, the generalization of Cramer-Damgard-Maurer works for all these schemes.

6 Access Structure Matching Problem

In this section, we prove that the problem of deciding whether the access struc-
ture of G is I' is coNP-complete. Here we assume that each access structure I’
is given by a monotone boolean circuit fr such that fr(A) = 1 if and only if
Ael.

We also prove that the problem of deciding whether two given monotone
boolean circuits are equivalent is a coNP-complete problem. The later problem
is interesting in its own since most problems involving properties of monotone
boolean circuits are not hard. For example, the well-known CIRCUIT-SAT prob-
lem is NP-hard for general circuits, but are quite easy for monotone ones. An-
other example is that whil-known CIRCUIT-SAT problem is NP-hard for general
circuits, but are quite easy for monotone ones. Another example is that whiltions
are already known, proving such similar result for general circuit would be a ma-
jor result. Thus the general feeling is that monotone boolean circuits are much
easier to handle. However, we show here that these circuits are rich enough that
even deciding their equivalence is coNP-hard. First we recall the NP-complete
vertex-cover problem.

Let G = (V, E) be an undirected graph, a subset S C V of vertices is called
a vertex cover of G if for all edge (u,v) of G, w or v isin S. It is well known that
the problem of deciding whether a given undirected graph G has a vertex cover
of size at most k is a NP-complete problem [10].

In the following we say that a linear secret sharing scheme realized by a
matrix G is simply a linear secret sharing scheme G. First we need the following
facts.

Fact 1 ([1]) Given an access structure I', one can build in polynomial time a
linear secret sharing scheme G such that I'¢c = I', where the term “polynomial
time” is with respect to the description length of boolean circuit fr.

Fact 2 ([21]) Let Ty m(b) be the k-out-of-m threshold function:

Lif S b >k

0, otherwise.

Tim (b1, b)) = {

Then Ty (b1, ...,bm) can be represented as a monotone boolean circuit of size



Proof. Our proof is different from that in [21]. First we observe that if by, ..., by,
were sorted in descending order then T}, ,,, can be simply as T, = b1 A... Abg41.
Therefore it is enough to show that the bit sorting circuit Sy, (b1, ..., by), which
output m input bits by, ..., b, in descending order, can be constructed from AN D
and OR gates in O(m?) time. First if m = 2¢, then we can recursively construct
S as follows:

1. Let (y1,...,yq) = Sq(b1, ..., by), and (21, ..., 24) = Sg(bgs1,...; bm).
2. For1<l<m,lets;=\'"gWiAAyiAzi A Azy)
3. Let Spu(by, .o bim) = (814 vy Sim)-

Next if m = 2¢+ 1, then we construct: Sy, (b1, ..., o) = I (Smt1(b1,y .ory bin, 0)),
where IT,,, : {0,1}™"" — {0,1}"™ is the projection onto the first m coordinates.
The case m = 1 is trivial. Noting that s; is the I*" largest bit, it is not hard to

see that this construction takes O(m?) steps and produces a sorting circuit of
size O(m?). Q.E.D.

We now formally state and prove our theorems.

Theorem 3. Given two access structures I'1, ['5 as two boolean circuits, deciding
whether I'y and Iy are equivalent is a coNP-complete problem.

Proof. Let (G, k) be an instance of the Vertex Cover (VC) problem. We will
construct in polynomial time two monotone boolean circuits Iy, 5 such that:

(G,k)eVC eI ZIs.

Indeed, let m be the number of nodes of the graph G = (V, E). Without
loss of generality, we can assume that 1 < k < m. First, let I'} be the following
boolean formula:

Fl(bl,bg,...,bm) = /\ (bu\/bv),

(u,v)EE

and let I's be the following boolean circuit:
Ty (b1, by ooy bin) = T (b1 oo bin) \ T (b, Brn).

By Lemma 2, T (b1, ..., by ) can be constructed in O(m?) steps. Hence I7, I
are two monotone boolean circuits that can be constructed in polynomial time.
We now need to show that (G, k) € VC & I # I, thus reduce the V' C problem
to our problem.

(=) Assume that (G, k) € VC. Let G = (V, E). By definition of VC, there exists
a vertex cover S C V such that V(u,v) € E: (u € S)V (v € S), and that
|S| < k.Fori=1,2,....,m,let b =1if i € S, and b; = 0 otherwise. Because
S is a vertex cover of G, for all edge (u,v) € E, either u or v belongs to S.
Therefore I (b1, ba,...,by) = 1. Further, we also have I3 (b1, ba,...,by) =0

because Y. i~ b; = |S| = k. This proves that Iy Z Ib.



(<) Assume that It # Ib. Then there exists (by,...,by) € {0,1}" such that
Iy(by,...,byw) # Io(by,...,bm). Since we know from the definition of I, %
that Vo € {0,1}" : I (z) > Iy(z). Hence we must have I (by,...,b,) =
1 and Iy(by,....bm) = 0. Since Iy = Iy A Ty, these two imply that
Tim(bi,..;bm) = 0. Now let S = {i | b; = 1}. Because I1 = 1, for all
edge (u,v) € E, b, Vb, = 1. Therefore either b, or b, is in S. We thus
deduce that S is a vertex cover of G. Further T}, ,, = 0 implies that |S| < k.
Therefore (G, k) € VC.

In the above we have shown that (G, k) € VC & Iy # Iy. Since VC is NP-
complete, we conclude that deciding whether I71 = I5 is coNP-hard. Since
checking if I1 #Z I3 can be done in NP by giving a particular boolean vec-
tor b where I'1(b) # I(b), we obtain that deciding whether I'1 = I'; is indeed
coNP-complete. Q.E.D.

Corollary 1. Given an access structure I' and a linear secret sharing scheme
G, deciding if I'¢ = I' is a coNP-complete problem.

Proof. From Theorem 1 one can reduces the coNP-complete problem of deciding
whether 7 = I in Theorem 3 to the above problem by constructing a linear
secret sharing scheme G such that I'; = I, and then we have [z = I, &
Ih = TI5. Hence deciding whether I'¢ = I' is coNP-hard. There is one technical
difficulty nevertheless: The original theorem in [1] only constructs G for access
structure I given as monotone boolean formula, not monotone boolean circuit.
However, this is not really a problem because if we look carefully at the proof of
our theorem 3, it only requires that I» to be a circuit, and Iy can be a formula.
Thus we can also apply our theorem 3 here. Now it is not hard to show that this
problem is in coNP. Hence we have shown that it is coNP-complete.  Q.E.D.

Besides the new complexity bound, there is a security consequence of this
theorem. While work in secret sharing schemes have mainly concentrated on
dealing with cheating shareholders, the dual problem of cheating sharedealer
also has practical importance. This paper has demonstrated that such situation
is possible and non-trivial, since a crooked designer may design a special matrix
G so that some secret set A’ of participants will be able to obtain the shared
secret illegally, yet no one else knows that the constructed matrix G has hidden
feature. .
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