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Introcudtion: Retun-oriented Fogrammng

Clasicbwer overrow exploits

f ovemrites retuin address
f execu¢ Yloaded bdlcode

Enter WAX

f o manary region is smultaneowsly writable and
executhle

f canno longerexecu¢ loaded ode
Enter ROP

f usecode dreadyprovided ty main executdlée/libs

f smdl code gnens alled galgds, end in aret
Instruction
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lled shellcode
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(noexec)
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gadgetl

(exec)
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f overwrite return adres with address ¢ (st gadget then subsguent gadges
f sarch for gadges: lok forret |, then seach badkwards fa usdul computatons

f easer on a&chitectures wth variade ingruction lergth (x86): Oxc3 arywheae @n
become an uintertiond ret .

f nat conCRed to ret , see Chekavayet d., Rdurn-oriened Rogramming wthout
returns.

f aubmatel tods for gadyetmining'
https://gthub.con’JonaharSalvanRORjadyet
Metagploit: msfrop

f god: Turing-completenesqthough ot evenstrictly neesay)

f => compiler for arlitrary code, £e Buclanan & al., "When Good Indructions ¢
bad: Gereraizing Retun-Orientd Rogramming © RSC.

Corcluspn: ROP is a pwerful, pervasve and hghly automatel exploit technguethat has
to be taken ®nously by OS \endrs anl gopicaton writers.

It is not a heordicalthreat

Fortunatdy, theres a ceaernt mitigaton: Address sjpce layoutrandanisaton (ASLR).
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ASLR in OpenBsD

f OpeBSD has randamisad the bcation and ader of ibraries snce 34 (Nov 2003).
f eachlibrary has it ovn baseaddess @lsq randon SakGap aad nmagp(2))

before: after: | mma T T
run 1: P run 2: mmap
mmap libc.so Id.so
: libfoo.so base addresses randomis
libc.so e ' on each invocation
libfoo.so _
libfoo.so _
libc.so
|d.so
brk brk brk
program text program text program telxt main program still fixed
& data & data & data
fixed low address

0x0
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Introduang PE

f PIC model dlows ared libraries b be badedcarywhere in memay

f referen@s b fundions and dobal data go hrough tables of indredion: GOT
(global oxset table and AT (procedue linkage &ble

f "AC for executdles". PIE

f local globd variables/fundions an ke gotimised in FE

f support added 6 GCC and GNU hinutils in 2003

f competesupprt implemented n OpenBsD 45 by kurt@
f adusiments to kemd, runimelinker, debwge etc.

f cc -fpie -pie foo.c to producea HE
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PIE address spe

before: after: A |
run 1: mmap ‘ run 2: mmap ‘

mmap
' BEE libfoo.so
libc.so

libc.so e
Id.so

libfoo.so
libfoo.so Id.so

brk »

-

brk rogram text -

g dgta main program now program text
program text also randomised & data
& data

fixed low address

0x0

ROPaaing main program singalsdute addresses imposside
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OpemBSD:. Seaureby defallt

f knols ae for knobs

f secunty: not hidden behnd a gsdl, not a @k line kemd patdh, not a @mpiler eag
f we try to turmn on as mary mitigaions as sside by default andses whatbreaks

f with the god of keeping Frefox, LibreOZce GNOME, KDE4 ec. working

f exanples: PoPolicg randan mmap, malloc junking, increasel SadkGap sze, fail
on ovetlapping memcpy(3)

f all defadt, dl acrass he gstem,all have bund lkugs n upsream oftware

f knobs provided b turn on secunty features can ke ddused by an &tadker to tum
themoc.

f therdore: danwasall along to deploy PIE on a large €ale conpiler d efault
f work started ly kurt@, taken \p agan at k12
f Enlesead during 5.3 releasecycle
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The gory detals

GCC implementaton

f simlar to -fstack-protector , but controlled va bsd.own.mk on an arch-
dependent bags: defadt value of GCCs flag_pie  variade is pasal dredly (1
for smdl -fpie , 2 for big -fPIE )

f excepion: proEing mde-p and-pg (proEhg fad does ot aupport PIC)
Binutils

f lusr/bin/ld likewise cefauts to -pie
f *ag added b tumm o< PIE: -nopie

f prodem: cc -static foo.0 -0 foo produces knary with datic libs, kut
degoending onld.so  => make -static imply -nopie

PIE_ARCH=alpha amd64 hppa 1386 mips64 mips64el powerpc sh
Ssparc64
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Exceptons to cefaut PIE

f new knob NOPIE=to tur o< PIE selectively
f for now, make LDSTATIC=imply NOPIE=(no datic PE yet)
f bodloaders kemd: add fno-pie/-nopieas unocondtiond « ags
f GCCs RCH implementation lbreaks when brk/sbrk is at d<erent address =
NOPIE= (for ddails on the format readgcdlibcpp/pd.c)
ramdsks

f addng NOPIE=to ramdsk kuild sysem 5 eag/, but: sill uses g/stem ibc.a (with
PIE objecty

f PIE code is hgger => overow on i386

f guenther@'s lution: use aihkmap (d -M ) to recompile anly those dojectswith
-fno-pie  that ae needed

=> gC IS now ready
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Probdems n Xenaara

(intertiondly left blank)
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Prodems n the ports tree

f over D00 pors (7800 & of 53), \ery very few have tad ssies
Conpllers

f compiles thatusethe g/stem inkerare dtten ty the-pie  switch

f same have sipport for HE and @an ke wmnverted amilarly to the kasecompiler
lang/gcc/*  , lang/gfortran ,lang/g77 , devel/llvm

fsame @ not ard have b pas -nopie on esety invocaton: lang/fpc
lang/ghc , lang/gprolog , lang/sbcl

Bootloade's ard the Ike

f sysutils/grub , Sysutils/memtest86+ need RE turmed o
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Assambder

f asander that tries b access a gbbal symbol without GOT/PLT or cloblkersPIC
register %oebx (1386)

f non-PIC-safeasander shaild be narked & such (bultin deCBa PIC___ ). DO
NOT USE#ifdef _ OpenBSD__ FOR THIS

f exanples for _ PIC _: emulators/xnp2 , multimedia/avidemux :
security/aircrack-ng

f same ports dready have HC-safe wersons that just reeded @ be aabled:
emulators/dosbox

f somdimes, t's eag/ to do yoursdf: games/Oad , games/megaglest (cpud)

f PIE worsans legiger pressue a 1386: ®mecongraints imposel by inline am @an
no longerbe uldted (hdlo -fPIC <m peQ)

f need D free up a egiger with -fomit-frame-pointer . x11/mplayer
emulators/mupen64plus/video-glide64 , emulators/openmsx
graphics/rawstudio
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Potts (cortinued)

Emas

f same sdtware makes asumptions éout the aldress spe incompaitble with PIE
(in this aase dump/undump at kuild time) => big hamme: disalle PIE

f 1 andthats it!
f ewverything dsejust works
f the yosteam eos/siem s ready



Pasal Sumpf. Converting GoenBSD o PE AsiaBSDCon2015

Peformarce

f yes thee is meoverhead and more @ i386 b&atse d regiter pressue, but:
f performarce hit 6 never norethan with AC

f bendmarks dten fail to take the rality of the sdtware ecosysteminto account:
maost @de is dready outsaurced D shaed libraies without performarce

compaints
f ca® In point: bzip2(1) : horrible measuemerts of 0% pe&formarce lss m
1386, kut:
/usr/local/bin/bzip2:
Start End Type Open Ref GrpRef Name
000014512e900000 000014512ed0a000 exe 0 0 / usr/local/bin/bzip2
00001453df9db000 00001453dfdeb000 rlib O 1 0 /usr/local/lib/libbz2.s0.10.4
00001453f7a79000 00001453f7f65000 rlib O 1 0 /usr/lib/libc.s0.78.1
00001453ce900000 00001453ce900000 rtld 0O 1 0 /usr/libexec/ld.so

f all of the de)compressbn @de is dreadyin a fiaed library.
f PIE has alsdutely no ect on the ralworld bzip2(1)
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Stdic PE

f staic binaries (bin , /sbin |, somein /usr/bin ) usal as eswie bnaries must
nat dependon/usr/libexec/ld.so

f side eect until 5.6: cde s=gnert coud not be randamisad at all becalse $atic
binaries @ud not do elocaion

f acected prograns: /bin/ksh , /sbin/iked  , /usr/bin/ftp etc -(

f ld.so itself already has cale b slf-rdocatewhenloaded & a randam positon in
memay

f bring _dl_boot_bind() (M1) to src/lib/csu , call from MD code

f compilermodiCEations: reed b use n&v rcrt0.o0  whenmakng gatic FE (for
now, -static -pie )

f linker. create satic FEs with DYNAMICeag set, but no P_INTERP section

f kemd: need to reagnsethis

f 5.7 e/ely datic binary excep /sbin/init uses this, a evely arch thatsupports
PIE
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Other qoeaating g/stems

Linux

f wedk form of ASLR since 26.12, nosty enabled by defaut

f PIE as ompiler defaut: Hardened Gertoo, Alpine Linux, Open®JSE o its way
(nice! :-) ); Andoid doesrt support non-PIE snce 50

f othes wse a sectve gproad (Ubuntu, Fedora Debian, Arch) for performarce
concens

o< sd2lib

f unfortunatdy, the kemd implementation is ladking

f loads (& object & randaon oset, then all dher dojectsin sequenc
f addess eakin main executblereveds the whde address sjae

f detals: http://cybersecuity.upv.es/dtadks/oset2lib/oset2lib.html

f patty proposed by authors, but mot memed creates rew zone for PIE
randanisaton.
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"PaX s the sdution

f distributions that usePaX: Hardened Gentoo, Alpine Linux (no wide adopton in
mangrean)

f has been a mtdch for dmaost 15 yeas, newver integrded in mainline @ndnever will
be?)

f exad opposite of QpenBsD'sintegratedsecurnty

f genea knobbines: paxctl(1) to modfy a heade in the bnary that tdls the
kemd which potections to enable/disalle

f thesehaks aerequiredto make gplicatons behave:
https://en.wikibooks.org/wiki/Grsecunty/Applicaton-specidé  Settngs

f Chromium:

$ paxctl -v /opt/google/chrome/chrome
PaX control v0.5
Copyright 2004,2005,2006,2007 PaX Team <pageexec@freemail.hu>
- PaX flags: P----m-x-eR- [/opt/google/chrome/chrome]
PAGEEXEC is enabled
MPROTECT is disabled
RANDEXEC is disabled
EMUTRAMP is disabled
RANDMMAP is enabled
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FreeBSD

f worse thanLinux: no ASLR,totally predictalle address space

f nudges in he nght diredion: kemd ASLR patt exists but dill under review.
https://reviews fredosdorg/D473

f sane eort for ddaut PIE in base but devil is in the cetals:

f not implemented & compiler ddaut, but ags pasead from bsd.prog.mk
f result hugeprodems wth dynamic prograns wsingstdic libs (non-PIE)
f pleaserethink; imagine the mes n ports!

f WAX? (‘NXsupprt' is NOT the amething)

f library loadorde? rid self-rdocaton?

OSS pstream \enars

f mary upsteam pojects wart to enable PIE (GNU autocorf --enable-gcc-
hardening ): tor, gemy pidgin?
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Windows

f Microsdt has gtten the mas@e

f DEP shce XP 33, ASLR since Msta, DYNAMI CBASE compilerddaut since
Visual Studio 2010

f good reponses to rew eploits (e.g heg guard pagesremoval of address eaksg

Mac OS X

f PIE by defadt since 10.7
f KASLRsince 10.8: kemd locaton randanised on eadh boot

f wedkneses: libraies aly re-randamised when software is yodated or on eboot
(prebinding), incomplete NX (only stadk and hep)
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TODO

f binutis 217 for am PIE sipport
f changecc -static ddaut to gatic PE
f /sbin/init stdic AE :-)

Futue dredions in ROP mtigaton

f amlicaton writers need @ beome ddensve @dout ROP (e
OPENSSL _indirect_call funcion)

f BROP: Bittau et d., Hadking Bind: bruteforcing sadk carnary and ROP qadges in
forking daemons wth ASLR andW”X enabled. remde roat shdl with vulnerale
ngik/MySQL/yaSSL in 20min. => <lution: fork + exec (Open$SH)? o
expensve for websevers? thread?

f gfree diminategadyes in bnaries
f shuee around.o (Elsinside librariedexecutdles?
f cortrol- ow integiity: nextgeneation of mtigatons, exsting prototype for LLVM
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Corxcluspns

f ddaut PIE is a reesay gep in the ROP ams race
f quirks have een workedout
f nowv OSS \endrs needd catdh up
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Tharks

f to kurt@ for dang mostof the work beforehard :-)

f to deraad® for relentlessly pushing ne in the tight diredion @ndmakng me gve
this talk)

f to ketens@, nathew@, mod@, pg@ for gving \alualle feedbadk on every step
of the @nversionin s¢

f to rmdd/@, shen@, espe@, wad@ and mary other ports cevelopersfor hdp with
geting the ports tree ready doing lulk bulds etc

1 ary questions?



