Pushvs. Pull: Implications of Protocol Designon Controlling Unwanted

Traf c
ZhenhaiDuan Kartik Gopalan Yingfei Dong
Florida StateUniversity Florida StateUniversity University of Hawaii

Abstract

In this paperwe argue that the dif culties in control-
ling unwantedinternettraf ¢, suchasemailSFAM, stem
from the fact that mary Internetapplicationsare fun-

damentally senderdriven and distinctly lack receiver
control over trafc delivery. However, sinceonly re-

ceiversknow whatthey wantto receve, recever-driven
approachesnay often have clearadvantagesn restrain-
ing unwantedtrafc. In this paper we re-examinethe
implications of the two commontrafc delivery mod-
els: sendespushandreceiverpull. In the senderpush
model,a sendercandeliver traf ¢ atwill to arecever,

who can only passvely acceptthe trafc, suchasin

the SMTP-basedmail delivery system. In contrast,in

the recever-pull model, receivers can regulate if and

whenthey wish to retrieve data,suchasthe HTTP-based
web accesssystem. We argue that the problemof un-

wantedinternettraf c canbe mitigatedto a greatextent
if the recever-pull modelis employed by Internetap-

plications, whenever appropriate. Using three popular
applications— email, mobile text messagesand asyn-
chronousvoice messages- as examples,we demon-
stratethat asynchronougommunicationprotocolscan
be easily designedusing the recever-pull communica-
tion modelto suppressinwantedinternettraf c.

1 Intr oduction

In recentyearsthenternethasbeenincreasinglyplagued
by the seemingly-neerendingunwantedtrafc, mani-
festingitself in large volumesof unsolicitedbulk emails
(spam),frequentoutbreaksof virus/worm attacks,and
large scale Distributed Denial of Services(DDoS) at-
tacks.For example,it wasestimatedhat32 billion spam
messageweresentdaily onthelnternetasof November
2003[11]. Worse,spammersandvirus/worm attaclers
areincreasinglyjoining force to automatespammingoy
hijacking (home)usermachineghroughvirus/worm at-

tacks. A recentstudy reportedthat as high as 80% of

spammessagesvere sentfrom compromisediserma-
chines(zombies)[15]. In this paper we focus our at-

tention on spam-lilke unwanted Internettrafc, which

plaguegritical Internetapplicationsandservicesuchas
emails, mobile text messagesand asynchronousoice
message$wherea recordedvoice messages sentto a
list of recevers). We referto suchapplicationscollec-
tively asmessge services In this paper we are espe-
cially interestedn the implicationsof the protocol de-
signon controllingunwantedtrafc onthelnternet.

Giventheimportanceof controllingspamfor preserv-
ing the valueof themessagingystemsthisissuehasat-
tractedagreatamounif attentionin bothnetworkingre-
searchandindustrialcommunities Many differentspam
control schemegin the context of Internetemails)have
beenproposedandsomeof themhave beendeployedon
thelnternet[3, 8, 9, 12, 13, 14]. Ontheotherhand,de-
spite theseanti-spanmresearchand developmentefforts,
the proportion of spamseenon the Internethas been
continuouslyon therise. It is estimatedthat novadays
spammessagesonstitute79%of all businesemails,up
from 68% sincethe US federalCan-SpanmAct of 2003
took effectin January2004[2]. It wasalsoreportedthat
80% of mobile phonetext messagewereunsolicitedin
Japar{16], whereSMS(ShortMessageservices)s pop-
ular, andis thereforeattractive to spammers.

In this paperwe arguethatthe dif culties in restrain-
ing spamcanbe attributedto thelack of receivercontrol
over how messageshouldbe deliveredon the Internet.
For example,in the currentSMTP-basedmail delivery
architecturg10], any usercansendanemailto anotheiat
will, regardlesf whetheror notthe recever is willing
to acceptthe messageln the early daysof the Internet
development,this was not a big problemas peopleon
the network largely trustedeachothetr However, since
the commercializatiorof the Internetin mid-1990, the
natureof theInternetcommunityhaschangedIt hasbe-
comelesstrustworthy, andemailspamis possiblyoneof



themostnotableexamplesof theuntrustworthy natureof
theInternet.

In orderto effectively addressheissueof spamin the
untrustworthy Internetwe arguethatreceives mustgain
greater control over if and whena messge shouldbe
deliveredto them Asynchronousnessagesn the Inter-
net are deliveredprimarily usingtwo differentmodels:
sendetpushand recever-pull (or a combinationof the
two). They differ in who initiatesthe messagelelivery
process.In the sendepushmodel, sendersontrol the
delivery of traf c, andreceverspassiely acceptwhat-
everthe sendergpushto them. The currentSMTP-based
emaildelivery systemis atypical exampleof this model.
In contrastthe receverpull modelgrantsreceversthe
controloverif andwhenthey wantto retrieve datafrom
the sendersin this model,sendersanonly preparethe
databutthey cannotpushthedatato recevvers.Examples
of therecever-pull modelincludethe HTTP-basedveb
accesserviceandthe FTP-basede transfers.

As we will discussin the next section,the recever
pull modelcomeswith severalappealingadvantagese-
causédt grantsreceversgreatercontroloverthemessage
delivery mechanism.lIt takesadvantageof the factthat
recevers have morereliable knowledgeof what traf c
they wantto receive. Moreover, therecevver-pull model
may also simplify the challengingissuesrelatedto the
resourcausageaccountabilityandsenderauthentication.
For example,becausspammerseedto storeandman-
ageemail messagesn their own mail seners (waiting
for receiersto pull), it becomeselatively easieito hold
spammersesponsiblefor the resourceshey consume.
As a proofof conceptjn this papemne presenexamples
of threeasynchronousnessagingpplications- emails,
mobiletext messagesndasynchronougoicemessages.

The objective of the paperis two-fold. First, through
the example designsof the messageapplications,we
would like to demonstrat¢he feasibility andadvantages
of usingrecever-pull modelto designprotocolsfor asyn-
chronousmessagingapplications. Second,and more
importantly we wantto raisethe explicit awarenesof
thedifferencebetweerthe sendetpushandrecever-pull
models,and argue that, the receiver-pull model should
be the stronglyfavored designchoice,wheneer appro-
priate.

Therestof the paperis structuredasfollows. In Sec-
tion 2 we elaboraten thetwo differenttraf c modelson
the Internet. We outline the exampledesignto support
emails, mobile text messagesand asynchronousoice
messagessingtherecever-pull modelin Section3. We
summarizehe paperin Section4.

2 Pushvs. Pull: Implications of Protocol
DesignChoice

The choicesmade during protocol designphasehave

fundamentaimplicationson security usability, andro-

bustnessof ary distributed messagedelivery system.
Onesuchimportantdesigndecisionis whetherto adopt
a sendepushor areceverpull modelor a combination
of thetwo models(seeFigurel). In this sectionwe dis-

cusstheimplicationof thesedesignchoicesandmakethe
casethatthe recever-pull modelcanprove to be highly

effectivein discouraginginwantedtraf c.

2.1 The SenderPushModel

In the sendeipushmodel,the sendeikknows theidentity
of arecever in advanceand pusheshe messagén an
asynchronousnannerto the recever. Therecever ac-
ceptsthe entire messagermay chooseto optionally ex-
aminethe messageandthen acceptor discardit. An
importantaspecbf sendempushmodelis thatthe entire
messagés received beforeary recever-sideprocessing
is performed. A numberof communicationservicesin
theInternetrely on the sendefpushmodel. A prime ex-
ampleis emailin which the senderrelieson the Simple
Mail TransferProtocol(SMTP)to pushan entire email
messag¢o a passie recever. Asynchronousoicemes-
sagesover the telephonenetwork (both traditional and
IP basedyepresentainotherimportantapplicationof the
sendefpushmodel.

A commonvariantof the sendefpushconceptis the
receiverintent-basedsenderpush (RISP) model. The
most common examples of the RISP model are the
subscription-baseservicessuchasmailing lists, where
usersubscribedo a servicewhich subsequentlypushes
thedatato therecever. Otherpopularsubscription-based
applicationsof the RISP modelinclude stockand news
tickerapplicationsandautomaticsoftwareupdates Sim-
ilarly, InstantMessagings anothempplicationwherethe
messagétself is pushedby the senderbut the recever
canallow or disallov messageBom speci c users.

A commonfeatureamongall the above examplesis
thatthe contentitself is pushedto the recever, whereas
the recever may optionally provide minimal control
feedbackto the sender The primary advantageof the
sendefpushmodelis thatits asynchronoumessagele-
livery framework is conceptuallysimple and ts natu-
rally for mary useful applicationssuchas email, text,
andvoice messaging.Senderlinitiates messagéeransfer
whenthemessagés ready thereceversimplywaitspas-
sively for any messag¢o arrive andacceptonewhenit
doesarrive. Furthermorethereis no signi cant storage
requiremenbnthesendesside.

Thebiggestdisadwantageof the senderpushmodelis
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Figurel: Commonmessagelelivery models.

thatit is the sendemho completelycontrolswhat mes-
sageis deliveredandwhenit is delivered. Therecever
hasneitherthe knowledgeof what messagédne/shewill
receve, norwhenthe messagevill bereceved. There-
ceiver is ideally expectedto receve the entire message
beforeprocessingr discardingit. Apart from generat-
ing and transmittingthe messagethe senderdoesnot
commitary resourcegor the transmittedmessage.On
the otherhand,the recever hasto wait, receve, process
andstore(or discardthe messagevenif themessagés
not of interestto therecever.

TheRISPmodelalleviatesthis concerrto someextent
by allowing receversto provide controlfeedback How-
everit is noteasyto implementin mary popularapplica-
tions. For example,adoptingthe RISPmodelfor email,
mobile text andvoice messagesequiresthe recever to
maintainan exhaustve white-list or black-list of emalil
addressesnd phonenumbersof potentialsenders.In-
deedapproachesuchasReverseBlackLists(RBL) [13]
adoptthis philosophyin trying to blacklistemail spam-
mers. However most potentialcorrespondentssuchas
rst time sendersfall in neitherof the two cateyories.
To handlesuchunclassi edcasesreceversendup rely-
ing on content-based- ltersi.e. they receie the entire
messagescanit to determinef it is wantedandthenei-
theracceptor discardit. Thefundamentaproblemhere
liesin havingto acceptand examinethe entire messge
befoe culling it.

An additionaldisadwantageof the sendefpushmodel
is thatthe sendeicanvanish(go of ine) immediatelyaf-
ter pushingunwantedcontentto therecever. Thismakes
it quick andeasyfor a malicioussendeto hideits iden-
tity. Oncetherecever acceptghe content,it is dif cult
at bestto tracebacka malicioussender

In summarywhile the sendetpushmodelis bothsim-
ple and corvenient, it comeswith a seriousbaggage,
namely that senderscontrol what to sendand whento
send,andcannotbe easilyheld accountabldor sending
unwantedcontentto recevers.

2.2 The Recever-Pull Model

In therecever-pull model,it is therecevverwhoinitiates
the messagdransferby explicitly contactingthe sender

The sendermassvely waits for the receiver anddelivers
the entire contentuponreceving a request. Sinceit is
the recever who initiates the messagdransfer the re-
ceiver would have explicit greatercontrol over the mes-
sagetransferand implicit greatertrustin the receved
contentthanin the sendeipushmodel.

A numberof successfutommunicatiorservicesrely
on the receverpull model. The most important ex-
amplesusing the recever-pull model are the FTP and
HTTP protocols. In both cases,the recever initiates
the datatransferby openingan FTP connectionor by
typing/clicking on a URL, respectiely. (Interestingly
HTTP supportsboth recever-pull andaswell as RISP
variantof sendetpush,thoughthe formeris morecom-
monly used. Examplesof RISP model techniquesin
HTTP include automaticpagerefreshesand the hugely
unpopulampopupwindows).

An interestingand useful variation of receier-pull
model, which is of specialinterestto us, is the sender
intent-based-@ceiverpull (SIRP). In this model, the
senderrst expressegnintentto sendcontentto there-
ceivervia asmallintentionmessagelf thereceverhap-
pensto beinterestedit contactthe sendefandretrieves
the content. A commonexampleof the SIRP modelis
the pager service.Herethe caller expressesanintentto
talk to a calleeby pagingthe latter andleaving a call-
backnumber If the calleeis interestedhe/shecontacts
thecallerbackonthecallbacknumber Themainfeature
of the SIRP modelis thatthe contentitself is pulled by
thereceverwhereaonly a shortintentis pushecby the
sender

The primary advantageof the recever-pull modelis
that a recever exercisescontrol over whenandwhat it
receves. Thereceverhasthefreedomto rst determine
its own level of interestin the content(aswell asthe
reputationof the sender)befor it actually requestshe
content. Secondly it becomeghe responsibilityof the
sendeto storeandmanagehecontenttill thereceveris
readyto retrieve it. For instancean FTP or web sener
needso storeandmanagets own les whereasecevers
accesst only whenthey areinterested.Thirdly, thereis
a large window of time over which a malicioussender
is forcedto stayonline and revealits identity. For the
pure recever-pull model, this window is from the mo-



mentcontentis generatecand namedtill the contentis
retrieved by therecever. For the SIRPmodel,this win-
dow is from the momentsenderexpressests intent to
sendtill the time recever retrievesthe content. Thus,
unlike the senderpushmodel, thereis a large window
of time in which therecever s freeto verify a senders
identity.

One obvious disadwantageof recever-pull modelis
that the senderis burdenedwith greatercontentman-
agementtompleity. The sendemeedsto storeoutgo-
ing messageandkeepthemavailableat leasttill thein-
tendedreceversarewilling to retrieve them,andneeds
to have a deletionpolicy if a messagés never retrieved
by thereceier. Anotherissuethatthe sendemeedsto
grapplewith is to ensurethatthe party retrieving a mes-
sages indeedtheoriginally intendedrecever. However,
anotherangleto look at thesedisadwantagess that, in
the senderpushmodel, it is the receiver who needsto
dealwith thevery sameissues.

2.3

Giventhattherecever-pull modelgrantsmorecontrolto

recevversin termsof traf c delivery, andonly recevers
know whatthey wantto receve, therecever-pull model
hasclearadvantages$n restrainingunwantedraf c com-
paredto the sendespushmodel. Moreover, the above
discussioralsomalesit clearthatthe sendeiis account-
ableto a greaterdegreein the recever-pull modelthan
in the senderpushmodel. This bringsus to the follow-

ing key ideawhich underliesthe themeof this paper:
Whendesigningany communicatiorprotocol, it is ad-
vantageousto r st considerusinga receiverpull model
which inherently providesgreaterprotectionagainstun-
wantedtraf c.

Therecever-pull basednodelis arelatively low-cost
designchoicethat can be consideredearly during ary
communicatiorsystemdesign.Evenif therecever-pull
modelresultsin slightly greaterprotocol compleity, it
cangreatlyhelpto simplify accountabilityandauthenti-
cationissuesby placingthe overheadsvherethey truly
belong— atthe sendeof the unwantedtraf c.

A legitimateconcerrwith arecever-pull modelis that
it mayendupincreasinghecostof sendingnessagefor
maliciousaswell aslegitimatesendersWe will shaw in
the next sectionthroughan example of a recever-pull
basedemail architecturethat, using simple designopti-
mizations,one caneasilylower the sendingcostfor le-
gitimatesendersvhile still holding sendersf unwanted
contentaccountable.

We do not claim thatarecever-pull basednodelmay

Implications on Unwanted Traf ¢

be universallysuitablefor all forms of communications.

For example,soldiersin the middle of a desertwar may
notwantto rely onremotesender®eingreachablevhen
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Figure2: An email delivery architecturewith recever
pull model.

trying to retrieve their messagesHowever, in mary im-
portantapplications suchascivilian useof email, mo-
bile text messagesand asynchronousoice messages,
therecever-pull architectureappeardo offer strongad-
vantagesn ght againstunwantedtraf c.

3 Applications of the Recever-Pull Model

In orderto illustratethefeasibility andadvantage®f the
sendeiintent-based-receer-pull (SIRP) modelin sup-
porting asynchronouspplications,in this sectionwe
outline the designof three important applicationsus-
ing the model: emails,mobile text messagesandasyn-
chronousvoice messagesWe presenthe designof the
SIRP basedemail systemin greaterdetail and brie y
sketchthe designfor the othertwo applicationsusinga
framework similar to the email design. (IM2000 [1] is
anotheremailarchitecturausingthereceier-pull model,
however it is not backward compatible.)We emphasize
thatthesedesignoonly illustratethefeasibility andeffec-
tivenesof supportingmessageervicesusingthe SIRP
model,in reducingunwantedraf c. Many designdetails
areomitted (see[4, 5] for supportingthe Internetemail
applicationusingthe SIRPmodel).

3.1 SIRP basedemail System

In the SIRP basedemail delivery system,senderscan-
not directly push messageso arbitrary recevers. In-
steadreceversdecideif andwhenthey wantto retrieve
(or pull) messaged$rom senders. Figure 2 illustrates
the basicarchitectureof the new email delivery system.
In the following we will presentthe new systemfrom
both the senders'and recevers' perspecties. Before
we delve into details, it is worth noting that the new
systemextendsthe currentSimple Mail TransferProto-
col (SMTP)[10] by addingtwo new commandsMSID
andGTML. In otherwords,all the commandsndreply
codesn SMTParealsosupportedn thenew systemWe
will explainthetwo new commandsvhenwe usethem.



3.1.1 Sender: MessageComposition and Recever
Noti cation

Like in the currentemail architecture,a senderuses
a Mail User Agent (MUA) to composeoutgoing mes-
sageq10]. After amessagés composedy the sender
thesendedeliversthemessagéo thesendeMail Trans-
fer Agent (MTA). For simplicity, we refer to a sender
MTA senerasan SMTA, andarecever MTA seneras
anRMTA.

All theoutgoingmessagearestoredatthe SMTA. For
this purposethe SMTA maintainsan outgoingmessage
folder for eachsender Insteadof the completemes-
sagebeingdirectly pushedromthe SMTA to theRMTA,
only the ernvelopes(headerspf the messageare deliv-
ered. In particular the SMTA noti es the RMTA about
anew messagéy the new messge identi er command
MSID, which containsthe uniqueidenti er msidof the
messageTheidenti er of a messagés generatedbased
onthesenderthe messagetherecever, andasecrekey
of thesender

We notethatthereis afundamentatlifferencebetween
messag@ull in the new emaildelivery systemandURL
embeddednh mary currentspammessagesTheaddress
in the URL is normally not relatedto the sendingma-
chineof themessageyhich makesit hardto identify the
actualsendemwho is responsibldor the spammessage.
On the otherhand,outgoingmessages the new email
systemhave to be storedon the sendemail senersin-
steadof third-party machinesbeforethey areretrieved.
In this way, we obtain seseral advantagesn restricting
spam. For example, sendersneedto keep their malil
senersup until the messageareretrieved by recevers.
This presentdess e xibility for senderdo move around
by frequently changingtheir IP addressesnd/or do-
mains. In contrast,in the current(sendetpush)SMTP-
basedarchitecturespammersansendalargenumberof
spammessageandshutdown their mail seners,which
malkesit hardto hold spammergesponsibleor spam-
ming. Moreover, in thenew systemsenderhiave greater
responsibilityto storeand managetheir outgoingemail
messagein comparisorno thecurrentemailarchitecture,
which imposesnegligible responsibilityon the senders.
In summary while the current SMTP-basedcemail de-
livery architectureprovides a call-by-copyinterfaceto
sendersthe new systemprovidesa call-by-refelencein-
terfaceto senderg6].

3.1.2 Recever: Pulling Messagedrom Senders

The new email delivery systemgrantsmore control to
receversregardingif andwhenreceverswantto read
amessagesendercannotarbitrarily pusha messageo
them. Receverscanbe discriminateaboutwhich mes-
sagemeedto beretrieved, andwhich onesneednot. If

thereceverindeedwantsto reada messagehe will in-
form his own RMTA, andthe RMTA will retrieve the
messagdrom the SMTA on behalfof the receiver. An
RMTA retrievesanemail messageisinga get mail com-
mandGTML , which includesthe identi er msidof the
messageo be retrieved. After the messagehasbeen
pulledto the RMTA, corventionalvirus/worm scanning
tools and content-basedpam lIters can be appliedto
further alert the receiver aboutpotentialvirus or spam.
Therefore,the new email delivery systemdoesnot ex-
cludethe useof existing email protectionschemes For
securityreasonswhen an SMTA recevesthe GTML
commandjt needgo verify thatthe correspondingnes-
sageis for the intendedrecever, andmoreimportantly,
therequestingMTA is themail senerresponsibldor the
recever (i.e. the onewhich wasoriginally contactedor
messagelelivery).

By only deliveringthe ervelope(includingmsid of a
messagdrom a senderto the recever, lessbandwidth,
storageandprocessindime is usedat therecever side,
which is especiallyimportantfor resourceconstrained
userse.g.,wireless,PDA, or dial-upusers.Ontheother
hand,if the recever indeedwantsto readthe message,
negligible extra time and bandwidthis required. Since
thereceveris lesslikely interestedn messagesom un-
known sourcesthe majority of suchmessagewvill not
be retrieved. As a result, consideringthe hugevolume
of spamon the Internet, much less bandwidthwill be
wastedby spam. For simple back of envelopecalcula-
tion, assuminghereare 30 billion spammessagesent
daily on the Internet[11] andthe averagesize of these
messagess 5 KBytes [7]. We further assumehe en-
velopeof thesemessagesccupieslKByteson average.
Thenit is easyto seethatwe will have daily 120 Tera
Bytesworth of bandwidthsaving on the Internet. Note
thatif content-basedter is usedalone thesespammes-
sagesrestill deliveredontheInternet.

3.1.3 Differentiating MessageDeliveries

The simple SIRP model not only puts more burdenon
spammerdut alsoregularcontactsof arecever. To ad-
dressthis issuea hybrid email delivery systemcan be
designedo supportboth the sendeipushand recever-
pull models. In sucha system,eachrecever maintains
alist of regular contactsywvhosecompletemessagesan
bedirectly pushedrom the sendergo thereceverusing
the currentSMTP protocol. In addition,a list of black-
listed contactscan be summarily declined. Messages
from non-ragyularcontactshouldbe storedandmanaged
by the sendermail seners, and only the ervelopesof
suchmessagesre directly deliveredto the recever to
notify the pendingmessages.
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3.1.4 Practical DeploymentConsiderations

It canbe shown thatthe new email delivery systemcan
be deployed incrementally and popularmessageappli-
cationssuchasmailing lists canalsobe supported4, 5].

3.2 Mobile Text Messages and Asyn-
chronousVoice Messages

Figure3 illustratesthe architecturén supportingmobile
text messagessingthe SIRPmodel. Eachmobilephone
serviceprovider will deploy one or multiple text mes-
sageseners(TMS). Whena usersendsa text message
to anotheruser(who maybewith anotherprovider), the
text messagés storedin thesendeiprovider's TMS, and
only the messagéheader(including the corresponding
phonenumberanda messaged) is sentto the recever
provider's TMS. The recever provider's TMS will no-
tify thereceveraboutthemessag@eaderlf therecever
wantsto readthe messagethe recever provider's TMS
will retrievethemessagéomthesendeprovider'sTMS
on behalfof thereceier.

Asynchronousoicemessagearecurrentlysupported
by cell phoneserviceproviders,wherea recordedvoice
messagés sentto arecever, or agroupof recevers.This
servicecan be potentially exploited by spammergiven
its capabilityto senda voice messagéo alarge number
of receverswith relatively little effort. Moreover, asthe
serviceis beingintegratedinto VoIP basedapplications,
it becomesven moreattractve to spammersThis ser
vice canbe supportedusingthe SIRP modelinsteadof
the sendempushmodelessentiallyin the samemanneras
mobile text messagesWe skip the detaileddiscussion
dueto spaceconsiderations.

4 Summary

In this papemwe examinedthe fundamentalmplications
of thetwo differenttraf c delivery models,sendetpush
vs. receier-pull, on controlling unwantedtrafc on the
Internet. Using examplesof threepopularapplications
—email,mobiletext messagingandasynchronousoice
messaging- we illustratedthat the recever-pull model
can be effectively usedfor asynchronousnessagingn

place of the currentsendempush model to reduceun-

wantedInternettraf c. Anotherimportantcontribution

of this paperis that, by examiningthe implications of

two trafc delivery models,we attemptto raiseexplicit

awarenes®f theimpactof the two modelson unwanted
Internettrafc, and argue that, a recever-pull model
shouldbe stronglyfavored,whenever appropriate.
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