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Abstract

In this paperwe argue that the dif�culties in control-
ling unwantedInternettraf�c, suchasemailSPAM, stem
from the fact that many Internet applicationsare fun-
damentallysender-driven and distinctly lack receiver
control over traf�c delivery. However, since only re-
ceiversknow what they want to receive, receiver-driven
approachesmayoftenhave clearadvantagesin restrain-
ing unwantedtraf�c. In this paper, we re-examinethe
implicationsof the two commontraf�c delivery mod-
els: sender-pushand receiver-pull. In the sender-push
model,a sendercandeliver traf�c at will to a receiver,
who can only passively acceptthe traf�c, such as in
the SMTP-basedemail delivery system. In contrast,in
the receiver-pull model, receivers can regulate if and
whenthey wish to retrievedata,suchastheHTTP-based
web accesssystem. We argue that the problemof un-
wantedInternettraf�c canbemitigatedto a greatextent
if the receiver-pull model is employed by Internetap-
plications,whenever appropriate. Using threepopular
applications– email, mobile text messages,and asyn-
chronousvoice messages– as examples,we demon-
stratethat asynchronouscommunicationprotocolscan
be easily designedusing the receiver-pull communica-
tion modelto suppressunwantedInternettraf�c.

1 Intr oduction

In recentyearstheInternethasbeenincreasinglyplagued
by the seemingly-never-endingunwantedtraf�c, mani-
festingitself in largevolumesof unsolicitedbulk emails
(spam),frequentoutbreaksof virus/worm attacks,and
large scaleDistributed Denial of Services(DDoS) at-
tacks.For example,it wasestimatedthat32billion spam
messagesweresentdaily ontheInternetasof November
2003[11]. Worse,spammersandvirus/worm attackers
areincreasinglyjoining forceto automatespammingby
hijacking(home)usermachinesthroughvirus/worm at-

tacks. A recentstudy reportedthat as high as 80% of
spammessagesweresentfrom compromiseduserma-
chines(zombies)[15]. In this paper, we focus our at-
tention on spam-like unwanted Internet traf�c, which
plaguescritical Internetapplicationsandservicessuchas
emails,mobile text messages,and asynchronousvoice
messages(wherea recordedvoice messageis sentto a
list of receivers). We refer to suchapplicationscollec-
tively asmessage services. In this paper, we areespe-
cially interestedin the implicationsof the protocolde-
signoncontrollingunwantedtraf�c on theInternet.

Giventheimportanceof controllingspamfor preserv-
ing thevalueof themessagingsystems,this issuehasat-
tractedagreatamountof attentionin bothnetworkingre-
searchandindustrialcommunities.Many differentspam
control schemes(in thecontext of Internetemails)have
beenproposed,andsomeof themhavebeendeployedon
theInternet[3, 8, 9, 12, 13, 14]. On theotherhand,de-
spitetheseanti-spamresearchanddevelopmentefforts,
the proportion of spamseenon the Internet has been
continuouslyon the rise. It is estimatedthat nowadays
spammessagesconstitute79%of all businessemails,up
from 68% sincethe US federalCan-SpamAct of 2003
took effect in January2004[2]. It wasalsoreportedthat
80%of mobilephonetext messageswereunsolicitedin
Japan[16], whereSMS(ShortMessageServices)is pop-
ular, andis thereforeattractive to spammers.

In this paperwe arguethat thedif�culties in restrain-
ing spamcanbeattributedto thelackof receivercontrol
over how messagesshouldbe deliveredon the Internet.
For example,in thecurrentSMTP-basedemaildelivery
architecture[10], any usercansendanemailto anotherat
will, regardlessof whetheror not the receiver is willing
to acceptthe message.In theearly daysof the Internet
development,this was not a big problemas peopleon
the network largely trustedeachother. However, since
the commercializationof the Internetin mid-1990,the
natureof theInternetcommunityhaschanged.It hasbe-
comelesstrustworthy, andemailspamis possiblyoneof



themostnotableexamplesof theuntrustworthynatureof
theInternet.

In orderto effectively addresstheissueof spamin the
untrustworthyInternet,wearguethatreceiversmustgain
greater control over if and whena message shouldbe
deliveredto them. Asynchronousmessageson theInter-
net aredeliveredprimarily using two differentmodels:
sender-pushand receiver-pull (or a combinationof the
two). They differ in who initiatesthe messagedelivery
process.In the sender-pushmodel,senderscontrol the
delivery of traf�c, andreceiverspassively acceptwhat-
ever thesenderspushto them.ThecurrentSMTP-based
emaildeliverysystemis a typicalexampleof thismodel.
In contrast,the receiver-pull modelgrantsreceiversthe
controlover if andwhenthey wantto retrieve datafrom
thesenders.In this model,senderscanonly preparethe
databut they cannotpushthedatato receivers.Examples
of the receiver-pull modelincludetheHTTP-basedweb
accessservicesandtheFTP-based�le transfers.

As we will discussin the next section,the receiver-
pull modelcomeswith severalappealingadvantagesbe-
causeit grantsreceiversgreatercontroloverthemessage
delivery mechanism.It takesadvantageof the fact that
receivershave more reliable knowledgeof what traf�c
they want to receive. Moreover, thereceiver-pull model
may also simplify the challengingissuesrelatedto the
resourceusageaccountabilityandsenderauthentication.
For example,becausespammersneedto storeandman-
ageemail messageson their own mail servers(waiting
for receiversto pull), it becomesrelatively easierto hold
spammersresponsiblefor the resourcesthey consume.
As aproofof concept,in thispaperwepresentexamples
of threeasynchronousmessagingapplications– emails,
mobiletext messages,andasynchronousvoicemessages.

Theobjective of thepaperis two-fold. First, through
the example designsof the messageapplications,we
would like to demonstratethefeasibility andadvantages
of usingreceiver-pull modelto designprotocolsfor asyn-
chronousmessagingapplications. Second,and more
importantly, we want to raisethe explicit awarenessof
thedifferencebetweenthesender-pushandreceiver-pull
models,andargue that, the receiver-pull model should
be the stronglyfavoreddesignchoice,whenever appro-
priate.

Therestof thepaperis structuredasfollows. In Sec-
tion 2 weelaborateonthetwo differenttraf�c modelson
the Internet. We outline the exampledesignto support
emails,mobile text messages,and asynchronousvoice
messagesusingthereceiver-pull modelin Section3. We
summarizethepaperin Section4.

2 Push vs. Pull: Implications of Protocol
DesignChoice

The choicesmadeduring protocol designphasehave
fundamentalimplicationson security, usability, andro-
bustnessof any distributed messagedelivery system.
Onesuchimportantdesigndecisionis whetherto adopt
a sender-pushor a receiver-pull modelor a combination
of thetwo models(seeFigure1). In this sectionwe dis-
cusstheimplicationof thesedesignchoicesandmakethe
casethat the receiver-pull modelcanprove to behighly
effective in discouragingunwantedtraf�c.

2.1 The Sender-PushModel

In thesender-pushmodel,thesenderknows the identity
of a receiver in advanceandpushesthe messagein an
asynchronousmannerto the receiver. The receiver ac-
ceptsthe entiremessage,may chooseto optionally ex-
aminethe message,and then acceptor discardit. An
importantaspectof sender-pushmodelis that theentire
messageis receivedbeforeany receiver-sideprocessing
is performed. A numberof communicationservicesin
theInternetrely on thesender-pushmodel.A primeex-
ampleis email in which thesenderrelieson theSimple
Mail TransferProtocol(SMTP) to pushan entireemail
messageto a passive receiver. Asynchronousvoicemes-
sagesover the telephonenetwork (both traditional and
IP based)representanotherimportantapplicationof the
sender-pushmodel.

A commonvariantof the sender-pushconceptis the
receiver-intent-basedsender-push (RISP) model. The
most common examplesof the RISP model are the
subscription-basedservicessuchasmailing lists, where
usersubscribesto a servicewhich subsequentlypushes
thedatato thereceiver. Otherpopularsubscription-based
applicationsof the RISPmodelincludestockandnews
tickerapplicationsandautomaticsoftwareupdates.Sim-
ilarly, InstantMessagingis anotherapplicationwherethe
messageitself is pushedby the sender, but the receiver
canallow or disallow messagesfrom speci�c users.

A commonfeatureamongall the above examplesis
that thecontentitself is pushedto the receiver, whereas
the receiver may optionally provide minimal control
feedbackto the sender. The primary advantageof the
sender-pushmodelis that its asynchronousmessagede-
livery framework is conceptuallysimple and �ts natu-
rally for many useful applicationssuchas email, text,
andvoice messaging.Senderinitiatesmessagetransfer
whenthemessageis ready, thereceiversimplywaitspas-
sively for any messageto arrive andacceptsonewhenit
doesarrive. Furthermore,thereis no signi�cant storage
requirementon thesenderside.

Thebiggestdisadvantageof thesender-pushmodelis
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Figure1: Commonmessagedeliverymodels.

that it is thesenderwho completelycontrolswhatmes-
sageis deliveredandwhenit is delivered. The receiver
hasneitherthe knowledgeof what messagehe/shewill
receive,nor whenthemessagewill bereceived. There-
ceiver is ideally expectedto receive the entiremessage
beforeprocessingor discardingit. Apart from generat-
ing and transmittingthe message,the senderdoesnot
commit any resourcesfor the transmittedmessage.On
theotherhand,thereceiver hasto wait, receive,process
andstore(or discard)themessageevenif themessageis
notof interestto thereceiver.

TheRISPmodelalleviatesthisconcernto someextent
by allowing receiversto providecontrolfeedback.How-
ever it is noteasyto implementin many popularapplica-
tions. For example,adoptingtheRISPmodelfor email,
mobile text andvoice messagesrequiresthe receiver to
maintainan exhaustive white-list or black-list of email
addressesandphonenumbersof potentialsenders.In-
deed,approachessuchasReverseBlackLists(RBL) [13]
adoptthis philosophyin trying to blacklist email spam-
mers. However mostpotentialcorrespondents,suchas
�rst time senders,fall in neitherof the two categories.
To handlesuchunclassi�edcases,receiversendup rely-
ing on content-based-�lters,i.e. they receive the entire
message,scanit to determineif it is wantedandthenei-
theracceptor discardit. Thefundamentalproblemhere
lies in havingto acceptandexaminetheentire message
beforeculling it.

An additionaldisadvantageof thesender-pushmodel
is thatthesendercanvanish(go of�ine) immediatelyaf-
terpushingunwantedcontentto thereceiver. Thismakes
it quick andeasyfor a malicioussenderto hideits iden-
tity. Oncethereceiver acceptsthecontent,it is dif�cult
at bestto tracebacka malicioussender.

In summary, while thesender-pushmodelis bothsim-
ple and convenient, it comeswith a seriousbaggage,
namely, that senderscontrol what to sendandwhento
send,andcannotbeeasilyheldaccountablefor sending
unwantedcontentto receivers.

2.2 The Receiver-Pull Model

In thereceiver-pull model,it is thereceiverwho initiates
themessagetransferby explicitly contactingthesender.

The senderpassively waits for the receiver anddelivers
the entirecontentuponreceiving a request. Sinceit is
the receiver who initiates the messagetransfer, the re-
ceiver would have explicit greatercontrolover themes-
sagetransferand implicit greatertrust in the received
content,thanin thesender-pushmodel.

A numberof successfulcommunicationservicesrely
on the receiver-pull model. The most important ex-
amplesusing the receiver-pull model are the FTP and
HTTP protocols. In both cases,the receiver initiates
the datatransferby openingan FTP connectionor by
typing/clicking on a URL, respectively. (Interestingly,
HTTP supportsboth receiver-pull andas well as RISP
variantof sender-push,thoughthe former is morecom-
monly used. Examplesof RISP model techniquesin
HTTP includeautomaticpagerefreshesandthe hugely
unpopularpopupwindows).

An interestingand useful variation of receiver-pull
model,which is of specialinterestto us, is the sender-
intent-based-receiver-pull (SIRP). In this model, the
sender�rst expressesanintent to sendcontentto there-
ceivervia a small intentionmessage.If thereceiverhap-
pensto beinterested,it contactsthesenderandretrieves
the content. A commonexampleof the SIRPmodel is
thepager service.Herethecallerexpressesanintent to
talk to a calleeby pagingthe latter and leaving a call-
backnumber. If thecalleeis interested,he/shecontacts
thecallerbackonthecallbacknumber. Themainfeature
of theSIRPmodelis that thecontentitself is pulledby
thereceiverwhereasonly a shortintent is pushedby the
sender.

The primary advantageof the receiver-pull model is
that a receiver exercisescontrol over whenandwhat it
receives.Thereceiverhasthefreedomto �rst determine
its own level of interestin the content(as well as the
reputationof the sender)before it actually requeststhe
content. Secondly, it becomesthe responsibilityof the
senderto storeandmanagethecontenttill thereceiver is
readyto retrieve it. For instance,an FTP or webserver
needsto storeandmanageits own �les whereasreceivers
accessit only whenthey areinterested.Thirdly, thereis
a large window of time over which a malicioussender
is forced to stayonline andreveal its identity. For the
pure receiver-pull model, this window is from the mo-



mentcontentis generatedandnamedtill the contentis
retrievedby thereceiver. For theSIRPmodel,this win-
dow is from the momentsenderexpressesits intent to
sendtill the time receiver retrieves the content. Thus,
unlike the senderpushmodel, thereis a large window
of time in which thereceiver is free to verify a sender's
identity.

One obvious disadvantageof receiver-pull model is
that the senderis burdenedwith greatercontentman-
agementcomplexity. The senderneedsto storeoutgo-
ing messagesandkeepthemavailableat leasttill thein-
tendedreceiversarewilling to retrieve them,andneeds
to have a deletionpolicy if a messageis never retrieved
by the receiver. Another issuethat the senderneedsto
grapplewith is to ensurethatthepartyretrieving a mes-
sageis indeedtheoriginally intendedreceiver. However,
anotherangleto look at thesedisadvantagesis that, in
the sender-pushmodel, it is the receiver who needsto
dealwith theverysameissues.

2.3 Implications on UnwantedTraf�c

Giventhatthereceiver-pull modelgrantsmorecontrolto
receiversin termsof traf�c delivery, andonly receivers
know whatthey wantto receive, thereceiver-pull model
hasclearadvantagesin restrainingunwantedtraf�c com-
paredto the sender-pushmodel. Moreover, the above
discussionalsomakesit clearthatthesenderis account-
ableto a greaterdegreein the receiver-pull model than
in thesender-pushmodel. This bringsus to the follow-
ing key idea which underliesthe themeof this paper:
Whendesigningany communicationprotocol, it is ad-
vantageousto �r st considerusinga receiver-pull model
which inherentlyprovidesgreaterprotectionagainstun-
wantedtraf�c.

Thereceiver-pull basedmodelis a relatively low-cost
designchoicethat can be consideredearly during any
communicationsystemdesign.Evenif thereceiver-pull
modelresultsin slightly greaterprotocolcomplexity, it
cangreatlyhelpto simplify accountabilityandauthenti-
cationissuesby placingthe overheadswherethey truly
belong– at thesenderof theunwantedtraf�c.

A legitimateconcernwith areceiver-pull modelis that
it mayendupincreasingthecostof sendingmessagesfor
maliciousaswell aslegitimatesenders.We will show in
the next sectionthroughan exampleof a receiver-pull
basedemail architecturethat, usingsimpledesignopti-
mizations,onecaneasilylower the sendingcostfor le-
gitimatesenderswhile still holdingsendersof unwanted
contentaccountable.

We donot claim thata receiver-pull basedmodelmay
beuniversallysuitablefor all formsof communications.
For example,soldiersin themiddleof a desertwar may
notwantto rely onremotesendersbeingreachablewhen
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Figure2: An email delivery architecturewith receiver-
pull model.

trying to retrieve their messages.However, in many im-
portantapplications,suchascivilian useof email, mo-
bile text messages,and asynchronousvoice messages,
the receiver-pull architectureappearsto offer strongad-
vantagesin �ght againstunwantedtraf�c.

3 Applications of the Receiver-Pull Model

In orderto illustratethefeasibilityandadvantagesof the
sender-intent-based-receiver-pull (SIRP) model in sup-
porting asynchronousapplications,in this sectionwe
outline the designof three important applicationsus-
ing themodel: emails,mobile text messages,andasyn-
chronousvoice messages.We presentthedesignof the
SIRP basedemail systemin greaterdetail and brie�y
sketchthe designfor theothertwo applicationsusinga
framework similar to the email design. (IM2000 [1] is
anotheremailarchitectureusingthereceiver-pull model,
however it is not backwardcompatible.)We emphasize
thatthesedesignsonly illustratethefeasibilityandeffec-
tivenessof supportingmessageservicesusingthe SIRP
model,in reducingunwantedtraf�c. Many designdetails
areomitted(see[4, 5] for supportingthe Internetemail
applicationusingtheSIRPmodel).

3.1 SIRP basedemail System

In the SIRPbasedemail delivery system,senderscan-
not directly push messagesto arbitrary receivers. In-
stead,receiversdecideif andwhenthey wantto retrieve
(or pull) messagesfrom senders. Figure 2 illustrates
thebasicarchitectureof thenew email delivery system.
In the following we will presentthe new systemfrom
both the senders'and receivers' perspectives. Before
we delve into details, it is worth noting that the new
systemextendsthecurrentSimpleMail TransferProto-
col (SMTP) [10] by addingtwo new commands:MSID
andGTML. In otherwords,all thecommandsandreply
codesin SMTParealsosupportedin thenew system.We
will explain thetwo new commandswhenweusethem.



3.1.1 Sender: MessageComposition and Receiver
Noti�cation

Like in the current email architecture,a senderuses
a Mail User Agent (MUA) to composeoutgoingmes-
sages[10]. After a messageis composedby thesender,
thesenderdeliversthemessageto thesenderMail Trans-
fer Agent (MTA). For simplicity, we refer to a sender
MTA server asanSMTA, anda receiver MTA server as
anRMTA.

All theoutgoingmessagesarestoredattheSMTA. For
this purpose,theSMTA maintainsanoutgoingmessage
folder for eachsender. Insteadof the completemes-
sagebeingdirectlypushedfrom theSMTA to theRMTA,
only the envelopes(headers)of the messagesaredeliv-
ered. In particular, theSMTA noti�es theRMTA about
a new messageby thenew message identi�er command
MSID, which containsthe uniqueidenti�er msidof the
message.Theidenti�er of a messageis generatedbased
on thesender, themessage,thereceiver, andasecretkey
of thesender.

Wenotethatthereis afundamentaldifferencebetween
messagepull in thenew emaildeliverysystemandURL
embeddedin many currentspammessages.Theaddress
in the URL is normally not relatedto the sendingma-
chineof themessage,whichmakesit hardto identify the
actualsenderwho is responsiblefor the spammessage.
On theotherhand,outgoingmessagesin thenew email
systemhave to be storedon the sendermail serversin-
steadof third-partymachinesbeforethey areretrieved.
In this way, we obtainseveral advantagesin restricting
spam. For example, sendersneedto keep their mail
serversup until themessagesareretrievedby receivers.
This presentsless�e xibility for sendersto move around
by frequently changingtheir IP addressesand/or do-
mains. In contrast,in the current(sender-push)SMTP-
basedarchitecture,spammerscansendalargenumberof
spammessagesandshutdown their mail servers,which
makes it hard to hold spammersresponsiblefor spam-
ming. Moreover, in thenew system,sendershavegreater
responsibilityto storeandmanagetheir outgoingemail
messagesin comparisonto thecurrentemailarchitecture,
which imposesnegligible responsibilityon the senders.
In summary, while the currentSMTP-basedemail de-
livery architectureprovides a call-by-copyinterfaceto
senders,thenew systemprovidesa call-by-referencein-
terfaceto senders[6].

3.1.2 Receiver: Pulling Messagesfr om Senders

The new email delivery systemgrantsmore control to
receivers regardingif and when receiverswant to read
a message,senderscannotarbitrarily pusha messageto
them. Receiverscanbe discriminateaboutwhich mes-
sagesneedto be retrieved,andwhich onesneednot. If

the receiver indeedwantsto reada message,hewill in-
form his own RMTA, and the RMTA will retrieve the
messagefrom the SMTA on behalfof the receiver. An
RMTA retrievesanemailmessageusingagetmail com-
mandGTML , which includesthe identi�er msidof the
messageto be retrieved. After the messagehasbeen
pulled to theRMTA, conventionalvirus/worm scanning
tools and content-basedspam�lters can be appliedto
further alert the receiver aboutpotentialvirus or spam.
Therefore,the new email delivery systemdoesnot ex-
cludethe useof existing email protectionschemes. For
security reasons,when an SMTA receives the GTML
command,it needsto verify thatthecorrespondingmes-
sageis for the intendedreceiver, andmoreimportantly,
therequestingMTA is themail serverresponsiblefor the
receiver (i.e. theonewhich wasoriginally contactedfor
messagedelivery).

By only deliveringtheenvelope(includingmsid) of a
messagefrom a senderto the receiver, lessbandwidth,
storage,andprocessingtime is usedat thereceiverside,
which is especiallyimportant for resourceconstrained
users,e.g.,wireless,PDA, or dial-upusers.On theother
hand,if the receiver indeedwantsto readthe message,
negligible extra time andbandwidthis required. Since
thereceiver is lesslikely interestedin messagesfrom un-
known sources,the majority of suchmessageswill not
be retrieved. As a result,consideringthe hugevolume
of spamon the Internet,much lessbandwidthwill be
wastedby spam. For simplebackof envelopecalcula-
tion, assumingthereare30 billion spammessagessent
daily on the Internet[11] andthe averagesizeof these
messagesis 5 KBytes [7]. We further assumethe en-
velopeof thesemessagesoccupies1KByteson average.
Thenit is easyto seethat we will have daily 120 Tera
Bytesworth of bandwidthsaving on the Internet. Note
thatif content-based�lter is usedalone,thesespammes-
sagesarestill deliveredon theInternet.

3.1.3 Differ entiating MessageDeliveries

The simpleSIRPmodelnot only putsmoreburdenon
spammersbut alsoregularcontactsof a receiver. To ad-
dressthis issuea hybrid email delivery systemcan be
designedto supportboth the sender-pushand receiver-
pull models. In sucha system,eachreceiver maintains
a list of regularcontacts,whosecompletemessagescan
bedirectlypushedfrom thesendersto thereceiverusing
thecurrentSMTPprotocol. In addition,a list of black-
listed contactscan be summarilydeclined. Messages
from non-regularcontactsshouldbestoredandmanaged
by the sendermail servers, and only the envelopesof
suchmessagesare directly deliveredto the receiver to
notify thependingmessages.
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Figure 3: Supportingmobile text messageswith SIRP
model.

3.1.4 Practical DeploymentConsiderations

It canbe shown that thenew emaildelivery systemcan
be deployed incrementally, andpopularmessageappli-
cationssuchasmailing listscanalsobesupported[4, 5].

3.2 Mobile Text Messages and Asyn-
chronousVoiceMessages

Figure3 illustratesthearchitecturein supportingmobile
text messagesusingtheSIRPmodel.Eachmobilephone
serviceprovider will deploy one or multiple text mes-
sageservers(TMS). Whena usersendsa text message
to anotheruser(who maybewith anotherprovider), the
text messageis storedin thesenderprovider'sTMS, and
only the messageheader(including the corresponding
phonenumberanda messageid) is sentto the receiver
provider's TMS. The receiver provider's TMS will no-
tify thereceiveraboutthemessageheader. If thereceiver
wantsto readthemessage,the receiver provider's TMS
will retrievethemessagefromthesenderprovider'sTMS
onbehalfof thereceiver.

Asynchronousvoicemessagesarecurrentlysupported
by cell phoneserviceproviders,wherea recordedvoice
messageissentto areceiver, oragroupof receivers.This
servicecanbe potentiallyexploited by spammersgiven
its capabilityto senda voicemessageto a largenumber
of receiverswith relatively little effort. Moreover, asthe
serviceis beingintegratedinto VoIP basedapplications,
it becomesevenmoreattractive to spammers.This ser-
vice canbe supportedusingthe SIRPmodel insteadof
thesender-pushmodelessentiallyin thesamemanneras
mobile text messages.We skip the detaileddiscussion
dueto spaceconsiderations.

4 Summary

In this paperwe examinedthefundamentalimplications
of thetwo differenttraf�c delivery models,sender-push
vs. receiver-pull, on controllingunwantedtraf�c on the
Internet. Using examplesof threepopularapplications
– email,mobiletext messaging,andasynchronousvoice
messaging– we illustratedthat the receiver-pull model
canbe effectively usedfor asynchronousmessagingin
place of the current sender-push model to reduceun-
wantedInternettraf�c. Another importantcontribution
of this paperis that, by examining the implicationsof
two traf�c delivery models,we attemptto raiseexplicit
awarenessof theimpactof thetwo modelson unwanted
Internet traf�c, and argue that, a receiver-pull model
shouldbestronglyfavored,wheneverappropriate.
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