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Abstract—The emergence of RFID (Radio Frequency Iden- mode; andii) make them resistant to privacy/confidentiality
tification) technology has greatly increased the efficiency for threats, malicious traceability and loss of data integiTiye

inventory control, supply-chain management and logistics. With o cantly ratified EPC Gen2v2 standard confirms this interest
RFID group scanning, an RFID reader scans a collection of RFID in security [1]

tagged objects to generate a grouping-proof of “simultaneous” . .
presence. Some shipments may have to be tracked remotely When RFID technology is used for supply-chain manage-
by readers that are not necessarily trusted. Current solutions, ment, concerns regarding the monitoring of tags and transfe
particularly those supporting anonymity, require readers to be of ownership or control of tags need to be addressed. If the
trusted. In this paper we study RFID group scanning applications - yansfer is permanent, or even temporal, ownership transfe
with untrusted readers, and present an anonymous grouping-
proof of integrity for collections of RFID tagged objects. The protocols can be used [2], [3]. However there are cases: when
proof can be checked by the verifier (a trusted entity) and the the owner does not want to cede control, even though this may
reader (an untrusted entity) can recover the identifiers of missig be temporal. For example, a manufacturer may use services
tags, but cannot generate a proof if tags are missing. The protet  provided by a carrier who, in turn, uses other carriers togra
can easily be adapted to get an anonymous RFID grouping code ot products. In such cases it is desirable that the owner ca
and is very efficient with just two rounds. We only assume that S - . - . .
tags are able to generate pseudo-random numbers and compute per|odlcal_ly check the integrity of a shlpmgnt via .the el
one-way hash functions. This requirement is referred to ggoup scanningand involves
Index Terms—RFID grouping-proofs, grouping codes, anony- multiple tags generating grouping-proofof “simultaneous”
mity, missing tag identification, forward error correction, erasure presence in the range of an RFID reader [4], [5].
codes. There are several practical scenarios where groupingigroo
can substantially expand the capabilities of RFID-based sy
tems. For example, some products may need to be shipped
RFID (Radio-Frequency Identification) is an emerging wiredogether and one may want to track their progress through
less communication technology that has stimulated nunseraghe supply-chain-e.g., hardware components of a system or
innovative applications in several fields such as inventoRyts. A different scenario would involve enforcement ofetgif
control, supply-chain management and logistics, as well esgulations requiring that drugs be shipped, or dispensih,
identify new research challenges and opportunities. A tymformation leaflets. More generally, grouping-proofs dan
ical RFID deployment has three main componerijstags used to check the integrity of pallet shipments.
or transponders, which are electronic data storage device®©ur contribution: Despite considerable research interest,
attached to objects to be identified) readers or interrogators, many of the proposed RFID grouping-proofs make assump-
that manage tag population, read data from and write datati@ns that are not practical (e.g. RFID readers are trusted o
tags; andii) a back-end server, the verifier, which is a trustethg singularization is omitted), and there are still sonEeats
entity that exchanges tag information with the readers atitht, as far as we know, have not been discussed. Most RFID
processes data according to specific task applicationst Mpeotocols in the literature leak some privacy informatiéor
RFID tags are passive and do not have power of their owample, the adversary can learn thenberof tags that take
but get the energy needed to operate from an RFID readeaut in the protocol and therder in which tags reply. With
Passive tags are inactive until activated by the electromig grouping-proofs these problems are related to tag-chginin
field generated by a reader tuned to their frequency. in [6] where, each tag in the group authenticates a message
Although initial designs of RFID systems focused on perfocoming from t a previous tag in the chain. In this paper,
mance reliability with less attention paid to resiliencel @e- after defining clearly our design criteria, we address these
curity, the technology has now found use in many applicatioproblems and describe a two-pass grouping-proof that allow
that require the implementation of security mechanismis tha an untrusted reader to identify missing tags, and if the grou
take into account features such as the vulnerability of dldgor is complete, to compile a grouping-proof of integrity thiae t
channel, the constrained power of devices, the low-cost avetifier can check. More specifically, we present an anonymou
limited functionality of tags and the request-responseatm RFID grouping-proof of integrity for a collection of tagged

I. INTRODUCTION



Peris-Lopez et al. [6] found other security flaws in these
protocols and proposed guidelines for securing them as well
as a yoking-proof protocol (for two tags). More recentlyu Li

et al. [4] proposed a grouping-proof for distributed RFID
applications with trusted readers. This proof is vulnezatol
de-synchronization and privacy leaks [14].

While grouping-proofs provide integrity evidence for com-
plete groups of tags, they do not address incomplete graups,
particular, they do not provide any information about nrigsi
tags. In 2012 Satet al.[15] proposed a grouping code that
makes it possible to find the identifiers of all tags of a
group including missing tags, without requiring a packag-
ing list or an external database. The code uses information
Fig. 1. An untrusted Carrier can identify any missing objecta pallet and, previously enCOde,d on each Fag t?_ determine if ,a”_ the tags
when the group of tags is complete, compile a grouping-proohtefgrity are present and if not, the identities of the missing tags.
that the Owner can verify. Such forward error correction mechanisms can increase the
operating speed and reduce cost when it is difficult to access
i , ) i . a database with the corresponding information. The ®ato
objects that supports tag privacy (in particular, untradiy) al. grouping codes are based on Gallager low-density parity
such that: check (LDPC) codes [16]. However the randomised nature

a) Only the verifier (a trusted entity) can check the proogf Gallager LDPC codes makes it difficult to get specific

b) The verifier can authorise an untrusted reader to inspelcoding guarantees. To address this issue,eS@l.[17]

the group and identify any missing tagged objects.  proposed a LDPC variant that uses strongly selective famili
c) The authorization is for one only inspection, and the tagsSF). Another approach, also based on SSF, is proposed

are untraceable while the group is not inspected.  in [18] to provide unequal protection to the tags. To improve
d) The reader cannot generate a grouping-proof for a groyp these codes, Su and Tonguz [19] proposed a variant
with missing tags. that uses the Chinese remainder theorem (CRT) to construct

The rest of this paper is organized as follows. In Section tlon-regular generating matrices. This non-regularity esak

we review the literature for RFID grouping-proofs and RFIDIifficult to find general expressions for decoding guarastee
grouping codes. In Section Il we discuss RFID groupingAnother modification proposed by Su [20] uses resolvable
proof deployments, specifications, requirements and tleath transversal designs (RTD) to generate parity-check nestric
model. In Section IV we discuss our objectives and presesmd group splitting to improve performance. Finally Mabiou
an anonymous RFID grouping-proof of integrity with missin@gnd Couderc [21] propose an RFID grouping code that is based
tag identification. In Section V we discuss the security agpe on Reed-Solomon (RS) codes. However the size of the blocks
We conclude in Section VI by summarizing our main resultand the partitioning of the redundancy is not optimal.

Il. BACKGROUND I1l. GROUPING-PROOFS& DESIGN CRITERIA

Ari Juels introduced in 2004 the security context of a neW, Group-scanning deployments
RFID application—which he called a yoking-proof [7], that . . .
generates evidence of simultaneous presence of two tagﬁiﬁyp'cal deploymgnt of an RFID grouping-proof involves
the range of an RFID reader. The first protocol was |atgpree types of entities.
found to be insecure [8], [9] but, group scanning triggerea-c @) A group of tags (GoT).
siderable interest in the research community. Yoking-fwoo b) A verifying server or simplyyerifier. the owner ofG.
were extended to grouping-proofs in which multiple tags  The owner keeps the digital rights of the tags and knows
prove simultaneous presence in the range of an RFID reader— the private information stored by the tags.
see e.g. [10]. Burmester et al. presented in [11] a protocolC) A readerthe carrier whose services are contracted by the
that achieved anonymity by using randomized pseudonyms Owner. The carrier has physical possessioitzaind can
for the group identifer, and forward-security by updating  access it through its reader(s), but does not corgfol
the secret keys and the group keys after each session. Thi& grouping-proof provides evidence of temporal events that
protocol is essentially a proof-of-concept, and not appade corroborate the “simultaneous” presence of a GoT. A gragipin
for lightweight applications. Huang and Ku [12] presented jroof is generated by the GoT if (completeness) and only if
grouping-proof for passive low-cost tags that uses a pseudsoundness) all the tags of the group are simultaneously in
random number generator to authenticate flows and a cydlie range of a reader (in practice, within the same interval
redundancy code to randomize strings. The protocol has sewadow). It is important to note that when symmetric key
eral weaknesses, some of which were addressed by Chigyptography is used, grouping-proofs are not real “prbofs
et al. [13] who, in turn, proposed a new grouping-proofn the sense that they are not transferable and can only be



validated by those who share the private keys used to genergt= (150 — 120)/15 = 2 missing tags. In this case 4 bits
them. are sufficient for control information. In total 124 bits are
needed for the extended tag identifiers. For larger groups,
say with n; = 100 tags and up tos; = 60 missing tags,
Passive UHF tags are the most common for supply-chain ape can useRS(2000,800) over GF(2!2): in this case the
plications. They have no power of their own, operate in the f& /n, = 8 symbols = 12bytes of the tag identifiersID; are
field, and backscatter communication [22]. Such tags work extended ton/n, = 20 symbols = 30 bytes, and 20 bits are
greater distances (than inductive tags) but the deliveoseep sufficient for control information (4 bits for the value af

is low, and therefore lightweight cryptographic tools sldou and 2 bytes for the value of,—up to 256 tags, and the order
be utilized [23]. However, we can assume that tags are alolethe tag). In total an additional5 x 8 +4 = 124 bits are

to perform basic symmetric-key cryptographic operatiarchs needed to recover up to 60% of missing tags.

as selecting pseudo-random numbers and evaluating a pseud®lote that optimal codes are costly wheis large: encoding
random function. On-board clocks are beyond the capadslitiand decoding have quadratic complexity. However for our
of most tags, but the activity time span of a tag during a singhpplications the number of tags and missing tags is typicall
session can be limited using techniques such as measusingall, and the computational complexity is born the RFID
the discharge rate of capacitors [7]. By contrast readeds amaders for which there are no computational or memory con-
verifiers/servers are able to perform complex cryptogm@phstraints, as opposed to RFID tags that are severely comstrai
operations. in memory, communication and number of computations.

B. Capabilities of group-scanning parties

C. Erasure codes D. Threat Model for RFID systems
Let F, be a finite field of orderg, ¢ = p™, p a prime,m
a positive integer. Ag-ary (n, k,s) erasure code is a linear

forward error correction code that encodes source (inpat dassume the Byzantine threat model in which the adversary

P k _ n

v (1,...,zx) € Fy to encoded datg=(y,, ..., y.) € Fy, . controls the communication channels, and may eavesdrop,

in such a way that the source data can be recovered if o . . : -
o . block, modify and or inject messages in any communication

more thans blocksy,; € F, are missing. In aystematicode

. . . _between tags and readers. In practice reader-tag (forward)
the source data is embedded in the encoded data. Typ|cak? : )
yi— 5, for i=1,... k. We must haves < n—k (Singelon channels are easier to intercept than tag-reader (backward

: . . ) hannels, since the signal in the latter is much weaker.
bound); the optimal case= (n—k) is reached with Maximum channe's, since the signal in the latter case Is much weake

Distance Separable (MDS) codes. The most common MI?é( contrast, the communication channel between high level

. entities (.e. readers and verifiers) is secure since fully-fledged
codes are the Reed-Solomon (RS) codes that are cyclic oyer . . i
F,, q—p™ >n, with minimum distancel — n—k +1 (s —d—1). ngptograpmc techniques can be used. However, these chan

. . nels may or may not enjoy continuous connectivity. Thus,
In our protocol in Section IV we shall use aRS(n, k) Y y 1oy Y

. during an interrogation the verifier may be online or offline,
code overFom, 2 <m < 16 (according to RFC 6865 [24]), i uti for th . ¢ |
to encode the identifier§d;, ... ,id,,) of n, RFID tags so and different solutions for the grouping-proof problem are

. o required in each case.
that we can recover up to, = (n—k)/(n/n,) identifiers of .
missing tags. For this application the source date: id; | Several types of attacks against RFID systems have been

- |lid,,. is ann,¢ bit string, wheref is the binary length of described in the literature. Some are well known on other
the idggntifiersidg- We rearr’angev into k& blocks z; € Fam platforms. In particular, the adversary may attempt toqent
(depending on Zt.he implementation. some bloai;scan2be impersonation, DoS, interleaving and reflection attackd an
ad%ed w?th zeros if r?ecessar ) 'I"henis encoded to get other passive or active attacks. The unique aspects of RFID
gn RS codewordy ) wit%lﬁ/n blocks stored in tghe applications highlight other vulnerabilities such as uthau
memory of eacrta;”s;(; t’F]ét we cangrecove;rt missing tag rized tracking, a privacy concern in which the adversary

entfers. Thes, blocks Stored it are cenoted by 23 5 (308 shlr ecognize tege of @ grop. There are
ID; and provide the identifying information provided by, Y y

. . the security model used, such asline man-in-the-middle
as well as redundancy information that allows to recover the ; .
missing tags relay attacks[25] and side channelor power analysis[26]

RS decoding can only be performed if the scanned iden?lt—taCkS' In particular, 'f no dls_tance-bo_undmg m_echar{izm .
IS used, our protocol in Section 1V will be subject to active

fiersy; are ordered correctly, with gaps for the missing values . .
For this purpose control information is needed: the idesntifi attacks that involve relaying flows between tags faster than

ID; of eachtag; is extended to include some extra bits theHme interval defined by_the ta_lg t|mers.. These attacks affect
. _ . all RFID protocols [28], including grouping-proofs [29]n@&
define its order when it was encoded. As an example SUPPOn only be addressed by making certain that precise timin
that the RS (150, 120) code overGF(2%) is used with a group mechan)i/sms are used y g P 9

of ny =10 tags. Therk/n,=12bytes are allocated for the tag '
identifiers ID; (as reqU|rEd by the EPC Gen2v2 standard [1])’ IFull details are given in a paper on group coding pending tdslipation.

that are then extended to/n, = 15bytes to recover up to Itis not cited here, so as not to not violate the double blihdview process.

RFID wireless channels are particularly vulnerable beeaus
tags are restricted to lightweight cryptographic protattiwve



E. Design criteria: specifications same session defined by the activation time of the tags)

Specification 1. The verifier is offline during the interrdgat within a time window defined by a countét.

(batch connectivity)Checking the integrity of a GoT when b) The reader can also check the integrity of the group, but
the verifier has permanent connectivity with the reader, and ~ d0€s not share any private keys with the tags. The reader
therefore with the tags, is straightforward. It is suffidiéor is not trusted and should not be able to access or even
individual tags to get authenticated by the verifier, who can  trace the tags beyond the lifetime of. .

then check simultaneous presence by using auxiliary @aga, ~ €) During the lifetime ofT}, the reader can check if any

an identifier of the GoT. Therefore in this paper, we focus on  fag is missing and obtain the identifiers of missing tags,
offline solutions. In this case, the interactions of the fieri but cannot generate a grouping-proof if tags are missing.
are restricted toi) broadcasting a challenge that is valid for d) Tags can only generate random numbers and evaluate a
a (short) time span and;) checking responses from the tags one-way hash function.

of GoT (via intermediate readers) and compiling evidence dhe security objectives are twofoldi) the verifier (owner)
simultaneous presence. must be able to check the integrity of a group of shipped

Specification 2. A grouping-proof should be computed in |5ems If no items are missing, whileii) the reader (carrier)

balanced, distributed way. No tag will assume the role &“.JSt be ‘?b'e 0 recover the identifiers of missing tags if the
B o o ..~ Shipment is compromised.

a “centralized” verifier. The tags of a group have similar

hardware capabilities and the computation load per tag fefotocol description

generating a grouping-proof should be balanced. The verifierV stores for each grou@' = {tagu, ..., tag,, } of

Specification 3. Messages must include destination inférmaags that it owns the tupleéTy, K, {K;, ID;}.?,), whereT}
on (possibly private) to allow unicast/multicast commanic is a counter valuek', a group key, ands;, ID, the private key
tion. Although obvious, this is a common omission in mangnd identifier oftag; (Section 11I-C). Eachtag; of G stores in
protocols. This is particularly important for anonymityaah non-volatile memory:D;, K,, K;, and a countef,, that is
message must contain information that allows tags to decigtialized to the same valug, for all tags of G. The reader
if they are the intended recipient. R initially does not share any information with the tags(af
E. Design criteria: assumptions The protocol is ini_tiated by the verifiet” who sends to
' ) ' . the readerR a scanning requests, T, K;), whereT; is a
Assumption 1. The tags of a GoT are not compromi€&m- fresh value of a countefl” = h(K,,T,) is an authenticator

sequently tags of GoT can share private information. Thesdoang i, = n(K,, T,) is the session key. The protocol has two
not mean that tags cannot be compromised; but if this happgggnds—see Fig. 2.

then it is not possible to generate evidence that will sulppcﬁ
simultaneous presence in any meaningful way. Indeed if a
T of G is controlled by the adversary, theéh can prevent ~ WK, T,), checks the integrity off, by checking
a grouping-proof from being generated by not participatin?f LA °

actively, and conversely force a grouping-proof to be getest _ ° = h(K,T), and verifies thafl, > T.,. If any of these
Y y] grouping-p fail tag; returns random values £ in Fig. 2). Otherwise, it
when it is not present via a proxy tag.

updates the counter t@;, draws a pseudo-random number
Assumption 2. Grouping-proofs apply to specific GoT: for & and computes its authenticatef = h(K,,r;). Then it
subgroup or extensions a different, independent proof Islhomgendsrwag to R and sets a timer. The received valuesare

be soughtThe tags of a GoT share the same private key: thiged to identify (singulate) tags in this session. For every
is restricted to a specific GoT. receivedr;, the reader checks its integrity = h(K,,r;). If

Assumption 3. Simultaneity is defined by valid interrogatidhis is correct, the value; is stored as part of the groug.
intervals specified by the verifier. Grouping-proofs usesiges Using these valuesiz computes a group session challenge

numbers, counters or timestamps provided by the verifier. 2ts = h(Ts,71,..., 1y ) and its authenticataR; = h (K, R;).
This round incorporates the randomness provided by the

Yerifiers challengeTs and the randomness provided by the
gsr;, which prevent replay attacks. The challerfgedefines

e scanning period for the verifier, and the simultaneity by
defining the validity period of the nonces.

IV. AN ANONYMOUS GROUP-SCANNING PROTOCOL Round 2. On timeout, the readeR broadcasts?, R, to all
Our grouping-proof is based on the design criteria in tH@gs in its range. Eachug; in the range ofR that has not
previous sections and provides anonymity. The tags do rigaed out, checks thak, = h(K, R,) and if so, computes:
share any private information with the interrogating reade M; = h(K,,ri, ID;), h(K,, M;) ® ID; = M @ ID;,
Requirements. P, = h(K;,ri, Ry), P = h(K,, P),
a) The verifier can check the integrity of a group of tagsends(M;, M| & ID;, P;, P/) to R and timeouts. The reader
that the tags were scanned simultaneously (during tiie computesM! = h(K,, M;) and retrievesID;. Then, it

ound 1. The readerR broadcasts to all tags in its range
s, T? and sets a timer. Eaclag; in the range ofR, computes

RFID communication is a sequential process and interro
tion simultaneity can only be captured by an “exposure-ti
window”: events are considered as happening simultanyeoua%
only if they take place within this window.



Tags in the range
T,, T=h(K,,T}), — g ke g I
Kh(K,.T,) Ko KiT) - [Ko KoL | - (K K, T
V — verifier
Ko 4K id)}s T, & tead
Pl T :
| |
: T | if T;:F:{_K_\.,T_,.) &ET,>T
i — P: compute K=h(K,,T;)
; [ vl | generate 7,
for each i: i : compute 7 =h(K,.r)
if F=h(K,r): store r; : | else: 7.7 = %
CO]TIPLI[C R.rzh(T.\'a L P F"M ,j and : R Rl :
R=h(K,R,) : PR pl: if Rl:h(Ks’ R,), compute:
% . :-_ ri, M, Af;@ lDa-P,,.PjI : JM,I:!T(K-M}““ fDJ)
for each i: . - | M'® ID=h(K, M)® ID;
compute M, and recover ID; ! | Proh(KorsR)
heck M;=h(K,r;, ID)) , P=h(K,.P; g
chec i =h(K.r ) i (K. Py : : P,'—h(K,.P;)
| I
I I

if integrity is verified, compute:

_ _ else: M, M,, P;, P=+
Proof=[Ts ¥iuib: BPris 2]

i

#,

Fig. 2. Flows of the anonymous grouping-proof of integritthwimissing tag identification; tags with group kég, belong to the collectior’ while those
with group keyK 4« do not.

checks thatM; = h(K,,r;,ID;) and P/ = h(K,, P;). If ons ofIl, initialised with security parametet and random

these are correct, the reader verifies the integrity of tlsecret keys, and can interact with executions as specified in

group by using the codewordE);. On timeout, if the list the threat model. Eventuallyl identifies two tagstag® and

of identifiers is complete, it compiles the grouping prooftag! and is challenged with two grouping-proof interrogations

(Ts,71,...,Tny, h(P1, ..., P,,)) and sends this to the verifier.int, int; involving tag” and tag®, respectivelyp,b; ran-

If the list is not complete then the readRruses RS decoding dom bits..A outputs bith, with b = 0 if A decides that the tags

to recover the missing tag identifiers and informs the verifieare the same, and 1 otherwise. The output of the experiment
To validate the proof, the verifidr first usesT to get the is 1 if the adversary guessed right and O otherwise.

values (K, {K;, ID;};2,) (one lookup). Thenl” computes pefinition. A grouping-proof providesinlinkability if: ¥ PPT
Rs=h(Ts, ;. ..,y ) using the values; given in the proof . Prob[Privk’{%(x) = 1] = } + neglible (s is the security
and the corresponding; = h(K;, ;, R;). Finally V' checks arameter), where the probabilities are taken over the coin

that the value ofu(P, ldots, P,,) in the proof is correct. tosses ofA, the random bits and coins tosses used in the
We shall assume that the keys,, K;, K, the challenges gjmulation ofII.

Ts, Rs and the random numbers, all have the same (bit)

length x, which is thesecurity parametepf the protocol. Proof of unlinkabilitysketch). Everytag; will update its
This protocol has just two rounds and only requires tag@unter T, and draw a fresh pseudo-random number

to be able to generate random numbers and compute a hal@r responding to the reader's challenge. Consequendly t

function. responses oftag™,tag® in interrogationsinty,int; are
pseudorandom and cannot be distinguished with probability
V. SECURITY ANALYSIS better thanl /2 + negligible.
A. Privacy

, B. Informal discussion of common attacks
An adversary that physically tracks a groGpof tags can

determine which executions are linked to this group; thigeplay attacksThe use of the counter valig by the reader
cannot be prevented. Similarly an adversarial reader atand the tags in the authenticatdr$ and r; prevents replay
authorized to insped® can link the inspected tags. Unlinka-attacks: if an adversarial reader re-usBs the tags that
bility concerns the periods during which physical trackiorg received this earlier will have updated their counter anti wi
authorized inspection is interrupted. not respond. If a previoug, was never sent to the tags, then
Formally, unlinkability is defined in terms of an indistin-the tags will respond (only this time) and a proof will be
guishability experimenprivk'{%(x), involving a probabilis- generated but this will not be accepted by the verifigy i
tic polynomial time (PPT) adversant and a grouping-proof not valid). Similarly a replayed responsg ; for a previous
II. During the experiment has access to simulated executicounter valuel’s; will not be valid.



Impersonation attacken tags are prevented by using private[4]
keys K;. Impersonation attacks on a reader will not yield
a valid proof: only readers that have access to the one:
time challenge(Ts, K) of the verifier can interrogate the
GoT. TheP; (=h(K;,r;, Rs)) from different sessions cannot
be used to compose a proof since it involves the sessidfl
noncesr; of the interrogated tags and the challenge of the
readerR; (=h(Ts,r1,..., 7y, )) thatinvolves the time window
specified by the counteéf;. Note that all tags set timers in
Round 1 of the protocol, and will timeout if the challenge
R is not received within the time window specified by the
protocol.

De-synchronization attacks$f a protocol execution completes
successfully then all tags will share the same counter valug]
No tag will accept a previously usétl. Even if tags do not
share the same counter valied, because of an interrupte
interrogation), there are no synchronization concerns.

(7]

(8]

gto!

C. An anonymous RFID grouping code

As observed in Section Il several RFID grouping codes that
make it possible for an RFID reader to get the identifiers of
groups of tags, including those of missing tags (forwardrerr12]
correction), have been proposed in the literature [15]],[16;3
[17], [18], [19], [20], [21]. These codedo notaddress privacy
issues (anonymity, unlinkability). The protocol in Seatitv/
can easily be adapted to get an anonymous RFID groupi%]
code by:(¢) replacing the last flow ofag; with: (r;, M;, M!®
ID;) (no P, P!); (ii) not havingtag; computeP;, P/; and
(73¢) not having the reader check th& = h(K,, P;) and
not computing the proof. Note that in the last flow #afy;,
the identifier ID; is authenticated by\/; and encrypted by
XORIing it with the pseudo-random numbzaf;.

(11]

(15]

(16]

(17]

VI. CONCLUSION [18]

Several RFID grouping-proofs have been proposed in the
literature. Many assume communication models, capaiﬁsiliti[19
and design principles that either are not properly defined or
are not practical. To the best of our knowledge, none of these
make provision for missing tag identification. In this pape[lzol
we address the group scanning problem in a strong adver-
sarial setting. We define basic design criteria for anonysnoi21]
group scanning and present an anonymous grouping-proof of
integrity for groupsG: of RFID tagged objects that the verifier,
(a trusted entity){¢) can check it,(i¢) can give an untrusted
reader one-time access to the groGpto recover missing [23]
tag information. The grouping proof has only two passes and
provides strong anonymity. It resists replay, impersamasind [24]
de-synchronization attacks.
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