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Pre vs Post State Update:
Trading Privacy for Availability in RFID
Mike Burmester, Senior Member IEEE, and Jorge Munilla

Abstract—Designing lightweight RFID protocols that provide strong privacy is a major challenge. For anonymity
tags must use pseudonyms that have to be refreshed with
every interrogation (whether completed or not). For forward
secrecy, the state of a tag must be updated and it must be
hard to reverse updates. Since the interrogating reader can be
adversarial, the adversary may control state updates. It follows
that it may not be possible for a tag to maintain synchrony
with authorized readers. In this letter we analyze a recently
proposed RFID protocol and show that there is a fundamental
trade-off between privacy and availability. We then prove that
for lightweight RFID applications strong privacy cannot be
achieved in the presence of a Byzantine adversary.
Index Terms—RFID, privacy,
secrecy, DoS, protocol failure.
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I. I NTRODUCTION

R

ADIO Frequency Identification (RFID) is a well
established wireless technology for inventory, retail
and supply-chain management. Initial designs focused on
performance with less attention paid to security. However,
as early as 2002 privacy issues were raised. In 2003
the CASPIAN group raised concerns regarding the possible misuse of RFID technology. In 2008 the European
Commission launched a public consultation on privacy
issues for RFID, in particular regarding data protection
and information security [1]. This resulted in pressure to
legislate/regulate RFID technologies and protect access to
personal information [2], [3]. Several RFID authentication
protocols that address privacy have been proposed in the literature. We refer the reader to the on-line RFID repository
of Avoine [4].
In this letter we investigate a recent paper by Sun and
Zhong on hash-based RFID security [5]. This identifies
vulnerabilities of an RFID protocol proposed earlier by
Ha et al. [6], and describes a modification that addresses
these vulnerabilities. However, as we shall see, the proposed
solution raises other security concerns.
Our goal in this letter is to show that for lightweight
RFID applications there is a fundamental trade-off between
privacy and availability. Any solution that improves one
of these features will have a negative impact on the other.
This trade-off should be taken into account when designing
RFID protocols that support privacy.
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II. BACKGROUND : RFID DEPLOYMENTS , T HREAT
MODEL AND P RIVACY F EATURES
RFID D EPLOYMENTS . A typical RFID deployment
involves three types of legitimate entities: tags, readers
and back-end servers [7].
Tags. These are attached to, or embedded in, host objects
to be identified. The most common low cost tags are
passive tags that have no power of their own and get
power from the radio waves of the reader. Such tags are
unable to perform public key cryptographic operations,
and are restricted to inexpensive conventional operations
such as hash functions and symmetric key operations and
a modest amount of computation.
Readers. These have resources at least comparable to
those of a cellphone. Readers implement a radio interface
to the tags (including an RF module, a control unit and a
coupling element) and a high-level interface to a back-end
server that eventually processes captured data.
Back-End Server. This is a trusted entity that maintains a
database containing all information needed to identify tags,
including their identification numbers. Since the integrity
of an RFID system depends entirely on the proper behavior
of the server, this should be physically secure. Servers
and readers are sometimes treated as one entity. However
replicating the security functionality on all readers is
not practical (compromising of a single reader would
undermine the security of the whole system) and poses
a management nightmare (changing any security-related
parameter would require modifying all readers).
Server-Reader Communication. Several readers may be
assigned to a single server. These entities can implement
sophisticated cryptographic protocols and therefore all
communication between a server and readers is over
private and authenticated channels.
Reader-Tag communication. Tags can only communicate
with readers. These must be in wireless range. RFID
wireless channels are particularly vulnerable because tags
are restricted to lightweight protection [8].
T HREAT M ODEL . We assume a Byzantine threat model
for which all parties: the tags T , the readers R, the server
and the adversary A, are probabilistic polynomial-time
(PPT) Turing machines. A controls the delivery schedule
of all communication and may eavesdrop or modify
contents, and attempt to perform impersonation, reflection,
man-in-the middle, or other passive or active attacks [9].
P RIVACY F EATURES . In the context of RFID, privacy
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refers to anonymity, that is the inability of a passive or
active adversary to obtain knowledge that can be used
to identify (partly or wholly) a tag. An adversary that
physically tracks a tag can determine which executions of
the protocol are linked to this tag. This kind of tracking
cannot be prevented. The concept of unlinkability is
then related to the capability of an adversary to link
interrogations once this physical action is temporarily
interrputed.
Unlinkability is a feature of anonymity which protects
past interrogations int1 , int2 (partial or completed) of a
tag from being linked by an adversary Au that is allowed
to interact arbitrarily with tags T and readers R. We
require that: ∀ PPT T ; ∀ PPT R; ∀ pairs of interrogations
int1 , int2 ; 6 ∃ a PPT Au that can decide with advantage
AdvAu = |P1 − P2 |

(1)

better than negligible whether the same tag T is involved
in both interrogations. Here P1 is the probability that T
is involved in int1 , int2 and P2 the probability that Au
succeeds in detecting that T is involved in int1 , int2 .
Session unlinkability is a weak form of unlinkability for
which we require additionally that either int1 completed,
or int1 , int2 are separated by a completed interrogation
involving the tag of int1 [10].
Forward Secrecy is a strong form of anonymity which
protects past interrogations int (partial or completed) of
a tag T from being linked to T by an adversary Afs
that succeeds in compromising T (can access all private
information stored in T ). We require that: ∀ PPT T ; ∀
PPT R; ∀ interrogations int (partial or completed); 6 ∃ a
PPT adversary Afs that after first being allowed to interact
arbitrarily with readers and tags and then given access to
the state of T , can decide with advantage
AdvAfs = |P10 − P20 |

(2)

better than negligible whether T was involved in int. Here
P10 is the probability that T is involved in int and P20 the
probability that Afs detects that T is involved in int.

Sync to check if the last protocol execution was successful
(Sync = 0) or not (Sync = 1), to avoid sending the same
identifying message.
R starts by sending T a nonce NR . Upon receiving it,
T generates a nonce NT and computes a message P that
depends on the value of Sync: if Sync = 0 (successful
previous execution) then P = H(ID), while if Sync = 1
(unsuccessful previous execution) then P = H(ID||NT ),
where || is concatenation. Then T sets Sync to 1, computes
Q = H(ID||NT ||NR ), and sends R the left part of this
message LP (Q) along with P and its nonce.
R uses P to identify T and LP (Q) to authenticate T .
If T is authenticated, then R replies with the right part
RP (Q) of the message Q. T checks this for correctness,
and if correct (post) updates ID to H(ID||NR ) and sets
S ← 0.
Ha et al. presented a formal security model for RFID
location privacy and proved the security of LRMAP in this
model [11]. Some flaws were later found in this security
model [12] and an attack on LRMAP is described in [13].
This exploits the reader’s response-time, but can easily be
addressed by setting fixed response-times.

NR

We briefly describe the Lightweight and Resynchronous
Mutual Authentication Protocol (LRMAP) proposed by Ha
et al. [6], see Figure 1.
In this protocol the reader R and tag T share a cryptographic hash function H and a secret ID, which is updated
at the end of each successful protocol execution. We call
this post-updating. R keeps for each tag: the current value
ID, the previously used value P ID and, for efficiency,
the hash of ID: HID = H(ID). T uses a bit flag

If Sync = 0, P ← H(ID)
Else P ← H(ID||NT );
Sync ← 1
Q ← H(ID||NT ||NR )



P , LP (Q), NT

If P = HID, P ID ← ID
Elseif P = H(ID||NT ), P ID ← ID
Elseif P = H(P ID||NT ), continue
Else ABORT ;
Compute Q0 = H(P ID||NT ||NR )
If LP (Q0 ) = LP (Q)
ID ← H(P ID||NR )
HID ← H(ID)
Else ABORT ;

Session forward secrecy is a weak form of forward secrecy.
As with session unlinkability, we require that either int
completed, or an intermediate interrogation involving T
completed before A can access the private information
of T . That is, int and the compromise/capture of T are
separated by a completed interrogation involving T .
III. T HE LRMAP P ROTOCOL

T
ID, Sync

R
HID, ID, P ID

RP (Q0 )

If RP (Q) = RP (Q0 )
ID ← H(ID||NR )
Sync ← 0;
ACCEP T
Else ABORT ;

Fig. 1.

The LRMAP Protocol

IV. T HE S UN -Z HONG LRMAP
Sun and Zhong use the value of Sync in LRMAP and
its relation to the completion of the previous interrogation
to show that it is possible to distinguish a target tag from
others [5], which violates forward secrecy. In particular,
an attacker that eavesdrops on an interrogation of tag
T can determine if this was successful or not. If T is
compromised soon after, then it is possible to determine
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with non-negligible probability whether T was, or was not
involved, by checking the value of Sync. Sun and Zhong
proposed a new protocol that addresses this vulnerability,
see Figure 2.
In the modified protocol ID is (pre) updated with every
interrogation, no matter if it is successful or not. This value
is then used as the secret part of the input of another hash
function H1 to obfuscate and authenticate the contents of
the exchanged messages. The reader, in order to identify the
tag T has to construct a hash chain H(ID), . . . , H i (ID)
(as in [14], [15], [16]) until the expected value is obtained,
or a threshold t is reached.
R
ID

T
ID
Query, NR

-

Q ← H1 (ID||NT ||NR )
ID ← H(ID)



LP (Q), NT

For i = 0 to t
QT ← H1 (H i (ID)||NT ||NR )
If LP (QT ) = LP (Q) then
ID ← H i (ID), Q0 ← QT
Tag identified. Exit the loop;
End-For
If no tag is identified, then ABORT
RP (Q0 )

If RP (Q) = RP (Q0 )
ACCEP T
Else ABORT ;

Fig. 2.
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but at a cost: the new protocol is subject to availability
attacks. The protection offered by the threshold t that
prevents the reader computing hash chains of indefinite
length, is only a patch and does not solve the problem.
In fact, if the value of t is low then a de-synchronization
attack is possible on the tags. An adversary impersonating
the reader R can query s times a tag T , s > t: this will
permanently de-synchronize {T , R}, and as a result R
cannot identify T anymore (T is “killed”). By contrast if
the value of t is high then the we have a DoS attack on R.
Let n be the number of tags in the database of R. Then
an adversary impersonating tags, can send junk messages
to R. R will need to perform 2nt computations (involving
H and H1 ) and nt checks before discarding each of these
messages.
The proposed fix for LRMAP therefore replaces one
vulnerability for another. In following sections we discuss
this trade-off in a more formal way.
VI. H ASH -BASED P RIVACY M ODES
Updating tag identities by using one-way hash functions
is a natural way to get forward secrecy. Let N be a nonce.
We distinguish three privacy modes that tags can use to get
identified, which are listed below with the corresponding
updates:
1) H(ID); ID post-updated: ID ← H(ID||N ).
2) H(ID||N ); ID post-updated: ID ← H(ID||N ).
3) H(H i (ID)||N ); ID pre-updated: ID ← H(ID) .
Each of these modes presents different characteristics which
are summarized in Table I.
TABLE I
I DENTIFYING M ODES

The SZ-LRMAP Protocol
Identifying
Value

V. A NALYSIS OF LRMAP AND SZ-LRMAP
LRMAP. The Sun and Zhong [5] attack on LRMAP which
uses the one bit leaked by Sync when a tag T gets compromised/captured, is rather weak. To link an interrogation int
to T the adversary must compromise/capture T just after it
has eavesdropped on int, making certain that it has not been
interrogated again and that its state is therefore the same as
when eavesdropped. Furthermore, the attack only identifies
the group of interrogated tags in which T belongs.
However there is another attack on forward secrecy. An
adversary who eavesdrops on an interrupted interrogation
obtains the values LP (Q), NR and NT . Later (not
necessary just after) when the tag gets compromised the
current value of ID will be disclosed. Thus the adversary
only needs to compute LP (ID||NT ||NR ) and compare
the result with LP (Q). If no intermediate successful
interrogation took place then these values match and
the adversary will be able to identify the tag without
ambiguity. That is, LRMAP provides only session forward
secrecy protection (Section II).
SZ-LRMAP. By pre-updating ID instead of post-updating
it, Sun and Zhong (Section IV) improve the privacy features

H(ID)
H(ID||N )
H(H i (ID)||N )

Updating
Reader
Unlinkability ForwardComputations
Secrecy
Mode
Post
Post
Pre

2nc
2n(h + c)
tn(2h + c)

Session
Strong
Strong

Session
Session
Strong

In the first case the identifying information is stored in
the database of the reader and therefore only one look-up
is needed. However, because the reader does not know if
the pseudonyms were updated successfully in the previous
session, there are two possible values for each tag. As a
result 2n checks (denoted as c in the table) are required.
This mode only provides session unlinkability and session
forward secrecy (Section II) since the identifying message
and the stored ID only change when the protocol is
successful.
In the second privacy mode, ID is still post-updated and
therefore as before it provides session forward secrecy. We
get session unlinkability by computing a different random
identifying message H(ID||N ) each time a tag is queried.
The price for this is that the reader has to carry out a
hash computation (denoted as h in the table) and check the
result for two possible values of ID (the current and the
previous one) for all tags in its database before discarding
the message: i.e. 2n(h + c) computations.
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Finally, the last privacy mode captures both strong unlinkability and strong forward secrecy, by pre-updating ID
every time the tag is interrogated. However in this mode the
reader R may have to keep searching for a tag indefinitely,
and therefore a threshold t is imposed on the number of
computations carried out by R. Thus R has to compute up
to 2tn hash functions (each message needs two hashes) and
check tn hashes before discarding a tag.
Note that LRMAP uses the first privacy mode—when
the executions are not disrupted, and the second privacy mode—when the executions are disrupted, while SZLRMAP uses the third privacy mode.
VII. T RADEOFF BETWEEN P RIVACY AND AVAILABILITY
Pre-updating pseudonyms (third privacy mode) is
the only way to get strong anonymity: that is (strong)
unlinkability along with (strong) forward secrecy. However,
for lightweight applications strong anonymity cannot be
achieved in the Byzantine threat model.
Theorem. Hash-based (strong) forward-secrecy for RFID
is not possible in the Byzantine threat model.
Proof. By contradiction. We show that any RFID system
that supports (strong) forward secrecy does not support
availability: a Byzantine adversary can de-synchronize any
tag from the readers.
In the Byzantine threat model all RFID parties (tags
T , readers R, the server and the adversary Afs ) are PPT
and the adversary controls the delivery schedule of all
communication (Section II). For forward secrecy we require
that: ∀ PPT T ; ∀ PPT R; ∀ interrogations int (partial or
completed); 6 ∃ a PPT adversary Afs that after first being
allowed to interact arbitrarily with the tags and readers
and then given access to the state of T , can decide with
advantage AdvAfs better than negligible (Equation (2))
whether T was involved in int. This means that for forward
secrecy, all tags T must pre-update (the interrogation int
may have been interrupted), and all state updates must be
one-way.
Let R be a PPT reader bounded by polynomial pR .
Then there is a PPT adversary Afs bounded by polynomial
pA with deg(pA ) > deg(pR ) that can force a tag T to
update its state to a state beyond the bound of R (by
querying it pA times). Since the state updates are one-way,
this permanently de-synchronizes {T , R} and we lose
availability.

Note that the definition of forward secrecy requires protection against any PPT adversary: whatever the threshold
value t and computation capability of the RFID reader
(tn(2h + c)), there is a PPT adversary Afs whose computational capability is higher. The theorem does not apply
to session forward secrecy. Indeed LRMAP supports unlinkability and session forward secrecy (Section VII).
We conclude by observing that the impossibility of forward secrecy is not restricted to RFID systems: it extends to
any lightweight authentication system. However public-key
mechanisms will provide (strong) forward secrecy. Therefore the trade-off applies only to symmetric-key systems.
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VIII. C ONCLUSION
We have shown that there is a trade-off between privacy
and availability for hash-based RFID authentication protocols. We compared the protocols LRMAP and the recently
proposed SZ-LRMAP and found that the latter addresses a
privacy issue of LRMAP at the expense of availability. In
particular, an adversary can force a tag to update beyond
a threshold t, causing permanent desynchronization. If the
value of the threshold t is set very high, then the adversary
can perform a DoS attack on the reader, by impersonating
tags and sending junk queries. The reader will have to
perform αt (α ≥ 2), hash operations before discarding
each one of these. Finally we analyzed the different hashbased authentication modes and showed that for lightweight
systems we cannot achieve strong anonymity (unlinkability
and forward secrecy) in the Byzantine threat model.
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