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Abstract. Location-aware technology and its applications are fundamental to
ubiquitous computing. Essential to this technology is object localization and iden-
tification. RFID (radio frequency identification) technology has been shown to be
very effective for identification and tracking applications in industry, transport,
agriculture and healthcare. However it can also be used for accurate object local-
ization. Indeed RFID technology is ideally suited for such applications, and more
generally for context-aware computing, because of the low cost, low power, light
weight and endurance of RFID tags. In this chapter we study the security issues
of RFID localization.
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1 Introduction

Radio Frequency Identification (RFID) is a promising technology that is widely de-
ployed for supply-chain and inventory management, for retail operations, healthcare
and the pharmaceutical industry. Other applications include tracking animals, vehicles,
and more generally, automatic identification. The main advantage of RFID over bar-
code technology is that it does not require line-of-sight reading. RFID readers can also
interrogate RFID tags at greater distances, faster and concurrently. One of the most im-
portant advantages of RFID technology is that tags may have read/write capability, and
an integrated circuit allowing stored information to be altered dynamically.

The most common type of RFID tag is a passive tag that has no power source of
its own and thus is incapable of autonomous activity. As with all other types, it has an
antenna for receiving and transmitting radio signals and can store information. Such
tags may also have an integrated circuit for processing information.

Passive tags harvest power from an external radio signal generated by an RFID
reader to “wake up” and initiate a signal transmission. They are maintenance free and
high-endurance. Some passive RFID devices such as WISP (Wireless Identification and
Sensing Platform) [47] developed by Intel Labs, have additional features such as a
real-time clock (that relies on harvested power) and a 3D-accelerometer. We also have
battery assisted passive RFID tags that have a higher forward link capability (greater
range). Finally we have active RFID tags that contain a battery and can transmit signals
once an external source has been identified.

EPCGlobal [16] recently ratified the EPC Class 1 Gen 2 (EPCGen2) standard for
passive RFID deployments which defines a platform for RFID protocol interoperability.



This supports basic reliability guarantees and is designed to strike a balance between
cost and functionality, but with less attention paid to security.

Several RFID protocols that address security issues for passive devices have been
proposed in the literature. We refer the reader to a comprehensive repository available
online at [3]. Most RFID protocols use hash functions [44, 38,20, 4, 15, 35] that are not
supported by EPCGen2. Some protocols use pseudo-random functions [8, 46, 10], or
pseudo-random number generators, mechanisms that are supported by EPCGen2, but
these are not optimized for EPCGen2 compliance. Recently a lightweight RFID pro-
tocol was proposed [11] that is based on loosely synchronized pseudo-random number
generators.

In this article we study a novel application of RFID in which tags will only re-
spond to a challenge if this is authentic. Authentication is the primary goal for RFID
deployments, however it is important that the process used to support it does not have a
negative impact on other security goals, such as privacy. If an RFID tag has to reveal its
identity to get authenticated, then an eavesdropper can track its movement in the supply
chain. For some applications linkability is a serious privacy threat. To deal with such
threats one typically uses pseudonyms. However this still will not prevent the adversary
from detecting the presence of responding tags. The location of a transmitting device
can be determined by analyzing the RF waveform received from it. Several RFID lo-
calization algorithms have been proposed in the literature [51,50,5]. Some of these
use the signal strength or detection rate [36,26], while others use statistics or Bayesian
inference [7,33]. We also have kernel-based learning algorithms [36], phase-based al-
gorithms [19, 42], proximity and nearest-neighbor algorithms.

Localization privacy requires that an RFID tag will only respond to a challenge
from an RFID reader if it can first ascertain that the challenge is authentic and fresh
(current). In particular, that it is not replayed. Since the range of RFID readers is rather
short, replay attacks are a major threat for RFID deployments.Localization privacy cap-
tures a novel aspect of privacy extending the traditional privacy notions of anonymity
and unlinkability to devise discovery. Anonymity and unlinkability (see e.g., [14,32])
are slightly weaker notions: even though the adversary may not be able to recognize a
tag, or link the tag’s interrogation sessions, by knowing its location it can identify that
tag to some degree, particularly if the tag is static and there are only a few tags in the
range of an RFID reader—see Section 4, Application 1. Localization privacy is essen-
tially a steganographic attribute. The goal of steganography is to hide data in such a
way that the adversary cannot detect its existence, while the goal of localization privacy
is to hide a device in such a way that its presence cannot be detected.

Paper outline. We discuss a novel application of location privacy for ubiquitous sys-
tems in which the location of a hidden device can only be discovered by its right-
ful owner. In this article, we first overview RFID deployments for passive and active
tags—Section 2. Then in Section 3 we discuss fine grain localization technologies and
non-linear junction detection mechanisms. In Section 4 we consider applications for
localization privacy and present our threat model for localization privacy in a wireless
medium. Our main results are in Section 5 where we show that localization privacy can
be achieved with RFID tags that possess location and/or temporal mechanisms. Then in



Section 6 we show that localization privacy cannot be achieved with RFID tags that do
not possess such mechanisms. We summarize our results in Section 6.
We conclude this Introduction with the following motivating paradigm.

His Late Master’s Voice:! barking for location privacy [9]. Bob died suddenly leaving
his treasure to sister Alice. Moriarty will do anything to get it, so Alice hides the treasure
together with Nipper, and promptly departs. Nipper is a low-cost RFID device that
responds only to Alice’s calls—making it possible for Alice to locate the hidden trea-
sure later (she is quite forgetful) when Moriarty is not around.

2 RFID deployments

A typical deployment of an RFID system involves three types of legitimate entities,
namely tags, readers and a back-end Server. RFID tags are attached to, or embedded
in, host objects (e.g., merchandize) to be identified. Each tag is a transponder with an
RF coupling element and may also have a microprocessor. The coupling element has
an antenna coil to capture RF power, clock pulses and data from the RFID reader. The
microprocessor has small amounts of ROM for storing, among other information, the
tag’s identification, volatile RAM and (potentially) nonvolatile EEPROM.

An RFID reader is a device with storage, computing, and communication resources
comparable to at least those of a powerful PDA. It is equipped with a transceiver con-
sisting of an RF module, a control unit, and an RF coupling element to interrogate the
tags. RFID readers implement a radio interface to the tags and also a high level interface
to a backend server that processes captured data.

The back-end Server is a trusted entity that maintains a database with all the in-
formation needed to identify tags, including their identification numbers. Since the in-
tegrity of an RFID system is entirely dependent on the proper (secure) behavior of the
Server, it is assumed that the Server is physically secure and not subject to attacks. It is
certainly legitimate to consider privacy mechanisms that reduce the trust on the Server,
for instance, to mitigate the ability of the Server to collect user-behavior information, or
to make the Server function auditable. However, in this article, we consider a Server to
be entirely trusted and do not investigate such issues. For an overview of mechanisms
that can be used to deal with privacy issues concerning back-end Servers we refer the
reader to [44]. As far as resources, we consider the Server to be a powerful computing
device with ample disk, memory, communication, and other resources.

Reader-tag coupling. There are several ways an RFID reader-tag coupling can be im-
plemented. These include:

— RFID backscatter coupling,
— RFID capacitive coupling,
— RFID inductive coupling.

! The HMV trademark comes from a painting by Francis Barraud who inherited from his late
brother Mark a fox terrier, Nipper, a cylinder phonograph and a number of Mark’s record-
ings [21]. The painting portrays Nipper listening to the sound emanating from the trumpet of
the phonograph.



The type of coupling used affects several aspects of the RFID system including the
tag’s range (forward link capability), and the frequencies needed. Capacitive coupling
can only be used for very short ranges, while inductive coupling (near field coupling)
for slightly longer ranges. RFID backskatter coupling is normally used where longer
distances are needed. For localization privacy applications we shall use backskatter
coupling.

EPCGen2. To foster and promote the adoption of RFID technology and to support in-
teroperability, EPCGlobal [16] and the International Organization for Standards (ISO)
[22] have been actively engaged in defining standards for tags, readers, and the com-
munication protocols between them. A recently ratified standard for passive (Class 1)
RFID deployments is EPC Class1 Gen2 (EPCGen2). This is a communication standard
that creates a platform on which to build interoperable RFID protocols for passive tags.
It supports efficient tag reading, flexible bandwidth use, multiple read/write capabilities
and basic security guarantees, provided by an on-chip 16-bit Pseudo-Random Number
Generator (RNG) and a 16-bit Cyclic Redundancy Code (CRC-16). EPCGen2 is de-
signed to strike a balance between cost and functionality.

The most basic application of RFID tags is to supply, upon request, an encoded
identifier. The identifier may be unique (as in passports or badges), or clustered, that is
identify a type of merchandize. The most common RFID type is a passive tag that has
no power source of its own and is powered by the radio waves of the reader, with its
antenna doubling as a source of RF power. We distinguish three types of passive RFID
transponders.

Smart labels. These are Class 1 basic memory devices that are typically Read-Only.
They are capable of storing small amounts of data, sufficient for tag identification.
Smart labels are low-cost replacements of barcodes and are used for inventory con-
trol. They function by backscattering the carrier signal from RFID readers. Smart
labels are quite insecure: they are subject to both unauthorized cloning and unau-
thorized tracking, though in many cases are at least resistant to disabling attacks
since they have a single operational state.

Re-writable tags. These are Class 1 tags with re-writable memory containing non-
volatile EEPROM used to store user-and/or Server-defined information. In a typical
application [2], they store Server certificates used to identify tags and are updated
each time a tag is identified by an authorized reader. These tags can also store kill-
keys, used to disable them. Despite this additional functionality, re-writable tags are
still insecure: They are subject to unauthorized cloning, and unauthorized disabling,
and in cases unauthorized tracking. Indeed a hacker (rogue reader) can record a tags
certificate and use it to impersonate the tag, track the tag (only until the next time
the tag interacts with an honest reader outside the range of the attacker), and/or
replace it with an invalid certificate, to disable the tag.

IC tags. These are Class 2 smart tags with a CMOS integrated circuit, ROM, RAM,
and nonvolatile EEPROM. They use the integrated circuit to process a readers chal-
lenge and generate an appropriate response. IC tags are the most structured tags and



used with an appropriate RFID protocol can defeat most attacks on RFID systems.
Our protocols for localization privacy will use such tags.

3 Fine grain RF localization

RF localization is based on analyzing the RF signals emitted by a source (target). In our
applications the source will either be a Class 2 passive IC tag (including tags such as
WISP [47]), or a Class 3 battery-assisted tag. These are good candidates for localization
since they are inexpensive, small, and easy to maintain.

The received RF waveform is influenced by the paths travelled by the signal. It
therefore carries raw information about these paths, which can be used for localization.
However, because coarse information such as the detection rates of RFID tags [26], the
received signal strength [1, 50,48, 36], or both [24], is readiliy available at the upper
layers, most localization techniques rely on such information. The processing of such
information is also often based on simplified assumptions or empirical equations [37,
50]. For example, Landmarc [37] localizes RFID tags by comparing signal strength pro-
files with reference tags of known location. Such systems cannot achieve high granular-
ity and usually offer granularity at the meter or sub-meter’s level, despite the existence
of algorithmic optimizations in the upper layers, such as Bayesian inference [1,43, 33,
51], nearest neighbor search [37,26, 51], and kernel-based learning [7, 36, 51].

For high granularity the raw signal waveform must be passed to the upper layers and
processed using algorithms that understand the intricate relations between the wireless
environment and the signal. Such an approach is employed in GPS technology (car-
rier phase tracking), where the phases from signals coming from different satellites are
used to calculate the distances from the GPS unit to the satellites to achieve millimeter
accuracy.

Fine grain localization with RF waveform information has been studied recently [42,
29,12,28,27,27], and shown to be effective for outdoor applications [34] where the
received signal phase can be used to infer the length of the line-of-sight path and subse-
quently the location. Such techniques cannot be applied to indoor applications because
of multi-path distortion. In an indoor environment the signal is reflected by metal sur-
faces or the diffracted by sharp edges [40]). So the received signal is the summation
of many different versions of the original signal with different delays and attenuation.
While ray-tracing [13, 45, 17] can be used to reconstruct the environment, and therefore
to estimate the location and nature of a reflecting surface and a scattering source, and to
reconstruct the signal propagation paths, the complexity of indoor environments makes
such solutions intractable. Consequently, despite many notable attempts [42, 29, 49, 37,
31,33, 12], indoor fine-granularity localization is still elusive. However some recent
work [19] suggests that phase-difference algorithms may lead to fine grained indoor
localization.

RFID localization algorithms. RFID localization is based on modelling the varia-
tions of RF signals in space. Theoretically one can calculate the distance between the
source and the receiver by using the strength of the received signal or the time-of-arrival.
However in practice one has to take into account effects such as fading, absorption and



blocking, that reduce the signal strength; also effects such as refelection and refrac-
tion that result in multi-paths; finally signals from other sources may interfere with the
signal and collide at the receiver.

RFID localization algorithms can be classified into two groups [S1]. Algorithms
that callibrate the RF signal distribution in a specific environment and then estimate
the location of the target, and algorithms that directly compute the location of the tar-
get based on signal strength. Algorithms of the first kind include: (i) multilateration
algorithms [18,5,37] that estimate the coordianates of the target from the distances
measured between the target and reference points (with known coordinates), and (i)
Bayesian inference algorithms [33] in which evidence or observations are used to infer
that a hypothesis (a candidate location) may be true. Algorithms of the second kind
include: (i) nearest-neighbor algorithms in which an object is localized by its neigh-
bors, (iv) proximity algorithms in which a mobile reader scans a square area subdivided
into cells, with the target determined by intersecting the set of active cells in each read-
ing, and (v) Kernel-based learning algorithms.

Non-Linear Junction (NLJ) detectors. These are used to detect covert electronic
listening devices (bugs), regardless of whether the devices are emitting signals, turned
on or even turned off.

A non-linear junction is a junction between different materials for which a change
in the voltage applied across the junction does not produce a proportional change in
the current flowing through the junction. NLJs are found in semiconductor components
such as diodes, transistors and integrated circuits (which use p-n junctions). However,
NLJs also occur in crystals, rocks, building materials, metal/oxide junctions, etc, when
dissimilar metals and/or other materials come into contact with one another. Subjecting
a NLJ to a strong high frequency radio signal, typically a spectrally pure microwave
RF signal (usually 888 or 915 MHz), will cause an electric current to flow through the
junction which, because of the non-linearity, consists of harmonics of the originating
radio signal (typically the 2nd, 3rd and 4th harmonics).

A non-linear junction (NLJ) detector floods a small region of a target space with
high-frequency RF energy and analyzes any signals that are emitted for harmonics of
the flooding frequency. The detector has a sensitive receiver tuned for these harmonics,
and can be used to identify and locate the target device [25, 6].

Since integrated circuits use semiconductors with p-n junctions, a NLJ detector will
detect almost any un-shielded electronics, whether the electronics is on or off. Of course
it will also detect other things that are not electronic in nature, so there will be a large
number of false alarms (positives).

4 Applications and threat model

In this section we discuss the threat model for localization privacy. To motivate our
approach we first consider two applications for localization privacy.



Applications

1. Device discovery. This involves one-time tag interrogations: when the device is
discovered it is recovered and the task for that device terminates. An example of
such an application involves the deployment of tagged plastic mines. More gener-
ally, applications in which objects are hidden so that they can only be recovered
later by authorized agents. For such applications, for each object, localization pri-
vacy lasts for only one interrogation.

2. Sensor deployments in hostile territory. Tagged sensors can be deployed by casting
them from aircraft over hostile territory. The sensors are used for monitoring the
deployment area but are not networked for localization privacy. Instead an armored
RFID reader traverses the deployment area interrogating those tags on its route that
are in range (the route must go though every cell of the sensor range grid). For this
application localization privacy should endure for several interrogations.

In both applications only the RFID reader is mobile, while the location of the RFID
tag is fixed for the lifetime of the system. Consequently if a Global Positioning System
(GPS) is used, this will be activated only once. It follows that the tag can be equipped
with a small battery and a GPS used to establish its position on deployment. Several
hybrid RFID solutions are currently available (see e.g., [41]).

Threat model

RFID tags are a challenging platform from an information assurance standpoint. Their
limited computational, communication, and storage capabilities, preclude the use of
traditional techniques for securing communication protocols and incentivizing adoption
of lightweight approaches. At the same time the robustness and security requirements
of RFID applications can be quite significant. Ultimately, security solutions for RFID
applications must take as rigorous a view of security as other types of applications.

Accordingly, our threat model assumes a Byzantine adversary: the adversary con-
trols the delivery schedule of all communication channels, and may eavesdrop on, or
modify, their contents. The adversary may also instantiate new communication chan-
nels and directly interact with honest parties. In particular, this implies that the adver-
sary can attempt to perform impersonation, reflection, man-in-the-middle, and any other
passive or active attacks that involve reader-to-tag communication. To address localiza-
tion privacy, we adapt this model to a wireless medium that allows for: (i) localization
(or surveillance) technologies that analyze radio signals (based on strength, direction,
phase differences, etc) and (i¢) radio jamming technologies that override signals emit-
ted by devices.

We distinguish two types of adversary: (i) ubiquitous, that can access all deployed
tags,” and (ii) local, whose wireless range is approximately that of authorized RFID
readers. In our threat model for localization privacy we shall constrain the impact of
localization and signal jamming technologies by assuming that:

% This can be achieved in several ways, e.g., by using a hidden network of listening devices—
although setting up such a network may be perilous in a plastic mine deployment.



1. The adversary cannot localize a tag while it is inactive, e.g., by using a non-linear
junction detector (Section 4), or more generally a device that floods a target area
with an RF signal and analyzes the reflected signal.®

2. The adversary cannot localize a tag while it verifies a challenge from a reader and/or
while it computes its response to the reader.*

3. The adversary cannot localize a tag during an authorized interrogation if the tag’s
response is too weak to be received by the RFID reader.’ In particular the adversary
cannot localize a tag by aggregating partially leaked location information. Simi-
larly, the adversary cannot localize a tag during an interrogation (in the presence of
the reader) by jamming its response (to prevent the reader from getting it).5

4. The adversary must eavesdrop on at least one complete response from the tag (more
generally, a radio signal of a certain duration) to localize the tag.

From Assumption 3 it follows that we either have:

3. Reliability. If a tag is in the range of an authorized RFID reader that interrogates it,
then the interrogation will be completed,

or there is a DoS-deadlock between the authorized reader and the adversary. We shall
assume that in the second case, the authorized reader always wins—the intruder is lo-
cated and destroyed.

Ubiquitous adversaries. A ubiquitous adversary can eavesdrop on all communication
channels and therefore can also localize any tag that is interrogated by an authorized
RFID reader, after the reader has localized it (by Assumption 4; disruption attacks are
restricted by Assumption 3). For ubiquitous adversaries localization privacy is restricted
to one-time tag interrogations. After the tag is localized it is inactivated/killed. We there-
fore shall assume that:

4. One-time tag interrogation. A ubiquitous adversary cannot localize (discover) a tag
that has already been located by an authorized reader.

The scope of replay attacks against localization privacy with one-time tag interro-
gations (e.g., device discovery), is restricted to replaying reader challenges beyond the
range of the reader (by Assumptions 3 and 4, since a tag will only respond once, when
the challenge is authentic).

Local adversaries. Local adversaries are restricted by their broadcast range: protection
against such adversaries assures only weak localization privacy. In our threat model for
local adversaries we constrain the impact of localization and signal jamming technolo-
gies by assuming that:

* Such detectors must operate at close proximity to a target device. In applications where the
reflected harmonics may be detected, the IC circuit of the RFID device should be shielded.

* Typically any signals emitted during an internal calculation of the tag are very weak. In ap-
plications where the variations of the emitted signals may be detected, a small battery may be
used to control the fluctuations.

5 The tag will only respond to the reader’s signal if this is sufficiently strong.

® The reader will either identify, locate and destroy the intruder or refrain from interrogating the
tag.



5. Alocal adversary cannot localize a tag from its response while it is interrogated by
an authorized reader.*

This assumption highlights the weakness of local adversaries. It is partly justified by
noting that the tag’s response (a modulated backscatter) is much weaker than the reader’s
challenge, and attenuates as the inverse fourth power of traveled distance. Without it we
cannot have localization privacy with multiple tag interrogations since the location of
the tag would be revealed the first time it responds to an authorized challenge. This
effectively reduces our applications to backscatter tags, and not capacitive or inductive
tags (Section 2).

Focus/Scope. In this article we investigate privacy and security issues of ubiquitous
RFID systems at the protocol layer. We do not address issues at the physical or link lay-
ers, such as the coupling design, the power-up and collision arbitration processes, or the
air-RFID interface. For details on such issues and, more generally, on RFID standards,
we refer to the Electronic Protocol Code [16] and the ISO 18000 standard [22].

5 RFID protocols for localization privacy

5.1 The RFID tags know the current time and their location

To motivate our application we start with the case when RFID tags have clocks and
know their location.

In our first protocol (and the following) the RFID reader shares with each tag a
unique secret key k. Let teme, be the time the reader sends its challenge and loc,
the location of the reader (as measured by the reader); and let t¢éme; be the time the
challenge was received by the tag and loc; its location (as measured by the tag).

Protocol 1
Step 1. The RFID reader sends to the tag the challenge:
time,., loc,., v = M ACy(time,., loc;).

where M AC}, a keyed message authentication code (e.g., OMAC [23]).

Step 2. The tag checks the challenge. If the authenticator x is valid, |time;—time, | <
Otime and dist(loc,, loct) < Orange, Where dyme > 0, drange > 0 are appropriate
bounds, then the tag responds with

y = MACy(z).

Step 3. The RFID reader checks the response y. If this is valid it accepts the tag (as
authentic).

Step 1 of this protocol authenticates the RFID reader to the tag, and can be thought
of as the response to a “time and location” query from the environment (a trusted entity
that is not under the control of the adversary). The tag only responds if the time the



challenge was sent and the location of the reader are within acceptable ranges related
to its own time reading and location. This assures localization privacy. Replay attacks
beyond the range of the reader are thwarted by having the location of the reader included
in the challenge; replay attacks in the range of the reader (at a later time) are thwarted
by having the time the challenge was sent included in the challenge. The tag’s response
authenticates the tag to the reader, so we have mutual authentication.

The actual location of the tag is determined by analyzing its response in Step 2, i.e.,
its radio signals using a localization algorithm. Such algorithms determine the source of
a transmission by using signal strength and/or direction (triangulation algorithms [39]),
or the phase difference [19]. More than one reader will be needed but only one reader
needs to broadcast the challenge. The following theorem captures formally the security
aspects of our first protocol.

Theorem 1. Protocol 1 provides mutual authentication with localization privacy for
one-time tag interrogation applications against ubiquitous adversaries. For applica-
tions where tags may be interrogated several times we only get weak localization pri-
vacy.

Proof. (Sketch) First consider a ubiquitous adversary with one-time tag interrogations.
By Assumptions 4 the adversary cannot discover a tag that is already discovered (in-
terrogated). Also, the adversary gains no advantage when the interrogation fails by As-
sumption 3. If the tag is not present while it is interrogated then the adversary can
replay the reader’s challenge to other areas where the tag may be. This is thwarted be-
cause the challenge contains location information. The only remaining attack is to forge
the keyed message authentication code: if a cryptographic hash function is used this is
not feasible.

Next consider applications where tags can be interrogated several times, with a local
adversary. By Assumption 5 the adversary cannot localize a tag while it is interrogated.
However it can replay the challenge of the reader in the same place at a later time: this
attack is thwarted because the challenge contains temporal information. If the tag is not
in the range of the RFID reader when it is challenged, then the adversary can replay
the challenge to other places where the tag may be. This attack is thwarted because
the challenge contains location information. Finally forging the message authentication
code is not feasible as observed earlier.

We get mutual authentication because the RFID reader is authenticated to the tag in
Step 1 and the tag is authenticated to the reader in Step 2. (]

Remark 1. In Protocol 1 the RFID reader must send a different challenge to each tag
(using the shared key k). If the number of tags is large and the reader does not know
the approximate location of each tag (as possibly in the sensor deployment discussed
in Section 4) then tag interrogation can be time consuming—the protocol is not scal-
able. For such applications we may use Public Key Cryptography: the RFID reader
authenticates the time and its location with an Elliptic Curve Cryptography (ECC)
signature [30]: sigsk, (time,,loc,), instead of the message authentication code
M ACy(time,, loc,). Here SK, is the private key of the RFID reader. The tag can

10



verify this using the public key PK, of the RFID reader. However verifying ECC sig-
natures can be computationally expensive.’

5.2 The RFID tags know their location only

In our second protocol the RFID reader shares with each tag a secret key k as well as
a counter ct which is updated with each interrogation. The reader stores in a database
for each tag a pair (k, ct) containing the key and the current value of the counter. The
tag stores in non-volatile memory a list (k, ct®'¢, ct°“") containing an old value and
the current value of its counter. The stored values at the reader and tag are updated by:
ct « next(ct) and ct?d — ctU, et — next(ct®"), respectively, with the tag’s
update made only if the value of the received counter ct is the same as the stored value
of ct®", where the operator next(-) gives the next value of the counter. At all times
at least one of the two values of the counter of the tag is the same as that stored at the
reader. Initially ct = ct!d = cteur,

Protocol 2

Step 1. The RFID reader sends to the tag the challenge:
ct, loc,., x = M ACy(ct, loc,).

Step 2. The tag checks the challenge. If dist(loc,, loct) < 6range, Where drgnge > 0
is an appropriate parameter, and if z is valid for either ct = ct°? or ¢t = ct®"
then it responds with:

Yy = MACk (:c),

and if ct = ct®", sets: ¢t « ct®" and ct®" «— next(ctUT).
Step 3. The reader checks y. If this is valid then it updates its counter ct «— next(ct),
accepts the tag (as authentic), and sends to the tag,

Step 4. The tag checks z. If this is valid then its sets: ¢t°¢ « ¢t

In this protocol the RFID reader updates its counter after receiving a response from
the tag (Step 3). If a response is not received, then the same value of the counter is
used the next time. This is why the tag must keep the old value of the counter ct°'¢.
This value will only be updated when the interrogation is completed. It follows that at
all times, at least one of the values of the counters of the tag is the same as that of the
counter of the reader.

Below we shall show that Protocol 2 provides mutual authentication with localiza-
tion privacy for one-time tag interrogation applications. For applications where a tag

" If the tag responds with the message authentication code M ACy (time,, loc,), then we still
have a scalability issue (but this time on the search time rather than the number of broadcast
challenges): the reader must check the response for all keys k in its database. For one-time
interrogation applications, the tag can include its tag ID, or a preassigned pseudonym.

11



can be interrogated several times we only get weak localization privacy. This is because
even though a local adversary cannot discover a tag while it is interrogated by an autho-
rized reader (Assumption 5), it can eavesdrop on the interrogation and later replay the
reader’s challenge (in the same location) and use a localization algorithm to locate the
tag.

Theorem 2. Protocol 2 provides mutual authentication with localization privacy for
one-time tag interrogation applications against ubiquitous adversaries. For applica-
tions where tags may be interrogated several times we only get weak localization pri-
vacy.

Proof. (Sketch) As in Theorem 1, a ubiquitous adversary will not succeed while the
tag is interrogated, and will not succeed by replaying the reader’s challenge to some
other areas when the tag is not present during an interrogation, because the challenge
contains location and information. Also forging the message authentication code is not
feasible. The only remaining attack is to de-synchronize the counters of the reader and
the tag. This is not possible because that tag always keeps an old value of the counter,
and the counters are only updated when the interrogation is completed.

Next consider applications where tags are interrogated several times and the adver-
sary is local. Again the adversary cannot localize a tag which is interrogated, but can
replay the challenge either in the same location (later) or other locations. The first attack
is thwarted because the reader and tag have updated their counters; the second because
the challenge contains location information. Finally forgery and de-synchronization at-
tacks fail as in the ubiquitous adversary case.

Mutual authentication is as in Theorem 1. (|

Remark 2. In Protocol 2, loosely synchronized counters partly capture the functional-
ity of loosely synchronized clocks in Protocol 1. However there is a subtle difference
between these protocols. If the adversary in Protocol 2 is allowed to prevent the reader
from receiving the tag’s response in Step 2 (Byzantine adversaries schedule communi-
cation channels) then the reader will abort the session without updating its counter. The
adversary may later replay the reader’s challenge to localize the tag: since the counter
was not updated the tag will respond. This attack is prevented by Assumptions 3,3.
Protocol 1 is not subject to this weakness.

5.3 RFID tags know the current time only
In our third protocol the RFID reader shares with each tag a secret key and the reader
and tags have loosely synchronized clocks.
Protocol 3
Step 1. The RFID reader sends to the tag the challenge:

time, , v = M ACy(time,.).

12



Step 2. The tag checks the challenge. If |time; — time,.| < dtime, Where dzime > 0
is an appropriate parameter, and if x is valid then it responds with:

Step 3. The RFID reader checks y. If it is valid then it accepts the tag (as authentic).

This protocol does not provide (strong) localization privacy. A ubiquitous adversary
can use an online man in the middle attack to relay the flows of the RFID reader to the
tag, when the tag is not in range of an authorized reader—unless the tag and reader have
highly synchronized clocks. We have:

Theorem 3. Protocol 3 provides only mutual authentication with weak localization pri-
vacy, unless highly synchronized clocks are available.

Proof. (Sketch) As observed in Section 5.3, a ubiquitous adversary can use an online
man in the middle attack to relay the flows of the RFID reader to the tag, when the tag is
not in range of an authorized reader—unless the tag and reader use highly synchronized
clocks (which is not practical for lightweight applications). The tag will then accept the
reader’s challenge and respond. So we cannot have localization privacy.

Next consider applications where tags are interrogated several times with a local
adversary. Again the adversary cannot localize a tag while it is interrogated by an au-
thorized reader. However it can replay the challenge, later. Replaying it locally will not
succeed because the tag will have updated its counter—it will complete its interroga-
tion by Assumption 3. Replaying it to another location will not succeed because the
challenge contains temporal information (this is an offline man in the middle attack, so
the difference between the send and receive time will be greater than §y;,,.). Finally
as in Theorem 2 forgery and de-synchronization attacks will fail and we have mutual
authentication. (]

Remark 3. Observe that temporal mechanisms in Protocol 3 cannot replace the loca-
tion mechanisms of Protocol 2. The reason is that online man in the middle attacks
on location mechanisms are constrained by the broadcast range of RFID readers (tags
can determine their location in this range), while such attacks on temporal mecha-
nisms are constrained by the speed of light (tags can only detect such attacks if they,
and the reader, have highly synchronized clocks)—which for most applications is not
lightweight.

6 Limitations for RFID localization privacy

6.1 The RFID tags do not know the time or location

Theorem 4. Localization privacy cannot be achieved when the tags are static if neither
temporal nor location information is available to the tags.

Proof. The proof is by contradiction. Suppose that neither temporal nor location infor-
mation is available. First consider a ubiquitous adversary. If a tag is not in range of the

13



RFID reader that challenges it, then the adversary can use an online man-in-the-middle
relay attack to forward the reader’s challenge to another area of the deployment zone
were the tag may be. The tag has no way of checking that the challenge was sent from
far away and/or much earlier. So it will respond. This violates localization privacy.
Next consider a local adversary. In this case suppose that the tag is not present
during the interrogation. Then the adversary may record the challenge of the RFID
reader and replay the challenge later (an offline man in the middle attack). Again the
tag has no way of detecting that the challenge was sent from another location earlier,
and will respond. O

7 Conclusion

We have shown that for static RFID tags, in the presence of a ubiquitous adversary,
localization privacy can be achieved if the tags know either () their approximate loca-
tion (Theorem 1, Part 1; Theorem 2, Part 1), or (i) the exact time (highly synchronized
clocks—Theorem 3). In this threat model, localization privacy is restricted to one (com-
plete) interrogation per tag.

For applications that require multiple interrogations per tag, we only get localization
privacy for local adversaries (Theorem 1, Part 2; Theorem 2, Part 2; Theorem 3, Part
2)—that is for adversaries whose eavesdropping range is restricted, and this only if the
tags either know their approximate location or the time (loosely synchronized clocks).

If the RFID tags do not have temporal of location information then we cannot have
localization privacy (Theorem 4).
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