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3ULYDF\�(QKDQFHG�0DLO��3(0��FRQVLVWV�RI�H[WHQVLRQV�WR�H[LVWLQJ
PHVVDJH�SURFHVVLQJ�VRIWZDUH�SOXV�D�NH\�PDQDJHPHQW� LQIUDVWUXF�
WXUH��7KHVH�FRPELQH�WR�SURYLGH�XVHUV�ZLWK�D�IDFLOLW\�LQ�ZKLFK�PHV�
VDJH� FRQILGHQWLDOLW\�� DXWKHQWLFLW\�� DQG� LQWHJULW\� FDQ� EH� HIIHFWHG�
3(0�LV�FRPSDWLEOH�ZLWK�5)&�����PHVVDJH�SURFHVVLQJ�FRQYHQWLRQV
DQG� LV� WUDQVSDUHQW� WR� 6073� PDLO� UHOD\V�� 3(0� XVHV� V\PPHWULF
FU\SWRJUDSK\�³�IRU�H[DPSOH��WKH�'DWD�(QFU\SWLRQ�6WDQGDUG��'(6�
³� WR� SURYLGH� �RSWLRQDO�� HQFU\SWLRQ� RI� PHVVDJHV�� $OWKRXJK� WKH
5)&V� SHUPLW� WKH� XVH� RI� HLWKHU� V\PPHWULF� RU� DV\PPHWULF� �SXEOLF
NH\��FU\SWRJUDSK\��IRU�LQVWDQFH��WKH�56$�FU\SWRV\VWHP��WR�GLVWULE�
XWH� V\PPHWULF� NH\V�� WKH� 5)&V� VWURQJO\� UHFRPPHQG� WKH� XVH� RI
DV\PPHWULF� FU\SWRJUDSK\� IRU� WKLV� SXUSRVH� DQG� WR� JHQHUDWH� DQG
YDOLGDWH� GLJLWDO� VLJQDWXUHV� IRU� PHVVDJHV� DQG� FHUWLILFDWHV�� 3XEOLF
NH\�PDQDJHPHQW�LQ�3(0�LV�EDVHG�RQ�WKH�XVH�RI�FHUWLILFDWHV�DV�GH�
ILQHG� E\� WKH� &&,77� 'LUHFWRU\� $XWKHQWLFDWLRQ� )UDPHZRUN
>&&,7��F@�� $� SXEOLF� NH\� FHUWLILFDWLRQ� KLHUDUFK\� IRU� 3(0� LV� EHLQJ
HVWDEOLVKHG� E\� WKH� ,QWHUQHW� 6RFLHW\�� 7KLV� FHUWLILFDWLRQ� KLHUDUFK\
VXSSRUWV� XQLYHUVDO� DXWKHQWLFDWLRQ� RI� 3(0� XVHUV�� XQGHU� YDULRXV
SROLFLHV�� ZLWKRXW� WKH� QHHG� IRU� SULRU� ELODWHUDO� DJUHHPHQWV� DPRQJ
XVHUV�RU�RUJDQL]DWLRQV�ZLWK�ZKLFK�WKH�XVHUV�PD\�EH�DIILOLDWHG�

7KH�SULPDU\�IRFXV�RI�WKH�HIIRUW�WR�GHYHORS�DQG�GHSOR\�3ULYDF\�(QKDQFHG
0DLO� �3(0�� LV� WKH� SURYLVLRQ� RI� VHFXULW\� VHUYLFHV� IRU� H�PDLO� XVHUV� LQ� WKH
,QWHUQHW�FRPPXQLW\���7KLV�HIIRUW�EHJDQ�LQ������DV�DQ�DFWLYLW\�>/,11��@�RI
WKH� 3ULYDF\� DQG� 6HFXULW\� 5HVHDUFK� *URXS� �365*��� RU� WKH� ,QWHUQHW� 5H�

���������������������������������������������
�7KH�,QWHUQHW�H�PDLO�FRPPXQLW\�LV�LQWHUSUHWHG�KHUH�WR�LQFOXGH�WKRVH�XVHUV�ZKR

XVH�WKH�SURWRFROV�GHILQHG�E\�5)&�����DQG�5&&�����IRU�H�PDLO�
�7KH�365*�ZDV�IRUPHG�LQ������DQG�LV�RQH�RI�VHYHUDO�JURXSV�WKDW�SXUVXH�YDUL�

RXV�UHVHDUFK�WRSLFV�LQ�WKH�FRQWH[W�RI�WKH�,QWHUQHW��2WKHU�JURXSV�KDYH�EHHQ�FRQ�
VWLWXWHG� WR� H[SORUH� WRSLFV� VXFK� DV� HQG�WR�HQG� SURWRFROV�� PXOWLPHGLD
WHOHFRQIHUHQFLQJ��LQIRUPDWLRQ�ORFDWLRQ�VHUYLFHV��DQG�VR�RQ�
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VHDUFK�7DVN�)RUFH��XQGHU�WKH�DXVSLFHV�RI�WKH�,QWHUQHW�$UFKLWHFWXUH�%RDUG
�,$%����7KH�HIIRUW�KDV�\LHOGHG�D�VHULHV�RI�5HTXHVWV�IRU�&RPPHQW��5)&V���RI
ZKLFK� WKH� PRVW� UHFHQW� VHW�� 5)&V� ����� WR� ����� >/,11���� .(17���
%$/(����.$/$��@��DUH�3URSRVHG�,QWHUQHW�6WDQGDUGV��7KLV�HVVD\�GHVFULEHV
WKH� YHUVLRQ� RI� 3(0� GHILQHG� E\� WKRVH� 5)&V�� 2QJRLQJ� ZRUN� WR� LQWHJUDWH
3(0�ZLWK�0,0(�>%25(��@�LV�QRW�GHWDLOHG�VLQFH��DW�WKH�WLPH�DW�ZKLFK�WKLV
HVVD\�ZDV�SUHSDUHG��WKDW�ZRUN�ZDV�QRW�\HW�VWDEOH�

2YHUYLHZ

3(0�SURYLGHV�VHYHUDO�VHFXULW\�VHUYLFHV�IRU�H�PDLO�XVHUV��FRQILGHQWLDOLW\�
GDWD� RULJLQ� DXWKHQWLFDWLRQ�� DQG� FRQQHFWLRQOHVV� LQWHJULW\�� DV� GHILQHG� E\
,62�>,62��@��,I�DSSURSULDWH�DOJRULWKPV�DUH�XVHG��3(0�DOVR�SURYLGHV�VXS�
SRUW� IRU�QRQUHSXGLDWLRQ�ZLWK�SURRI�RI�RULJLQ��7KHVH�VHUYLFHV�DUH�EXQGOHG
LQWR� WZR� JURXSV�� $OO� PHVVDJHV� SURFHVVHG� WKURXJK� 3(0� LQFRUSRUDWH� WKH
DXWKHQWLFLW\�� LQWHJULW\�� DQG� QRQUHSXGLDWLRQ� VXSSRUW� IDFLOLWLHV�� ZKHUHDV
FRQILGHQWLDOLW\�LV�DQ�RSWLRQDO�VHFXULW\�VHUYLFH�
7KH�LQWHJULW\�DQG�DXWKHQWLFLW\�VHUYLFHV�HQVXUH�D�PHVVDJH�UHFLSLHQW�WKDW

D�PHVVDJH�ZDV�VHQW�E\�WKH�LQGLFDWHG�RULJLQDWRU�DQG�WKDW�WKH�PHVVDJH�KDV
QRW� EHHQ� PRGLILHG� HQ� URXWH�� 7KH� QRQUHSXGLDWLRQ� PHFKDQLVPV� DOORZ� D
PHVVDJH�WR�EH�IRUZDUGHG�WR�D�WKLUG�SDUW\��ZKR�FDQ�YHULI\�WKH� LGHQWLW\�RI
WKH�RULJLQDWRU� �QRW� MXVW�WKH� LGHQWLW\�RI�WKH�IRUZDUGHU��DQG�YHULI\�WKDW�WKH
PHVVDJH�KDV�QRW�EHHQ�DOWHUHG��HYHQ�E\�WKH�RULJLQDO�UHFLSLHQW��7KH�RSWLRQDO
FRQILGHQWLDOLW\�VHUYLFH�HQVXUHV�D�PHVVDJH�RULJLQDWRU�WKDW�WKH�PHVVDJH�WH[W
ZLOO�EH�GLVFORVHG��GHFLSKHUDEOH��RQO\�WR�WKH�GHVLJQDWHG�UHFLSLHQWV�
$V�QRWHG�DERYH��3(0�LV�LQWHQGHG�IRU�XVH�ZLWK�H[LVWLQJ�H�PDLO�V\VWHPV�

SULPDULO\�,QWHUQHW�H�PDLO�DV�GHILQHG�E\�5)&������)LJXUH���LOOXVWUDWHV�KRZ
3(0�FDQ�EH�LQWHJUDWHG�LQWR�H[LVWLQJ�PDLO�V\VWHP�DUFKLWHFWXUHV��$�YDULHW\
RI�HQYLURQPHQWV�DUH�LOOXVWUDWHG�KHUH��LQFOXGLQJ�PHVVDJH�SUHSDUDWLRQ�RQ�D
PXOWLXVHU�KRVW� LQFRUSRUDWLQJ� D�PHVVDJH� WUDQVIHU� DJHQW� �07$�� DQG� UHOD\
WKURXJK�DQ�LQWHUPHGLDWH�07$���,Q�WKH�ILJXUH��PHVVDJHV�DUH�UHWULHYHG�IURP
D�PDLOER[�RQ�D� FRPSXWHU� WKDW� LV� VHSDUDWH� IURP� WKH� UHFLSLHQW·V�ZRUNVWD�
���������������������������������������������
�7KH�,$%�RYHUVHHV�WKH�GHYHORSPHQW�RI�WKH�,QWHUQHW�DUFKLWHFWXUH�DQG�WKH�H[HFX�

WLRQ�RI�WKH�,QWHUQHW�VWDQGDUGV�SURFHVV��XQGHU�WKH�DXVSLFHV�RI�WKH�,QWHUQHW�6RFLHW\�
�5)&V�DUH�WKH�RIILFLDO��DUFKLYDO�SXEOLFDWLRQV�RI�WKH�,$%��$OO�SURWRFRO�VWDQGDUGV

DUH�SXEOLVKHG�DV�5)&V�� EXW�QRW� DOO�5)&V�DUH� SURWRFRO� VWDQGDUGV�� )RU� H[DPSOH�
VRPH�5)&V�DUH�PHUHO\�LQIRUPDWLRQDO��RWKHUV�GHVFULEH�H[SHULPHQWDO�SURWRFROV��DQG
VWLOO�RWKHUV�FRQVWLWXWH�SROLF\�VWDWHPHQWV��5)&V�DUH�DYDLODEOH�RQ�OLQH�IURP�YDULRXV
VLWHV�DQG�LQ�KDUG�FRS\�IRUP�IURP�65,�,QWHUQDWLRQDO�DQG�WKH�,QWHU1,&�
�7KH� FRQFHSWV� RI� 8$V� DQG�07$V� DUH� WDNHQ� IURP� ;����� >&&,7��D@� EXW� DSSO\

HTXDOO\� ZHOO� WR� PHVVDJLQJ� LQ� WKH� 7&3�,3� HQYLURQPHQW�� ,Q� WKH� 7&3�,3� SURWRFRO
VXLWH�� 07$V� DUH� UHSUHVHQWHG� E\� 6073� �GHILQHG� LQ� 5)&� ����� SURFHVVHV�� ZKLFK
URXWH� DQG� UHOD\�PDLO� WUDIILF��8$V� DUH� UHSUHVHQWHG� E\� SURFHVVHV� WKDW� LPSOHPHQW
5)&�����PHVVDJH�SURFHVVLQJ�
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WLRQ��IRU�H[DPSOH��XVLQJ�WKH�3RVW�2IILFH�3URWRFRO��323��>526(��@��RU�3��LQ
DQ� ;����� HQYLURQPHQW��� 7R� PD[LPL]H� FRPSDWLELOLW\� ZLWK� VXFK� V\VWHPV�
3(0�LV�GHVLJQHG�WR�EH�WUDQVSDUHQW�WR�PDLO�WUDQVIHU�V\VWHPV��VR�WKDW�WKH
H[LVWLQJ� WUDQVSRUW� LQIUDVWUXFWXUH� FDQ�EH�XVHG� IRU�3(0��3(0�DOVR� LV� GH�
VLJQHG� WR� EH�PLQLPDOO\� LQWUXVLYH� WR�PDLO� V\VWHP� XVHU� DJHQWV�� DOWKRXJK
WUDQVSDUHQF\�KHUH�VHHPV�WR�HQWDLO�WUDGH�RIIV�LQ�TXDOLW\�RI�WKH�XVHU�LQWHU�
IDFH�

Figure 1. PEM environment.

2QH�FDQ� LPSOHPHQW�3(0�DV�D� ILOWHU� DSSOLHG� WR�D� ILOH� FUHDWHG�XVLQJ�DQ
HGLWRU�EXW�SULRU�WR�VXEPLVVLRQ�WR�D�PDLO�V\VWHP�XVHU�DJHQW��+RZHYHU��WKLV
DSSURDFK�PD\�SURYLGH�D�SRRU�XVHU�LQWHUIDFH�XQOHVV�D�VXEVWDQWLDO�DPRXQW
RI�PHFKDQLVP�IURP�WKH�XVHU�DJHQW� LV�UHSOLFDWHG� LQ� WKH�3(0�ILOWHU�RU� WKH
HGLWRU� �IRU� H[DPSOH�� WR� GHDO� ZLWK� DFTXLVLWLRQ� RI� UHFLSLHQW� DGGUHVVHV��� ,Q
FRQWUDVW�� LI� 3(0� SURFHVVLQJ� LV� LQWHJUDWHG� LQWR� D� XVHU� DJHQW�� WKH� XVHU
DJHQW�PXVW�SURYLGH�QHZ�XVHU�LQWHUIDFH�IDFLOLWLHV�WR�DOORZ�VHOHFWLRQ�RI�VHFX�
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ULW\� VHUYLFHV�� EXW� WKH� UHVXOWLQJ� LQWHUIDFH� FDQ� EH� HVSHFLDOO\� ´XVHU� IULHQGO\�µ
%RWK�DSSURDFKHV�WR�3(0�LPSOHPHQWDWLRQ�DUH�LOOXVWUDWHG�LQ�)LJXUH���

,Q� SURYLGLQJ� WKHVH� VHFXULW\� VHUYLFHV�� 3(0� XVHV� D� YDULHW\� RI� FU\SWR�
JUDSKLF�DOJRULWKPV��7KHVH�DOJRULWKPV�SURYLGH�IRU�PHVVDJH�LQWHJULW\��PHV�
VDJH� HQFU\SWLRQ�� GLJLWDO� VLJQDWXUHV�� DQG� GLVWULEXWLRQ� RI� NH\V� XVHG� WR
HQFLSKHU�PHVVDJHV�� ,I�SXEOLF�NH\�DOJRULWKPV�DUH�XVHG� LQ�WKLV� ODWWHU�FRQ�
WH[W��WKHQ�WZR�DGGLWLRQDO�DOJRULWKPV�PXVW�EH�VSHFLILHG��RQH�IRU�FHUWLILFDWH
KDVKLQJ�DQG�RQH� IRU� FHUWLILFDWH� VLJQDWXUHV��7KH�EDVH�3(0�VWDQGDUGV�GR
QRW�UHTXLUH�WKH�XVH�RI�VSHFLILF�DOJRULWKPV�IRU�DQ\�RI�WKHVH�SXUSRVHV��EXW
UDWKHU�SURYLGH� IDFLOLWLHV� WR� LGHQWLI\�ZKLFK�DOJRULWKPV�DUH�XVHG�RQ�D�SHU�
PHVVDJH� DQG� SHU�UHFLSLHQW� EDVLV�� $� VHSDUDWH� VWDQGDUG� ZLWKLQ� WKH� 3(0
VHULHV� �LQLWLDOO\��5)&�������SURYLGHV�VSHFLILFDWLRQV�IRU�WKH�XVH�RI�VSHFLILF
DOJRULWKPV�ZLWK�3(0�

Acronyms used in this essay

ASCII: American Standard Code for Information Interchange
ASN: Abstract Syntax Notation
CA: Certification Authority
CBC: Cipher block chaining
CCITT: International Telegraph and Telephone Consultative Committee,

now called the International Telecommunications Union — Telecommu-
nications Standardization Sector (ITU-T)

CRL: Certificate revocation list
DES: Data Encryption Standard
DSA: Directory Services Agent (Note: In cryptography, DSA is the Digital

Signature Algorithm.)
IAB: Internet Architecture Board
IPRA: Internet PCA Registration Authority
ISO: International Standards Organization
MIC: Message integrity code
MTA: Message transfer agent
OSI: Open Systems Interconnection
PCA: Policy Certification Authority
PSRG: Privacy and Security Research Group
PEM: Privacy Enhanced Mail
POP: Post Office Protocol
RFC: Request for Comments
RSA: Rivest, Shamir, and Adleman
SMTP: Simple Message Transfer Protocol
TCP/IP: Transmission Control Protocol/Internet Protocol
UA: User agent
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3(0� LV� RULHQWHG� SULPDULO\� WRZDUG� XVH� LQ� WKH� ,QWHUQHW� H�PDLO� HQYLURQ�
PHQW�� DV� FKDUDFWHUL]HG� E\� WKH� XVH� RI� WZR� ,QWHUQHW� VWDQGDUGV�� 5)&� ���
>&52&��@� DQG� 6073� >3267��@�� 7KH� IRUPHU� GHILQHV� WKH� V\QWD[� DQG
�KHDGHU��VHPDQWLFV�IRU�PHVVDJHV��ZKLOH�WKH�ODWWHU�GHILQHV�WKH�SURWRFRO�IRU
WUDQVSRUW� RI�PHVVDJHV�� $OWKRXJK� GHVLJQHG� H[SUHVVO\� IRU� XVH� ZLWK� WKHVH
SURWRFROV��3(0�FDQ�EH�XVHG�LQ�D�ZLGHU�UDQJH�RI�PHVVDJLQJ�HQYLURQPHQWV�
IRU� H[DPSOH�� WKH� 1,67� 2SHQ� ,PSOHPHQWRUV� :RUNVKRS� KDV� GHILQHG� DQ
;����� ERG\� SDUW� WR� FDUU\� 3(0�PHVVDJHV�� 3(0�SURFHVVHG�PHVVDJHV� LQ�
WHQWLRQDOO\� HPSOR\� D� ��ELW� HQFRGLQJ� WKDW� XWLOL]HV� D� VXEVHW� RI� SULQWDEOH
FKDUDFWHUV�WR�PD[LPL]H�WKH�OLNHOLKRRG�WKDW�VXFK�PHVVDJHV�FDQ�WUDQVLW�WKH
PDLO�JDWHZD\V� �PDQ\�RI�ZKLFK�GR�QRW�SURYLGH� WUDQVSDUHQW� IRUZDUGLQJ�RI
PHVVDJH� FRQWHQWV�� WKDW� OLQN� ,QWHUQHW� H�PDLO� WR� RWKHU� H�PDLO� V\VWHPV�³
%,71(7��881(7��DQG�VR�RQ�
,Q� DGGLWLRQ� WR� WKH� VSHFLILFDWLRQ� RI� PHVVDJH� SURFHVVLQJ� IDFLOLWLHV�� WKH

3(0�VWDQGDUGV�SURYLGH� IRU� D� SXEOLF� NH\� FHUWLILFDWLRQ� LQIUDVWUXFWXUH�� $O�
WKRXJK�3(0�DOORZV�IRU�WKH�XVH�RI�HLWKHU�VHFUHW�NH\��V\PPHWULF��RU�SXEOLF
NH\� �DV\PPHWULF�� FU\SWRDOJRULWKPV� IRU� NH\� GLVWULEXWLRQ�� WKH� VWDQGDUGV
HQFRXUDJH� WKH� XVH� RI� SXEOLF� NH\� FU\SWRJUDSK\� EHFDXVH� RI� LWV� DELOLW\� WR
VXSSRUW�D�YHU\�ODUJH��GLVWULEXWHG�XVHU�FRPPXQLW\��7KH�VSHFLILF�DSSURDFK
WR�SXEOLF�NH\�FU\SWRJUDSK\�DGRSWHG�IRU�3(0�LV�EDVHG�RQ�WKH�XVH�RI�FHUWLIL�
FDWHV��DV�GHILQHG�LQ�&&,77�5HFRPPHQGDWLRQ�;�����
7KH�3(0�VWDQGDUGV�HVWDEOLVK�D�VSHFLILF�IUDPHZRUN�IRU�D�SXEOLF�NH\�FHU�

WLILFDWLRQ�V\VWHP�IRU�VHYHUDO�UHDVRQV��$OWKRXJK�3(0�PDNHV�XVH�RI�;����
FHUWLILFDWHV�� WKLV� &&,77� UHFRPPHQGDWLRQ� GRHV� QRW� SURYLGH� D� VHPDQWLF
FRQWH[W� LQ� ZKLFK� WR� LQWHUSUHW� FHUWLILFDWHV�� ;����� HPERGLHV� D� GHJUHH� RI
JHQHUDOLW\�WKDW��LI�IXOO\�H[SORLWHG��FRXOG�UHVXOW�LQ�UDWKHU�FRPSOH[�FHUWLILFD�
WLRQ� UHODWLRQVKLSV�� 7KH� 3(0� FHUWLILFDWLRQ� V\VWHP� LPSRVHV� FRQYHQWLRQV
WKDW�PDNH� FHUWLILFDWLRQ� UHODWLRQVKLSV� VWUDLJKWIRUZDUG�DQG�DOORZ�XVHUV� WR
UHDGLO\� LQWHUSUHW� HDFK� FHUWLILFDWH� DVVRFLDWHG� ZLWK� RWKHU� 3(0� XVHUV�� $Q�
RWKHU�DGYDQWDJH�RI�HVWDEOLVKLQJ�WKLV�FHUWLILFDWLRQ�IUDPHZRUN�LV�WKDW�LW�FDQ
EH�XVHG�ZLWK�RWKHU�VHFXULW\�SURWRFROV��IRU�H[DPSOH��;�����DQG�;������7KH
VDPH�FHUWLILFDWHV�XVHG�IRU�3(0�FRXOG�EH�HPSOR\HG�ZLWK�WKHVH�RWKHU�DSSOL�
FDWLRQV�LQ�VXSSRUW�RI�VHFXULW\�VHUYLFHV�

3(0�PHVVDJH�VXEPLVVLRQ��0HVVDJH�SURFHVVLQJ

7KH�RYHUDOO� IORZ�RI�GDWD� IRU�3(0�PHVVDJH�VXEPLVVLRQ�SURFHVVLQJ� LV� LO�
OXVWUDWHG� LQ� )LJXUH� ��� 7KHUH� DUH� WZR� VRXUFHV� RI� GDWD� LQSXW� WR� 3(0� IRU
PHVVDJH� VXEPLVVLRQ�� PHVVDJH� KHDGHU� DQG� PHVVDJH� WH[W�� 7KH� PHVVDJH
KHDGHU� LQIRUPDWLRQ�ZLOO� EH� FDUULHG� LQ� WKH� 5)&� ���� KHDGHU� RI� WKH� ILQDO�
SURFHVVHG� 3(0� PHVVDJH�� 7KLV� GDWD� ODUJHO\� E\SDVVHV� 3(0� SURFHVVLQJ�
ZLWK� WKH� SRVVLEOH� H[FHSWLRQ� WKDW� WKH� 6XEMHFW� ILHOG�� LI� GHHPHG� VHQVLWLYH�
PLJKW�EH�RPLWWHG�RU�D�EHQLJQ�6XEMHFW�PLJKW�EH�VXEVWLWXWHG��IRU�H[DPSOH�
´(QFU\SWHG�0HVVDJHµ���7KLV�KHDGHU�LV�VHSDUDWHG�IURP�WKH�UHPDLQGHU�RI�WKH
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GDWD�E\�D�EODQN�OLQH��IROORZLQJ�WKH�XVXDO�FRQYHQWLRQ��DQG�WKHQ�DQ�H[SOLFLW
ERXQGDU\�PDUNHU�LV�LQVHUWHG�WR�LGHQWLI\�WKLV�DV�D�3(0�PHVVDJH�
6RPH�RI�WKH�KHDGHU�GDWD��QDPHO\�UHFLSLHQW�DGGUHVVHV��VHUYH�DV�LQSXW�WR

3(0� SURFHVVLQJ� WR� FRQWURO� WKH� �RSWLRQDO�� PHVVDJH� HQFU\SWLRQ� IXQFWLRQ�
ZKLFK� JHQHUDWHV� 3(0� HQFDSVXODWHG� KHDGHU� GDWD�� )ROORZLQJ� WKLV� 3(0
PHVVDJH�KHDGHU�GDWD�LV�DQRWKHU�EODQN�OLQH��7KH�PHVVDJH�WH[W�LWVHOI��SRV�
VLEO\�DXJPHQWHG�E\�KHDGHU�ILHOGV�UHSOLFDWHG�VR�WKDW�WKH\�FDQ�EH�DIIRUGHG
SURWHFWLRQ�� EHFRPHV� WKH� HQFDSVXODWHG� WH[W� RI� WKH� 3(0�SURFHVVHG� PHV�
VDJH�� IROORZLQJ� WKH� �VHFRQG�� EODQN� OLQH�� )LQDOO\�� D� FRPSOHPHQWDU\� 3(0
ERXQGDU\�PHVVDJH�FRPSOHWHV�WKH�3(0�PHVVDJH�

Figure 2. PEM message submission overview.

3(0� PHVVDJH� SURFHVVLQJ� LQYROYHV� WKUHH� PDMRU� WUDQVIRUPDWLRQ� VWHSV�
6073� FDQRQLFDOL]DWLRQ�� FRPSXWDWLRQ� RI� WKH�PHVVDJH� LQWHJULW\� FRGH�� DQG
RSWLRQDO�PHVVDJH� HQFU\SWLRQ� IROORZHG� E\� RSWLRQDO� ��ELW� HQFRGLQJ�� 7KHVH
VWHSV�DUH�LOOXVWUDWHG�LQ�)LJXUH���
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Figure 3. PEM processing steps.

7KH�ILUVW�VWHS�XVHV�WKH�FDQRQLFDOL]DWLRQ�VSHFLILHG�E\�6073�WR�HQVXUH�D
XQLIRUP� SUHVHQWDWLRQ� V\QWD[� DPRQJ� D� KHWHURJHQHRXV� FROOHFWLRQ� RI� FRP�
SXWHU�V\VWHPV��$�VKRUWFRPLQJ�RI�WKLV�SDUWLFXODU�FKRLFH�RI�SURFHVVLQJ�³�DV
RSSRVHG� WR�D�PRUH�JHQHUDO�SUHVHQWDWLRQ�V\QWD[�VXFK�DV� WKH�$61��� FRQ�
FUHWH�HQFRGLQJ�XVHG�LQ�;�����>&&,7��D@�³�LV�WKDW�LW�UHVWULFWV�WKH�LQSXW�WR
��ELW�$6&,,��+RZHYHU��WKLV�VSHFLILF�FDQRQLFDOL]DWLRQ�ZDV�VHOHFWHG�EHFDXVH
WKH� SULPDU\� DSSOLFDWLRQ� HQYLURQPHQW�� WKDW� LV�� ,QWHUQHW� H�PDLO�� LPSRVHG
WKH�VDPH�UHVWULFWLRQV�
7KH� VHFRQG� VWHS� EHJLQV�ZLWK� WKH� FDOFXODWLRQ� RI� WKH�PHVVDJH� LQWHJULW\

FRGH��0,&���3(0�DOORZV�WKLV�IXQFWLRQ�WR�EH�DV�VLPSOH�DV�D�'(6�PHVVDJH
DXWKHQWLFDWLRQ�FRGH�LI�WKH�PHVVDJH�LV�GLUHFWHG�WR�RQO\�D�VLQJOH�UHFLSLHQW�
+RZHYHU��PRVW�PHVVDJHV�ZLOO�EH�DGGUHVVHG�WR�PXOWLSOH�UHFLSLHQWV��DQG�LQ
VXFK�FLUFXPVWDQFHV�D�RQH�ZD\�KDVK�IXQFWLRQ�LV�UHTXLUHG�WR�SUHYHQW�DQ\
RQH�UHFLSLHQW�IURP�VSRRILQJ�RWKHUV��0RUHRYHU��VXSSRUW�IRU�QRQUHSXGLDWLRQ
ZLWK�SURRI�RI�RULJLQ�LV�SURYLGHG�RQO\�LI�D�RQH�ZD\�KDVK�LV�XVHG��7KH�0,&�LV
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FDOFXODWHG�RQ�WKH�FDQRQLFDOL]HG�YHUVLRQ�RI�WKH�PHVVDJH�WR�SHUPLW�XQLIRUP
YHULILFDWLRQ�LQ�WKH�KHWHURJHQHRXV�HQYLURQPHQW�DOOXGHG�WR�DERYH��7KH�VSH�
FLILF�DOJRULWKP�XVHG�IRU�0,&�FRPSXWDWLRQ�LV�VSHFLILHG�LQ�WKH�0,&�,QIR�ILHOG
RI�WKH�3(0�KHDGHU��)LJXUH����
7KH� VHFRQG� VWHS� DOVR� SURYLGHV�PHVVDJH� HQFU\SWLRQ� �LI� VHOHFWHG� E\� WKH

RULJLQDWRU��� ,I� WKH�PHVVDJH� LV� WR� EH� HQFU\SWHG�� DQ\� SDGGLQJ� UHTXLUHG� E\
WKH�PHVVDJH�HQFU\SWLRQ�DOJRULWKP�LV� ILUVW�DSSOLHG��$�PHVVDJH�NH\�� WR�EH
XVHG�H[FOXVLYHO\� WR�HQFU\SW� WKLV�PHVVDJH�� LV� JHQHUDWHG��7KH� �V\PPHWULF�
HQFU\SWLRQ� DOJRULWKP� HPSOR\HG� LV� VSHFLILHG� LQ� WKH�'(.�,QIR� ILHOG� LQ� WKH
3(0�KHDGHU��)LJXUH�����DORQJ�ZLWK�DQ\�SDUDPHWHUV�UHTXLUHG�E\�WKH�DOJR�
ULWKP��IRU�H[DPSOH��DQ�LQLWLDOL]DWLRQ�YHFWRU���7KH�FDQRQLFDO��SDGGHG�DV�UH�
TXLUHG��PHVVDJH�WH[W�LV�WKHQ�HQFU\SWHG�XVLQJ�WKH�SHU�PHVVDJH�NH\��$OO�RI
WKHVH�DFWLRQV�DUH�SHUIRUPHG�RQO\�LI�WKH�PHVVDJH�LV�RI�W\SH�(1&5<37('�
7KH�WKLUG��ILQDO��SURFHVVLQJ�VWHS�UHQGHUV�DQ�(1&5<37('�RU�0,&�21/<

PHVVDJH� LQWR� D� SULQWDEOH� IRUP� VXLWDEOH� IRU� WUDQVPLVVLRQ� YLD� 6073� DQG
DFURVV� D� YDULHW\� RI� PHVVDJLQJ� V\VWHP� ERXQGDULHV�� 7KLV� HQFRGLQJ� VWHS
WUDQVIRUPV�WKH��RSWLRQDOO\�HQFU\SWHG��PHVVDJH�WH[W�LQWR�D�UHVWULFWHG���ELW
DOSKDEHW��SOXV�OLQH�OHQJWK�FRQVWUDLQWV�WKDW�PDNH�WKH�HQFRGLQJ�FRPSDWLEOH
ZLWK�6073�FDQRQLFDOL]DWLRQ���,I�WKH�PHVVDJH�KDV�EHHQ�HQFU\SWHG��WKLV�HQ�
FRGLQJ�VHUYHV�WR�WUDQVIRUP�WKH�UHVXOWLQJ���ELW�FLSKHUWH[W�LQWR�D�IRUP�WKDW
FDQ� EH� WUDQVPLWWHG� XVLQJ� 6073� DQG� RWKHU� PHVVDJH� WUDQVIHU� SURWRFROV
�ZKLFK�UHTXLUH���ELW�$6&,,���0,&�&/($5�PHVVDJHV�DUH�QRW�VXEMHFW�WR�DQ\
SRUWLRQ�RI�WKH�WKLUG�SURFHVVLQJ�VWHS��$�0,&�&/($5�PHVVDJH�LV�D�VLJQHG�
EXW�QRW�HQFU\SWHG��PHVVDJH�WKDW�LV�QRW�HQFRGHG��VSHFLILFDOO\�VR�WKDW�LW�FDQ
EH�VHQW� WR�D�PL[HG�VHW�RI� UHFLSLHQWV�� VRPH�RI�ZKRP�XVH�3(0�DQG�VRPH
ZKR�GR�QRW�
(YHQ� LI� WKH�PHVVDJH� KDV� QRW� EHHQ� HQFU\SWHG�� WKLV� HQFRGLQJ� HQVXUHV�

ZLWK�KLJK�SUREDELOLW\��WKDW�WKH�FDQRQLFDOL]HG�YHUVLRQ�RI�WKH�PHVVDJH��SUR�
GXFHG� LQ� VWHS� ��� ZLOO� QRW� EH� DOWHUHG� �EHQLJQO\�� LQ� WUDQVLW�� IRU� H[DPSOH�
ZKLOH�SDVVLQJ�WKURXJK�D�PDLO�JDWHZD\��$�FKDQJH�LQ�DV�OLWWOH�DV�RQH�ELW�RI
WKH� WH[W�ZRXOG� FDXVH� WKH�0,&� FKHFN� WR� IDLO� DW� D� GHVWLQDWLRQ�� KHQFH� WKH
QHHG� WR� HQVXUH� WKDW� WKH� WUDQVIRUPHG� PHVVDJH� WH[W� FDQ� EH� WUDQVPLWWHG
ZLWKRXW� PRGLILFDWLRQ�� %HFDXVH� 0,&�&/($5� PHVVDJHV� DUH� QRW� HQFRGHG�
WKH\�DUH�VXVFHSWLEOH� WR� �EHQLJQ��JDWHZD\�PDQLSXODWLRQ�DQG� WKXV�UXQ�DQ
LQFUHDVHG� ULVN� RI� IDLOLQJ� WKH�0,&� FKHFN� DW� UHFLSLHQWV�ZKR� SHUIRUP� 3(0
SURFHVVLQJ��7KH�SURYLVLRQ�RI�WKH�0,&�&/($5�PHVVDJH�W\SH� LQ�3(0�WKXV
UHSUHVHQWV� DQ� H[SOLFLW� WUDGH�RII� EHWZHHQ� LPPXQLW\� WR� �EHQLJQ�� WUDQVSRUW
PDQLSXODWLRQ�DQG�IOH[LELOLW\�LQ�VHQGLQJ�PDLO�WR�PL[HG�XVHU�FRPPXQLWLHV�

3(0�PHVVDJH�VXEPLVVLRQ��+HDGHU�FRQVWUXFWLRQ

$IWHU�WKH�SURFHVVLQJ�VWHSV�GHVFULEHG�DERYH�KDYH�EHHQ�DFFRPSOLVKHG��WKH
3(0�PHVVDJH�KHDGHU� LV� FRQVWUXFWHG�� 7KH� SUHFLVH� VWHSV� IROORZHG� DW� WKLV
SRLQW�GHSHQG�RQ�ZKHWKHU�VHFUHW�NH\�RU�SXEOLF�NH\�FU\SWRJUDSK\�LV�XVHG�WR
GLVWULEXWH� NH\V�� 6LQFH� WKH� SXEOLF� NH\� DSSURDFK� LV� H[SHFWHG� WR� EH� PRVW
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Figure 4. Sample PEM message.

To: Linn@dec.com
From: Kent@bbn.com
Subject: Encrypted PEM Message
-----BEGIN PRIVACY-ENHANCED MESSAGE-----

Proc-Type: 4,ENCRYPTED
Content-Domain: RFC822
DEK-Info: DES-CBC,BFF968AA74691AC1
Originator-Certificate:Key-Info: RSA,
I3rRIGXUGWAF8js5wCzRTkdhO34PTHdRZY9Tuvm03M+NM7fx6qc5udixps2Lng0+
wGrtiUm/ovtKdinz6ZQ/aQ==

Issuer-Certificate:MIC-Info: RSA-MD5,RSA,
UdFJR8u/TIGhfH65ieewe2lOW4tooa3vZCvVNGBZirf/7nrgzWDABz8w9NsXSexv
AjRFbHoNPzBuxwmOAFeA0HJszL4yBvhG

Recipient-ID-Asymmetric:
MFExCzAJBgNVBAYTAlVTMSAwHgYDVQQKExdSU0EgRGF0YSBTZWN1cml0eSwgSW5j
LjEPMA0GA1UECxMGQmV0YSAxMQ8wDQYDVQQLEwZOT1RBUlk=,
66

Key-Info: RSA,
O6BS1ww9CTyHPtS3bMLD+L0hejdvX6Qv1HK2ds2sQPEaXhX8EhvVphHYTjwekdWv
7x0Z3Jx2vTAhOYHMcqqCjA==

qeWlj/YJ2Uf5ng9yznPbtD0mYloSwIuV9FRYx+gzY+8iXd/NQrXHfi6/MhPfPF3d
jIqCJAxvld2xgqQimUzoS1a4r7kQQ5c/Iua4LqKeq3ciFzEv/MbZhA==
-----END PRIVACY-ENHANCED MESSAGE-----
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ZLGHO\�XVHG�DQG�LWV�XVH�LV�VWURQJO\�HQFRXUDJHG�E\�WKH�VSHFLILFDWLRQV��WKLV
HVVD\� IRFXVHV�RQ� WKDW� WHFKQLTXH��)LJXUH���GLVSOD\V�D� VDPSOH�3(0�PHV�
VDJH��ZLWK�DQ�5)&�����KHDGHU��DQG�WKH�IROORZLQJ�WH[W�LV�NH\HG�WR�WKLV�H[�
DPSOH��7KH�VDPSOH�PHVVDJH�PDNHV�XVH�RI�YHUVLRQ���RI�WKH�SURWRFRO�DQG�LV
HQFU\SWHG��DV�LQGLFDWHG�E\�WKH�3URF�7\SH�ILHOG�
7R� SURYLGH� GDWD� RULJLQ� DXWKHQWLFDWLRQ� DQG� PHVVDJH� LQWHJULW\�� DQG� WR

VXSSRUW�QRQUHSXGLDWLRQ�ZLWK�SURRI�RI�RULJLQ��WKH�0,&�FRPSXWHG�DERYH�LQ
VWHS���LV�SDGGHG�DQG�WKHQ�HQFU\SWHG�XVLQJ�WKH�SULYDWH�FRPSRQHQW�RI�WKH
RULJLQDWRU·V�SXEOLF�NH\�SDLU��7KLV�HIIHFWV�D�GLJLWDO� VLJQDWXUH�RQ� WKH�PHV�
VDJH��ZKLFK�FDQ�EH�YHULILHG�E\�DQ\�XVHU�HPSOR\LQJ�WKH�RULJLQDWRU·V�SXEOLF
FRPSRQHQW��,I�WKH�PHVVDJH�LV�HQFU\SWHG��WKLV�VLJQDWXUH�YDOXH�LV�HQFU\SWHG
XVLQJ�WKH�VHFUHW��SHU�PHVVDJH�NH\��ZKLFK�ZDV�XVHG�WR�HQFU\SW� WKH�PHV�
VDJH� WH[W� LWVHOI�� 7KLV� ODVW� HQFU\SWLRQ� VWHS� LV�XVHG� WR� SURWHFW� DJDLQVW� WKH
GLVFORVXUH�RI�D��WULYLDO��UHSHWLWLYH�PHVVDJH�FRQWHQW�WKDW�FRXOG�EH�GLVFHUQHG
E\�REVHUYDWLRQ�RI�WKH�VLJQHG�KDVK�YDOXH��7KH�UHVXOWLQJ�YDOXH�LV���ELW�HQ�
FRGHG�DQG�LQFOXGHG�LQ�WKH�0,&�,QIR�ILHOG��)LJXUH�����DORQJ�ZLWK�WKH�LGHQWL�
ILHUV� RI� WKH� 0,&� DOJRULWKP� DQG� WKH� GLJLWDO� VLJQDWXUH� DOJRULWKP�� ,Q� WKLV
H[DPSOH��WKH�0'��KDVK�IXQFWLRQ�LV�XVHG�DV�WKH�0,&�DOJRULWKP��DQG�WKH
56$�DOJRULWKP�LV�XVHG�DV�WKH�GLJLWDO�VLJQDWXUH�DOJRULWKP�
,I�WKH�PHVVDJH�LV�HQFU\SWHG��WKH�DOJRULWKP�XVHG�WR�HQFU\SW�WKH�PHVVDJH

DQG�DQ\�SDUDPHWHUV�UHTXLUHG�E\�WKH� �PHVVDJH��HQFU\SWLRQ�DOJRULWKP�DUH
VSHFLILHG�LQ�WKH�'(.�,QIR�ILHOG��ZKLFK�DSSHDUV�RQFH�SHU�PHVVDJH��,Q�WKLV
H[DPSOH��WKH�&%&�PRGH�RI�'(6�LV�XVHG�DV�WKH�HQFU\SWLRQ�DOJRULWKP��DQG
WKH�LQLWLDOL]DWLRQ�YHFWRU�XVHG�LV�UHSUHVHQWHG�DV�WKH�VHFRQG�FRPSRQHQW�RI
WKLV�ILHOG�
7R� SURYLGH� FRQILGHQWLDOLW\�� RQH� FRS\� RI� WKH� PHVVDJH� NH\� LV� HQFU\SWHG

XVLQJ�WKH�SXEOLF�FRPSRQHQW�RI�WKH�SXEOLF�NH\�SDLU� IRU�HDFK�UHFLSLHQW�� ,Q
WKLV� ZD\�� HDFK� FRS\� RI� WKH�PHVVDJH� NH\� LV� SURWHFWHG� LQ� D� IDVKLRQ� WKDW
PDNHV�LW�GHFLSKHUDEOH�E\�H[DFWO\�RQH�UHFLSLHQW��7KH�UHVXOW�RI�WKLV�HQFU\S�
WLRQ� LV�SODFHG� LQ�WKH�.H\�,QIR� ILHOG�� IROORZLQJ�DQ� LGHQWLILHU� IRU� WKH�SXEOLF
NH\� DOJRULWKP� XVHG� WR� HQFU\SW� WKH�PHVVDJH� NH\�� (DFK� .H\�,QIR� ILHOG� LV
SUHFHGHG�E\�D�5HFLSLHQW�,'�$V\PPHWULF� ILHOG�WKDW� LGHQWLILHV�WKH�UHFLSLHQW
�E\�WKH�;�����GLVWLQJXLVKHG�QDPH��RI�KLV�FHUWLILFDWH�LVVXHU�DQG�FHUWLILFDWH
VHULDO�QXPEHU���7KXV�HDFK�SDLU�RI�WKHVH�3(0�KHDGHU�ILHOGV�WRJHWKHU�SUR�
YLGHV�WKH�LQIRUPDWLRQ�UHTXLUHG�IRU�D�UHFLSLHQW�WR�GHFU\SW�D�PHVVDJH��+HUH
56$�LV�XVHG�DV�WKH�SXEOLF�NH\�HQFU\SWLRQ�DOJRULWKP�DQG�LV�VR�LGHQWLILHG�LQ
WKH�.H\�,QIR�ILHOG�
7KH�RULJLQDWRU�PD\��DW�KLV�GLVFUHWLRQ��SURYLGH�KLV�FHUWLILFDWH� �XVLQJ�WKH

2ULJLQDWRU�&HUWLILFDWH�ILHOG��DQG�WKH�FHUWLILFDWH�RI�WKH�HQWLW\�WKDW�LVVXHG�KLV
FHUWLILFDWH��DQG�VR�RQ��XVLQJ�PXOWLSOH�,VVXHU�&HUWLILFDWH�ILHOGV�DV�UHTXLUHG��
���������������������������������������������
�(DFK�HQWU\�LQ�DQ�;�����GLUHFWRU\�VHUYHU�KDV�D�XQLTXH�QDPH�ZKLFK� LGHQWLILHV

WKDW�HQWU\��FDOOHG�WKH�´GLVWLQJXLVKHG�QDPHµ�RI�WKH�HQWU\��7KDW�QDPH�LV�FRPSRVHG
RI�VHOHFWHG�DWWULEXWHV�IURP�VXSHULRU�HQWULHV�LQ�WKH�GLUHFWRU\�WUHH��DOO�WKH�ZD\�EDFN
WR�WKH�URRW�
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7KH� LQFOXVLRQ�RI� WKHVH�FHUWLILFDWHV� LV� LQWHQGHG�WR� IDFLOLWDWH� WKH�FHUWLILFDWH
YDOLGDWLRQ�SURFHVV�E\�UHFLSLHQWV��EXW�LV�QRW�UHTXLUHG��7KLV�H[DPSOH� LOOXV�
WUDWHV� WKH� LQFOXVLRQ�RI� WKH�RULJLQDWRU·V� FHUWLILFDWH� DQG� RQH� LVVXHU� FHUWLIL�
FDWH�

3(0�PHVVDJH�GHOLYHU\�SURFHVVLQJ

2Q�UHFHLSW�RI�D�3(0�SURWHFWHG�PHVVDJH��D�UHFLSLHQW�ILUVW�VFDQV�WKH�3(0
KHDGHU�WR�LGHQWLI\�WKH�YHUVLRQ�RI�3(0�WKDW�ZDV�XVHG�DQG�WKH�IRUP�RI�3(0
SURFHVVLQJ� WKDW� KDV� EHHQ� DSSOLHG�� (1&5<37('�� 0,&�21/<�� RU� 0,&�
&/($5��7KH�PHVVDJH�W\SH�GHWHUPLQHV�WKH�SURFHVVLQJ�VWHSV�SHUIRUPHG�E\
WKH�UHFLSLHQW�
,I�WKH�PHVVDJH�LV�(1&5<37('�RU�0,&�21/<��WKH�ILUVW�VWHS�LV�WKH�LQYHU�

VLRQ�RI�WKH�HQFRGLQJ�SURFHVV�DSSOLHG�E\�WKH�RULJLQDWRU��FRQYHUWLQJ�WKH���
ELW�HQFRGLQJ�EDFN� LQWR� WKH�FLSKHUWH[W�RU�FDQRQLFDO�SODLQWH[W� IRUP�� ,I� WKH
PHVVDJH� LV� (1&5<37('�� WKH� UHFLSLHQW� VFDQV� WKH� 3(0�KHDGHU� WR� ORFDWH
WKH� 5HFLSLHQW�,'�$V\PPHWULF� ILHOG� IRU� WKLV� UHFLSLHQW�� 7KH� UHFLSLHQW� XVHV
WKH� SULYDWH� FRPSRQHQW� RI� KLV� SXEOLF� NH\� SDLU� WR� GHFU\SW� WKH� DVVRFLDWHG
.H\�,QIR�ILHOG��\LHOGLQJ�WKH�PHVVDJH�NH\�DQG�H[WUDFWLQJ�SDUDPHWHUV�DVVR�
FLDWHG�ZLWK�WKH�PHVVDJH�HQFU\SWLRQ�DOJRULWKP��7KH�UHFLSLHQW�QRZ�XVHV�WKH
PHVVDJH�NH\�WR�GHFU\SW�WKH�PHVVDJH�WH[W��$IWHU�GHFU\SWLRQ�� WKH�PHVVDJH
LV� QRZ� DW� WKH� VDPH� SURFHVVLQJ� VWDWXV� DV� D� 0,&�21/<� RU� 0,&�&/($5
PHVVDJH��DQG� WKH� IROORZLQJ� WH[W�DSSOLHV� WR� WKRVH�PHVVDJH� W\SHV�DV�ZHOO�
�,Q�IDFW��D�0,&�&/($5�PHVVDJH�UHTXLUHV�D�SURFHVVLQJ�VWHS�XQLTXH�WR�WKDW
PHVVDJH�W\SH��7KH�VWHS� LV� WKH� UHFDQRQLFDOL]DWLRQ�RI� WKH�PHVVDJH� LQVRIDU
DV�OLQHV�DUH�GHOLPLWHG�E\�D�FDUULDJH�UHWXUQ�DQG�D�OLQH�IHHG��YHUVXV�D�ORFDO
UHSUHVHQWDWLRQ�RI�GHOLPLWHG�OLQHV��
7KH� UHFLSLHQW� QRZ� SURFHVVHV� WKH� 0,&�,QIR� ILHOG�� XVLQJ� WKH� 0,&� DOJR�

ULWKP�DQG�VLJQDWXUH�DOJRULWKP�VSHFLILHG�LQ�WKLV�ILHOG��7KH�UHFLSLHQW�QHHGV
WR�DFTXLUH�WKH�SXEOLF�FRPSRQHQW�RI�WKH�RULJLQDWRU�WR�FKHFN�WKH�VLJQDWXUH�
,Q� SULQFLSOH�� WKLV� UHTXLUHV� YDOLGDWLQJ� D� FKDLQ� RI� FHUWLILFDWHV� WKDW� WHUPL�
QDWHV� ZLWK� WKH� FHUWLILFDWH� RI� WKH� RULJLQDWRU�� DOWKRXJK� FDFKLQJ� RI� FHUWLIL�
FDWHV� E\� XVHU� DJHQWV� LV� H[SHFWHG� WR� VKRUW�FLUFXLW� WKLV� SURFHVV� LQ� PRVW
LQVWDQFHV��8VLQJ� WKLV� SXEOLF� FRPSRQHQW�� WKH� UHFLSLHQW� GHFU\SWV� WKH� VLJ�
QDWXUH��UHYHDOLQJ�WKH�0,&�YDOXH��7KH�UHFLSLHQW�FRPSXWHV�WKH�0,&�RQ�WKH
FDQRQLFDO� IRUP� RI� WKH� PHVVDJH� DQG� FRPSDUHV� WKH� UHVXOW� ZLWK� WKH� GH�
FU\SWHG�YDOXH��,I�WKH\�PDWFK��WKH�LQWHJULW\�DQG�GDWD�RULJLQ�DXWKHQWLFLW\�RI
WKH�PHVVDJH�DUH�YHULILHG��7KLV�YHULILFDWLRQ�VWHS�DSSOLHV� WR�DOO� WKUHH�PHV�
VDJH�IRUPV�
)LQDOO\�� DIWHU� YHULI\LQJ� PHVVDJH� LQWHJULW\�� WKH� FDQRQLFDO� IRUP� RI� WKH

PHVVDJH�LV�WUDQVODWHG�LQWR�WKH�ORFDO�UHSUHVHQWDWLRQ�DSURSRV�IRU�WKH�UHFLSL�
HQW·V�V\VWHP�DQG�LV�GLVSOD\HG� IRU� WKH�XVHU��7KH�UHFLSLHQW�DOVR�VKRXOG�EH
LQIRUPHG� RI� WKH� FU\SWRJUDSKLFDOO\� DXWKHQWLFDWHG� RULJLQDWRU� LGHQWLW\
WKURXJK�VRPH�RXW�RI�EDQG�PHDQV��WKDW�LV��VHSDUDWH�IURP�WKH�´)URPµ�ILHOG
FRQWDLQHG�ZLWKLQ�WKH�PHVVDJH��)RU�H[DPSOH��LQ�D�JUDSKLFDO�XVHU�LQWHUIDFH
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V\VWHP�WKLV�QRWLILFDWLRQ�FRXOG�EH�HIIHFWHG�XVLQJ�D�ZLQGRZ�VHSDUDWH� IURP
WKDW�XVHG�WR�GLVSOD\�WKH�PHVVDJH�WH[W��(UURUV�HQFRXQWHUHG�LQ�DWWHPSWLQJ
WR�YDOLGDWH�PHVVDJH�LQWHJULW\�RU�GHFU\SW�WKH�PHVVDJH�PD\�UHVXOW�LQ�LQIRU�
PDWLYH�PHVVDJHV�RU�PD\�SUHFOXGH�GLVSOD\�RI� WKH�PHVVDJH� IRU� WKH� UHFLSL�
HQW��GHSHQGLQJ�RQ�WKH�VHYHULW\�RI�WKH�HUURU�DQG�RQ�ORFDO�VHFXULW\�SROLF\�

7KH�3(0�FHUWLILFDWLRQ�V\VWHP

7KH�3(0�VSHFLILFDWLRQV�UHFRPPHQG�XVH�RI�SXEOLF�NH\�FU\SWRJUDSK\�IRU
PHVVDJH� LQWHJULW\�DQG� DXWKHQWLFDWLRQ�� DQG�NH\� GLVWULEXWLRQ� IRU�PHVVDJH
HQFU\SWLRQ�NH\V��$V�QRWHG� HDUOLHU��3(0�PDNHV�XVH�RI�SXEOLF�NH\� FHUWLIL�
FDWHV� WKDW� FRQIRUP� WR� WKH� &&,77� ;����� UHFRPPHQGDWLRQV�� 7KLV� UHFRP�
PHQGDWLRQ�GHILQHV�DQ�DXWKHQWLFDWLRQ�IUDPHZRUN�LQ�ZKLFK�FHUWLILFDWHV�SOD\
D�FHQWUDO�UROH��ZKLFK�LV�TXLWH�JHQHUDO�DQG�SODFHV�YHU\�IHZ�FRQVWUDLQWV�RQ
WKH�UHVXOWLQJ�FHUWLILFDWLRQ�V\VWHP��3(0�´SURILOHVµ�WKLV�IUDPHZRUN��LPSRV�
LQJ� FRQYHQWLRQV� WKDW� UHVXOW� LQ� D� FRQFUHWH� UHDOL]DWLRQ� RI� D� FHUWLILFDWLRQ
V\VWHP�WKDW�LV�D�FRQIRUPDQW�VXEVHW�RI�WKDW�HQYLVLRQHG�LQ�;�����

;�����FHUWLILFDWHV��$��SXEOLF�NH\��FHUWLILFDWH�LV�D�GDWD�VWUXFWXUH�XVHG�WR
VHFXUHO\�ELQG�D�SXEOLF�NH\�WR�D�QDPH�DQG�WR�VSHFLI\�ZKR�YRXFKHV�IRU�WKH
ELQGLQJ��7KH�VWUXFWXUH�DV�D�ZKROH�LV�GLJLWDOO\�VLJQHG�LQ�URXJKO\�WKH�VDPH
IDVKLRQ� DV� D� 3(0�PHVVDJH� LV� VLJQHG� �IRU� H[DPSOH�� WKH� FDQRQLFDOL]DWLRQ
UXOHV� DUH� GLIIHUHQW��� :KDW� IROORZV� LV� WKH� FHUWLILFDWH� IRUPDW� VSHFLILHG� E\
;�����XVLQJ�$61���QRWDWLRQ�WR�GHILQH�WKH�WRS�OHYHO�ILHOGV�LQ�WKH�VWUXFWXUH�

&HUWLILFDWH��� 6,*1('�6(48(1&(^
YHUVLRQ�>�@ 9HUVLRQ�'()$8/7�Y�����
VHULDO1XPEHU &HUWLILFDWH6HULDO1XPEHU�
VLJQDWXUH $OJRULWKP,GHQWLILHU�
LVVXHU 1DPH�
YDOLGLW\ 9DOLGLW\�
VXEMHFW 1DPH�
VXEMHFW3XEOLF.H\,QIR 6XEMHFW3XEOLF.H\,QIR`

7KH�YHUVLRQ� ILHOG� LV�XVHG� WR�GLIIHUHQWLDWH�DPRQJ�VXFFHVVLYH� YHUVLRQV�RI
WKH�FHUWLILFDWH�IRUPDW��7KH�VHULDO1XPEHU�ILHOG�XQLTXHO\�LGHQWLILHV�WKLV�FHU�
WLILFDWH�DPRQJ�WKRVH�LVVXHG�E\�WKH�VDPH�HQWLW\��7KH�VLJQDWXUH�ILHOG�VSHFL�
ILHV� WKH� GLJLWDO� VLJQDWXUH� DOJRULWKP� XVHG� WR� VLJQ� WKLV� FHUWLILFDWH�� 7KH
LVVXHU�ILHOG�VSHFLILHV�WKH�GLUHFWRU\��GLVWLQJXLVKHG��QDPH�RI�WKH�HQWLW\�WKDW
YRXFKHV� IRU� WKH� ELQGLQJ� EHWZHHQ� WKH� VXEMHFW� GLUHFWRU\� �GLVWLQJXLVKHG�
QDPH� DQG� WKH� SXEOLF� NH\� FRQWDLQHG� LQ� WKH� FHUWLILFDWH�� 7KH� YDOLGLW\� ILHOG
VSHFLILHV�WKH�VWDUW�DQG�HQG�WLPHV�DQG�GDWHV�WKDW�GHOLPLW�WKH�LQWHUYDO�RYHU
ZKLFK�WKH�FHUWLILFDWH�LV�YDOLG��7KH�NH\�DOOXGHG�WR�DERYH�LV�FRQWDLQHG��DORQJ
ZLWK�DQ� LGHQWLILHU� WR�VSHFLI\� WKH�DOJRULWKP�DQG�DQ\�SDUDPHWHUV� UHTXLUHG
E\�WKH�DOJRULWKP��LQ�WKH�VXEMHFW3XEOLF.H\,QIR�ILHOG�
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$V�QRWHG�DERYH��WKH�VLJQDWXUH�ILHOG�VSHFLILHV�WKH�DOJRULWKPV�DQG�DQ\�SD�
UDPHWHUV�UHTXLUHG�WR�YHULI\�WKH�GLJLWDO�VLJQDWXUH�DSSOLHG�WR�WKH�FHUWLILFDWH�
7\SLFDOO\��ERWK�D�RQH�ZD\�KDVK�DOJRULWKP�DQG�D�SXEOLF�NH\�VLJQDWXUH�DO�
JRULWKP�ZLOO� EH� VSHFLILHG��7KLV� VLJQDWXUH� LV� DSSOLHG�E\� WKH� LVVXHU� �XVLQJ
KLV�SULYDWH�FRPSRQHQW��DQG�DSSHQGHG�DIWHU�WKHVH�RWKHU�FHUWLILFDWH�ILHOGV�
$SSHQGHG�WR�WKH�FHUWLILFDWH�LV�D�GDWD�VWUXFWXUH�WKDW�UHSURGXFHV�WKH�DOJR�
ULWKP� LGHQWLILHUV� DQG� SDUDPHWHUV� QHHGHG� WR� YHULI\� WKLV� VLJQDWXUH� �XVLQJ
WKH�SXEOLF�FRPSRQHQW�RI�WKH�LVVXHU���1RWH�WKDW�WKH�DOJRULWKP�XVHG�WR�VLJQ
WKH�FHUWLILFDWH�PD\�EH�GLIIHUHQW� IURP�WKH�DOJRULWKP�ZLWK�ZKLFK� WKH� VXE�
MHFW·V�SXEOLF�NH\�LV�HPSOR\HG�
2QH�YDOLGDWHV�D�FHUWLILFDWH�E\�YHULI\LQJ�WKH�VLJQDWXUH�DSSOLHG�E\�WKH�LV�

VXHU� RI� WKH� FHUWLILFDWH�� 6SHFLILFDOO\�� RQH� FRPSXWHV� WKH� RQH�ZD\� KDVK
�VSHFLILHG�LQ�WKH�VLJQDWXUH�ILHOG��RYHU�WKH�FHUWLILFDWH��XVHV�WKH�SXEOLF�FRP�
SRQHQW�RI�WKH�LVVXHU�WR�GHFU\SW�WKH�YDOXH�LQ�WKH�DSSHQGHG�VLJQDWXUH��DQG
FRPSDUHV� WKH� WZR� UHVXOWLQJ� YDOXHV��7KH� LVVXHV�RI� KRZ� RQH� DFTXLUHV� WKH
SXEOLF�FRPSRQHQW�RI�WKH�LVVXHU�DQG�KRZ�RQH�GHWHUPLQHV�ZKHWKHU�WR�WUXVW
WKH�LVVXHU�WR�YRXFK�IRU�WKLV�ELQGLQJ�DUH�WKH�VXEMHFW�RI�WKH�QH[W�VHFWLRQ�

7KH�,QWHUQHW�FHUWLILFDWLRQ�KLHUDUFK\��$V�QRWHG�DERYH��WKH�DFW�RI�YDOL�
GDWLQJ�D�FHUWLILFDWH�UHTXLUHV�WKH�XVHU�WR�SRVVHVV�WKH�SXEOLF�NH\�RI�WKH�LV�
VXHU�RI� WKH� FHUWLILFDWH��7KLV� LVVXHU�DOVR�ZLOO�KDYH�D� FHUWLILFDWH�� DQG� WKXV
WKH�SURFHVV�RI� FHUWLILFDWH� YDOLGDWLRQ� LV� UHFXUVLYH�DQG� LPSOLFLWO\� GHILQHV� D
�GLUHFWHG�� FHUWLILFDWLRQ� JUDSK�� +RZHYHU�� WKH� SURFHVV� PXVW� FRQFOXGH� DW
VRPH�SRLQW�� LPSO\LQJ� WKDW� WKH�XVHU�KROGV�D�SXEOLF�NH\� WKDW�KH�REWDLQHG
WKURXJK� VRPH� RXW�RI�EDQG� FKDQQHO�� ,Q� ;����� WKH� FHUWLILFDWLRQ� JUDSK� LV
ODUJHO\�XQFRQVWUDLQHG��DQG�WKXV�PLJKW�EH�DQ�DUELWUDU\�JUDSK�� IRU�H[DP�
SOH��LQFOXGLQJ�ORRSV�

&HUWLILFDWLRQ�DXWKRULWLHV��;�����GHILQHV�D�&HUWLILFDWLRQ�$XWKRULW\� �&$��DV
´DQ�DXWKRULW\� WUXVWHG�E\�RQH�RU�PRUH�XVHUV� WR�FUHDWH�DQG�DVVLJQ�FHUWLIL�
FDWHV�µ�;�����DOVR�LPSRVHV�QR�FRQVWUDLQWV�RQ�WKH�UHODWLRQVKLS�EHWZHHQ�D
FHUWLILFDWH�LVVXHU��VXFK�DV�D�&HUWLILFDWLRQ�$XWKRULW\��DQG�D�VXEMHFW�³�IRU
H[DPSOH��ZLWK�UHJDUG�WR�GLVWLQJXLVKHG�QDPHV��'LIIHUHQW�&$V�DUH�H[SHFWHG
WR�LVVXH�FHUWLILFDWHV�XQGHU�GLIIHUHQW�SROLFLHV��IRU�H[DPSOH��YDU\LQJ�GHJUHHV
RI�DVVXUDQFH�LQ�YRXFKLQJ�IRU�QDPH�SXEOLF�NH\�ELQGLQJV��+RZHYHU��;����
PDNHV�QR�SURYLVLRQV�IRU�XVHUV�WR� OHDUQ�ZKDW�SROLFLHV�HDFK�&$�DSSOLHV� LQ
LVVXLQJ�FHUWLILFDWHV��7KLV�PDNHV�LW�KDUG�IRU�D�XVHU�WR�DVVLJQ�VHPDQWLFV�WR
WKH�ELQGLQJV�LPSOLHG�E\�FHUWLILFDWLRQ�
7KH�,QWHUQHW�FRPPXQLW\�LV�DGRSWLQJ�D�FHUWLILFDWLRQ�JUDSK�WKDW�WDNHV�WKH

IRUP�RI�D��VLQJO\��URRWHG�WUHH��LOOXVWUDWHG�LQ�)LJXUH����7KH�URRW�RI�WKLV�WUHH
LV�GHVLJQDWHG�WKH�,QWHUQHW�3&$�5HJLVWUDWLRQ�$XWKRULW\� �,35$��DQG�ZLOO�EH
RSHUDWHG�XQGHU�WKH�DXVSLFHV�RI�WKH�,QWHUQHW�6RFLHW\��7KH�,35$�SURYLGHV�D
UHIHUHQFH�SRLQW�IURP�ZKLFK�DOO�FHUWLILFDWHV�LQ�WKH�,QWHUQHW�FHUWLILFDWLRQ�KL�
HUDUFK\�FDQ�EH�YDOLGDWHG��7KH�,35$�HVWDEOLVKHV�D�FRPPRQ�SROLF\�WKDW�DS�
SOLHV� WR� DOO� FHUWLILFDWHV� LVVXHG� XQGHU� WKLV� KLHUDUFK\�� 7KH� ,35$� LVVXHV
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FHUWLILFDWHV� WR� D� VHFRQG� WLHU� RI� HQWLWLHV� GHVLJQDWHG� 3ROLF\� &HUWLILFDWLRQ
$XWKRULWLHV� �3&$V��� ZKLFK�� LQ� WXUQ�� LVVXH� FHUWLILFDWHV� WR� &$V�� &$V� LVVXH
FHUWLILFDWHV� WR� �VXERUGLQDWH�� &$V� RU� GLUHFWO\� WR� XVHUV� �LQFOXGLQJ�PDLOLQJ
OLVWV��

Figure 5. Proposed Internet certification hierarchy.

7\SLFDOO\��D�&$�ZLOO�EH�FHUWLILHG�E\�RQH�3&$��DQG�)LJXUH���LOOXVWUDWHV�WKLV
FRPPRQ� FDVH��+RZHYHU�� LW� LV� SHUPLVVLEOH� IRU� D� VLQJOH�&$� WR� EH� FHUWLILHG
XQGHU�PXOWLSOH�3&$V�� ,Q�WKH� ODWWHU�FDVH�� WKH� LPSOLFDWLRQ� LV� WKDW�D�VLQJOH
DGPLQLVWUDWLYH�HQWLW\�LV�SUHSDUHG�WR�LVVXH�FHUWLILFDWHV�XQGHU�PXOWLSOH�GLV�
MRLQW�SROLFLHV��)RU�HDFK�3&$�XQGHU�ZKLFK�D�&$�LV�FHUWLILHG��WKH�&$�FHUWLIL�
FDWH� VLJQHG� E\� WKH� 3&$� PXVW� XVH� D� GLIIHUHQW� SXEOLF� FRPSRQHQW�� 7KLV
HQVXUHV� WKDW� WKH� FHUWLILFDWHV� LVVXHG� E\� WKH� &$� XQGHU� HDFK� SROLF\� DUH
UHDGLO\�LGHQWLILDEOH�EHFDXVH�HDFK�LV�VLJQHG�XVLQJ�GLIIHUHQW�SULYDWH�FRPSR�
QHQWV��)RU�H[DPSOH��LQ�)LJXUH����0,7�LV�FHUWLILHG�XQGHU�ERWK�WKH�PLG�OHYHO
DQG�KLJK�DVVXUDQFH�3&$V��DQG�WKXV� LV�FDSDEOH�RI� LVVXLQJ�FHUWLILFDWHV� WR
IDFXOW\�� VWDII�� DQG� VWXGHQWV�� EDVHG� RQ� HLWKHU� RI� WKH� SROLFLHV� LPSRVHG� E\
WKHVH�3&$V�
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,Q�DGGLWLRQ� WR� WKH�RUJDQL]DWLRQDO�&$V� VKRZQ� IRU�0,7��%%1�� DQG�86&�
UHVLGHQWLDO�&$V�DOVR�DUH� LOOXVWUDWHG� LQ�)LJXUH����7KHVH�KDYH�EHHQ� LGHQWL�
ILHG� LQ�PRUH� GHWDLO�� XVLQJ� DEEUHYLDWHG� IRUPV� RI� WKH� GLVWLQJXLVKHG� QDPH
DWWULEXWHV� IRU� WKH�JHRJUDSKLF�HQWLWLHV� WKDW� WKH\�UHSUHVHQW���)RU�H[DPSOH�
WZR� UHVLGHQWLDO� &$V� DUH� LOOXVWUDWHG�� RQH� IRU� /RXLVLDQD� DQG� DQRWKHU� IRU
0DVVDFKXVHWWV��ERWK�ZLWKLQ�WKH�8QLWHG�6WDWHV��%HORZ�WKH�/RXLVLDQD�&$�LV
D�VXERUGLQDWH�&$�IRU�WKH�FLW\��ORFDOLW\��RI�1HZ�2UOHDQV�

,35$�FRPPRQ�SROLF\��7KH�,35$�FRPPRQ�SROLF\�LV�LQWHQGHG�WR�HQFRPSDVV
D�PLQLPXP�VHW�RI�HVVHQWLDO�UHTXLUHPHQWV�WKDW�DSSO\�WR�DOO�3&$V��&$V��DQG
8$V��)RU�H[DPSOH��WKLV�SROLF\�UHTXLUHV�WKDW�HDFK�3&$�ILOH�LWV�VWDWHPHQW�RI
SROLF\� LQ�DFFRUGDQFH�ZLWK�D�IRUPDW�WKDW� LV�DOVR�SDUW�RI� WKLV�SROLF\��(DFK
3&$�SROLF\�PXVW�QRW�FRQWUDYHQH�WKH�,35$�FRPPRQ�SROLF\��EXW�UDWKHU�PD\
VSHFLI\� DGGLWLRQDO� SROLF\� DVSHFWV� QRW� DGGUHVVHG� E\� WKH� FRPPRQ� SROLF\�
)RU� H[DPSOH�� D� 3&$� SROLF\� VWDWHPHQW� ZLOO� FKDUDFWHUL]H� WKH� SURFHGXUHV
XVHG�WR�DXWKHQWLFDWH�&$V�DQG�XVHUV�FHUWLILHG�XQGHU�WKLV�SROLF\��SOXV�DQ\
VHFXULW\�UHTXLUHPHQWV�LPSRVHG�RQ�&$V�IRU�FHUWLILFDWH�PDQDJHPHQW�
(DFK� 3&$� SROLF\� VWDWHPHQW� PXVW� VSHFLI\� &5/� PDQDJHPHQW� UHTXLUH�

PHQWV�� IRU� H[DPSOH�� XSSHU� DQG� ORZHU� ERXQGV� RQ� WKH� IUHTXHQF\� ZLWK
ZKLFK�&$V�PXVW� LVVXH�&5/V��SURYLVLRQV� IRU�DUFKLYLQJ�&5/V�� DQG�VR�RQ�
7KH�SROLF\�VWDWHPHQW�DOVR�PXVW�GHVFULEH�VHFXULW\�PHDVXUHV�XVHG�E\�WKH
3&$�LQ�LWV�PDQDJHPHQW�RI�FHUWLILFDWHV�DQG�WR�HQVXUH�WKH�SULYDF\�RI�GDWD
KHOG�E\�WKH�3&$�LQ�SHUIRUPLQJ�WKLV�WDVN�
7KH� ,35$� SROLF\� DOVR� UHTXLUHV� WKDW� DOO� 3&$V� DQG� &$V� LVVXH� &5/V�� DO�

WKRXJK� WKH� SROLF\� GRHV� QRW� FRQVWUDLQ� WKH� IUHTXHQF\� RI� LVVXH� RI� WKHVH
&5/V��7KH� ,35$�DOVR�ZLOO�HVWDEOLVK�DQG�PDLQWDLQ�D�GLVWULEXWHG�GDWDEDVH
SURYLGLQJ�DFFHVV�WR�FXUUHQW�&5/V� IRU�DOO�3&$V�DQG�&$V�ZLWKLQ�WKH�FRP�
PXQLW\�� DW� OHDVW� XQWLO� ;����� GLUHFWRU\� VHUYHUV� DUH� VXIILFLHQWO\� ZLGHO\
DYDLODEOH�WR�SURYLGH�HTXLYDOHQW�VHUYLFH�
7KH� ,35$�SROLF\�DOVR� UHTXLUHV�3&$V�DQG�&$V� WR� LVVXH� FHUWLILFDWHV� LQ� D

IDVKLRQ�WKDW�HQVXUHV�WKH�XQLTXHQHVV�RI�GLVWLQJXLVKHG�QDPHV��7R�VXSSRUW
3&$V�LQ�PHHWLQJ�WKLV�UHTXLUHPHQW��WKH�,35$�ZLOO�HVWDEOLVK�D�UHJLVWU\�RI�&$
GLVWLQJXLVKHG�QDPHV��DFFHVVLEOH�E\�3&$V��ZKLFK�PXVW�EH� FRQVXOWHG�EH�
IRUH�D�3&$�FHUWLILHV�D�&$��$Q�DQDORJRXV�EXW�ODUJHU�GDWDEDVH�ZLOO�EH�HVWDE�
OLVKHG� E\� WKH� ,35$� WR� UHFRUG� UHVLGHQWLDO� XVHU� GLVWLQJXLVKHG� QDPHV�� WR
SHUPLW� FHUWLILFDWLRQ� RI� VXFK� XVHUV� E\� PXOWLSOH� 3&$V�� 2QH� DSSURDFK� WR
SURYLGLQJ� ERWK� RI� WKHVH� GDWDEDVHV� LQYROYHV� KDYLQJ� WKH� ,35$� RSHUDWH� DQ
;�����'6$��FRQQHFWHG�WR�RWKHU��H[WDQW��,QWHUQHW�'6$V��7KLV�ZRXOG�HQVXUH
WKDW�GLVWLQJXLVKHG�QDPHV�DVVRFLDWHG�ZLWK�XVHUV�DQG�RUJDQL]DWLRQV�UHJLV�
WHUHG�LQ�WKH�H[LVWLQJ�;�����V\VWHP�ZLOO�QRW�EH�LQIULQJHG�XSRQ�
���������������������������������������������
�7KH�RUJDQL]DWLRQDO�&$V�VKRZQ�LQ�)LJXUH���GR�QRW�FRQWDLQ�WKHLU�GLVWLQJXLVKHG

QDPHV�GXH�WR�VSDFH�OLPLWDWLRQV��)RU�H[DPSOH��WKH�%%1�&$�PLJKW�KDYH�D�QDPH�RI
WKH� IRUP�& 86�� 6 0$��2 %%1�� ZKHUH� ´2µ� LV� DQ� DEEUHYLDWLRQ� IRU� WKH� DWWULEXWH
´RUJDQL]DWLRQ�µ
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$�FULWLFDO�DVSHFW�RI�WKH�,35$�SROLF\�GHDOV�ZLWK�8$�SURFHVVLQJ�RI�FHUWLIL�
FDWHV�� UDWKHU� WKDQ�3&$�RU�&$� LVVXDQFH�RI� FHUWLILFDWHV��7KH� IXQGDPHQWDO
UHTXLUHPHQW�LV�GLVWLQJXLVKHG�QDPH�VXERUGLQDWLRQ��:KHQHYHU�D�FHUWLILFDWH
LV�YDOLGDWHG�IRU�XVH�LQ�3(0��LW�PXVW�KDYH�WKH�FKDUDFWHULVWLF�WKDW�WKH�VXE�
MHFW� GLVWLQJXLVKHG� QDPH� LQ� WKH� FHUWLILFDWH� LV� VXERUGLQDWH� WR� WKH� LVVXHU
GLVWLQJXLVKHG�QDPH� LQ�WKDW�FHUWLILFDWH��XQOHVV� WKH�FHUWLILFDWH� LQ�TXHVWLRQ
LV� LVVXHG� E\� WKH� ,35$� RU� E\� D� 3&$�� 7KLV� UXOH� SURYLGHV� WKH� XVHU� ZLWK� D
´QDWXUDOµ� FHUWLILFDWLRQ� SDWK� WKDW� FDQ� EH� LQIHUUHG� E\� H[DPLQDWLRQ� RI� WKH
ILQDO�FHUWLILFDWH�LQ�WKH�SDWK��SOXV�GLVSOD\�RI�WKH�GLVWLQJXLVKHG�QDPH�RI�WKH
3&$�XQGHU�ZKRVH�SROLF\�WKH�FHUWLILFDWH�ZDV�LVVXHG�
7KH� IROORZLQJ� H[DPSOH� LOOXVWUDWHV� WKLV� UXOH�� 7KH� %%1� &$� FHUWLILFDWH

PLJKW� FRQWDLQ� WKH� IROORZLQJ� VXEMHFW� GLVWLQJXLVKHG� QDPH�� & 86�� 6 0$�
2 %%1�� 7KLV�QDPH�ZRXOG� DSSHDU� DV� WKH� LVVXHU� QDPH� LQ� DOO� FHUWLILFDWHV
LVVXHG�E\�WKLV�&$��$�YDOLG�GLVWLQJXLVKHG�QDPH�WKDW�FRXOG�DSSHDU�DV� WKH
VXEMHFW�LQ�D�FHUWLILFDWH�LVVXHG�E\�WKLV�&$�ZRXOG�EH�& 86��6 0$��2 %%1�
&1 6WHYH�.HQW��ZKHUH�&1�LV�DQ�DEEUHYLDWLRQ�IRU�WKH�´FRPPRQ�QDPHµ�DW�
WULEXWH��� +RZHYHU�� %%1� ZRXOG� QRW� EH� DOORZHG� WR� LVVXH� D� FHUWLILFDWH� LQ
ZKLFK� WKH� VXEMHFW� QDPH� ZDV� RI� WKH� IRUP� & 86�� 6 0$�� 2 0,75(�
&1 5LFKDUG�3DUNHU��7KH�VXEMHFW�QDPH�ZRXOG�QRW�EH� VXERUGLQDWH� WR� WKH
%%1�&$�QDPH�DV� LVVXHU��+RZHYHU�� WKHUH� LV�QR�VXERUGLQDWLRQ�UHVWULFWLRQ
RQ�WKH�UHODWLRQVKLS�EHWZHHQ�D�3&$�DQG�WKH�&$V�LW�FHUWLILHV��7KXV�WKH�%%1
&$�FDQ�EH�FHUWLILHG�E\�D�3&$�ZLWK�DQ\�GLVWLQJXLVKHG�QDPH�
7KLV�FRQVWUDLQW�SURKLELWV�´FURVV�FHUWLILFDWLRQ�µ�:KHQ�WZR�&$V�LVVXH�FHU�

WLILFDWHV�LQ�ZKLFK�HDFK�LV�D�VXEMHFW�RI�WKH�RWKHU�&$��WKH�UHVXOW�LV�WHUPHG
´FURVV�FHUWLILFDWLRQ�µ�&URVV�FHUWLILFDWLRQ�ZRXOG�VKRUW�FLUFXLW�WKH�SDWK�EDFN
WR� WKH�3&$� OD\HU�RI� WKH�KLHUDUFK\�� DQG� WKXV�SUHYHQW�D�XVHU� IURP�DVFHU�
WDLQLQJ�WKH�SROLF\�XQGHU�ZKLFK�D�FHUWLILFDWH�ZDV�LVVXHG��+HQFH�8$V�PXVW
UHMHFW� FHUWLILFDWLRQ� SDWKV� WKDW� HQWDLO� FURVV�FHUWLILFDWLRQ�� $V� QRWHG� DERYH�
WKHVH� UHTXLUHPHQWV� RQ� FHUWLILFDWLRQ� SDWKV� DUH� LPSRVHG� RQ� 3(0� 8$V
UDWKHU�WKDQ�RQ�&$V��7KH�UHDVRQ�IRU�WKLV�LV�WKDW�&$V�PD\�VLJQ�FHUWLILFDWHV
IRU�XVH�ZLWK�RWKHU�DSSOLFDWLRQV�ZKHUH�FURVV�FHUWLILFDWLRQ�PLJKW�EH�DSSUR�
SULDWH��KHQFH�WKH�HQIRUFHPHQW�UHTXLUHPHQW�LV�OHYLHG�RQ�3(0�8$V�

6DPSOH�3&$�SROLFLHV��$OWKRXJK�QRQH�LV�\HW�LQ�SODFH�DW�WKH�WLPH�RI�ZULW�
LQJ��VHYHUDO�3&$�SROLFLHV�KDYH�EHHQ�SURSRVHG�DQG�DUH�EHLQJ�UHILQHG��2QH
VXFK�SROLF\�ZRXOG�VHUYH�EXVLQHVVHV�RU�RWKHU�RUJDQL]DWLRQV�WKDW�UHTXLUH�D
KLJK�GHJUHH�RI�VHFXULW\� IURP�WKHLU�XVH�RI�3(0��D� ´KLJK�DVVXUDQFHµ�3&$�
7KLV� 3&$� ZRXOG� H[HFXWH� D� OHJDO� DJUHHPHQW� ZLWK� HDFK� &$� DQG� UHTXLUH
KLJK�TXDOLW\�FUHGHQWLDOV� WR�DXWKHQWLFDWH� WKH�&$��7KH�3&$�ZRXOG� UHTXLUH
WKDW�WKH�&$�JUDQW�FHUWLILFDWHV�WR�LWV�XVHUV��IRU�H[DPSOH��HPSOR\HHV��XVLQJ
WKH� VDPH� OHYHO� RI� DXWKHQWLFDWLRQ� WKDW� LW�ZRXOG� XVH� LQ� LVVXLQJ� ,'� FDUGV�
7KH�&$�ZRXOG�EH�UHTXLUHG�WR�LVVXH�&5/V�DW�OHDVW�PRQWKO\�DQG�QRW�PRUH
RIWHQ�WKDQ�ZHHNO\�
7KHUH�ZRXOG�DOVR�EH�D�UHTXLUHPHQW�WKDW�WKH�&$�XVH�KLJKO\�VHFXUH�WHFK�

QRORJ\��DSSURYHG�E\�WKH�3&$��WR�JHQHUDWH�DQG�SURWHFW�WKH�&$·V�FRPSRQHQW
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SDLU�DQG�WR�VLJQ�DOO�FHUWLILFDWHV�LVVXHG�E\�WKH�&$��7KH�3&$�ZRXOG�XVH�WKH
VDPH�WHFKQRORJ\�LQ�JHQHUDWLQJ�LWV�RZQ�FRPSRQHQW�SDLU�DQG�LQ�VLJQLQJ�&$
FHUWLILFDWHV��7KH�3&$�ZRXOG�SURPLVH�WR�SURWHFW�WKH�SULYDF\�RI�DOO�LQIRUPD�
WLRQ� SURYLGHG� E\� WKH�&$� GXULQJ� UHJLVWUDWLRQ�� 7KLV� OHYHO� RI� VHUYLFH� LV� H[�
SHFWHG�WR�UHTXLUH�WKDW�WKH�&$�SD\�D�UHJLVWUDWLRQ�IHH�WR�WKH�3&$�
$QRWKHU�FDQGLGDWH�3&$�SROLF\�WKDW�KDV�EHHQ�SXW�IRUWK�PLJKW�EH�WHUPHG

WKDW�RI�D�´PLG�OHYHO�DVVXUDQFHµ�3&$��+HUH�WKH�YDOLGDWLRQ�RI�&$�FUHGHQWLDOV
ZRXOG� EH� OHVV� VWULQJHQW�� IRU� H[DPSOH�� ZULWWHQ� UHJLVWUDWLRQ� XVLQJ� D� FRP�
SDQ\� OHWWHUKHDG� PLJKW� VXIILFH�� 7KH� &$� ZRXOG� H[HFXWH� D� YHU\� VLPSOH
DJUHHPHQW��ZKLFK�ZRXOG�UHTXLUH�D�´JRRG�IDLWK�HIIRUWµ�WR�DXWKHQWLFDWH�XV�
HUV��7KHUH�ZRXOG�EH�QR�UHTXLUHPHQW�WR� LVVXH�&5/V�ZLWK�DQ\�VSHFLILF�SH�
ULRGLFLW\�� +HUH� HDFK� &$� ZRXOG� EH� IUHH� WR� XVH� DQ\� WHFKQRORJ\� LW� GHHPV
DSSURSULDWH� WR�JHQHUDWH� WKH�&$�FRPSRQHQW�SDLU�DQG� WR� VLJQ� FHUWLILFDWHV�
+RZHYHU��WKH�3&$�LWVHOI�H[SHFWV�WR�XVH�VWURQJ�VHFXULW\�WHFKQRORJ\�WR�JHQ�
HUDWH�DQG�SURWHFW�LWV�RZQ�FRPSRQHQW�SDLU��7KLV�3&$�HQYLVLRQV�QR�FKDUJH
WR� FHUWLI\� &$V�� EXW� ZRXOG� OHYHO� D� FKDUJH� LI� D� &$� FHUWLILFDWH� KDG� WR� EH
SODFHG�RQ�WKH�3&$·V�&5/�
$� WKLUG� 3&$� LV� HQYLVLRQHG� WR� VXSSRUW� UHVLGHQWLDO� XVHUV�� WKDW� LV�� XVHUV

QRW�FODLPLQJ�DIILOLDWLRQ�ZLWK�DQ\�RUJDQL]DWLRQ��6XFK�XVHUV�FRXOG�EH�UHJLV�
WHUHG�XVLQJ�GLVWLQJXLVKHG�QDPHV�EDVHG�RQ�JHRJUDSKLF�DWWULEXWHV�� IRU�H[�
DPSOH�� FRXQWU\�� VWDWH�� ORFDOLW\�� DQG� VWUHHW� DGGUHVV�� �,Q� WKH� 86�� D� QLQH�
GLJLW�=,3�FRGH�PLJKW�EH�XVHG�LQ� OLHX�RI� ORFDOLW\�DQG�VWUHHW�DGGUHVV�GDWD��
7KH� XVHU�ZRXOG� EH� UHTXLUHG� WR� VXEPLW� D� QRWDUL]HG� UHJLVWUDWLRQ� IRUP� DV
SURRI�RI�KLV�LGHQWLW\�FODLP��,Q�WKLV�FRQWH[W��WKH�3&$�LV�H[SHFWHG�WR�RSHUDWH
´YLUWXDOµ�&$V�UHSUHVHQWLQJ�JHRJUDSKLF�DUHDV�LQ�DGYDQFH�RI�FLYLO�DXWKRULWLHV
RIIHULQJ�WKLV�VHUYLFH��7KH�3&$��WKURXJK�LWV�YLUWXDO�&$��ZRXOG�LVVXH�&5/V
ELZHHNO\��8VHU�UHJLVWUDWLRQ�XQGHU�WKLV�3&$�LV�H[SHFWHG�WR�HQWDLO�D�IHH�
)LQDOO\��LQ�VXSSRUW�RI�SHUVRQDO�SULYDF\��D�3&$�KDV�EHHQ�SURSRVHG�ZKLFK

ZRXOG� LVVXH� FHUWLILFDWHV� WKDW�GR�QRW�SXUSRUW� WR� H[SUHVV� UHDO� XVHU� LGHQWL�
WLHV��7KHVH�´SHUVRQDµ�FHUWLILFDWHV�ZLOO�DOORZ�DQRQ\PRXV�XVH�RI�3(0�ZKLOH
SURYLGLQJ� FRQWLQXLW\� RI� DXWKHQWLFLW\�� 7KXV�� HYHQ� WKRXJK� RQH� PLJKW� QRW
NQRZ� WKH� WUXH� LGHQWLW\� RI� WKH�KROGHU� RI� D� SHUVRQD� FHUWLILFDWH�� RQH� FRXOG
GHWHUPLQH�LI�D�VHULHV�RI�PHVVDJHV�RULJLQDWHG�XQGHU�WKDW� LGHQWLW\�ZHUH�DOO
IURP�WKH�VDPH�XVHU� �DVVXPLQJ�WKH�SHUVRQD�XVHU�GRHV�QRW�VKDUH�KLV�SUL�
YDWH�FRPSRQHQW��$�3&$�VXSSRUWLQJ�SHUVRQD�XVHUV�ZRXOG�HQVXUH�WKDW�DOO
FHUWLILFDWHV�LVVXHG�XQGHU�LW�DUH�JOREDOO\�XQLTXH��7KLV�UHTXLUHPHQW�LV�HDVLO\
HQIRUFHG�E\�HVWDEOLVKLQJ�D�SHUVRQD�&$�XQGHU�WKH�3&$�DQG� IROORZLQJ�WKH
QDPH�VXERUGLQDWLRQ�UXOHV�FLWHG�HDUOLHU��7KHVH�FHUWLILFDWHV�VKRXOG�QRW�EH
FRQIXVHG�ZLWK�FHUWLILFDWHV�WKDW�GR�SXUSRUW�WR�FRQYH\�WUXH�LGHQWLWLHV��VLQFH
WKHUH�LV�QR�RYHUODS�LQ�WKH�QDPH�VSDFH�DQG�EHFDXVH�D�SHUVRQD�3&$�PXVW
SXEOLVK�D�SROLF\�VWDWHPHQW�GHFODULQJ�WKH�QDWXUH�RI�FHUWLILFDWHV� LVVXHG�E\
WKH�&$�V��XQGHU� LW��$�FDQGLGDWH�3&$�KDV�SURSRVHG�WR� LVVXH�SHUVRQD�FHU�
WLILFDWHV�ZLWKRXW� FKDUJH�� DOWKRXJK� LW�ZRXOG� FKDUJH� D� IHH� WR� SODFH� RQH� RI
WKHVH�FHUWLILFDWHV�RQ�WKH�&5/�PDQDJHG�E\�WKH�3&$�



��� ,QIRUPDWLRQ�6HFXULW\

&RQFOXVLRQV

3(0� UHSUHVHQWV� D� PDMRU� HIIRUW� WR� SURYLGH� VHFXULW\� IRU� DQ� DSSOLFDWLRQ
WKDW� WRXFKHV� D� YDVW� QXPEHU� RI� XVHUV� ZLWKLQ� WKH� ,QWHUQHW� DQG� EH\RQG�
3(0� KDV� EHHQ� GHVLJQHG� WR� DFFRPPRGDWH� JUDGXDO� GHSOR\PHQW� LQ� WKH
,QWHUQHW��ERWK�EHFDXVH�RI�WKH�EDFNZDUG�FRPSDWLELOLW\�ZLWK�H[LVWLQJ�PHV�
VDJH� WUDQVIHU� VHUYLFHV� DQG� WKURXJK� SURYLVLRQ� RI� IHDWXUHV� VXFK� DV� 0,&�
&/($5�SURFHVVLQJ��7KH�XOWLPDWH�VXFFHVV�RI�3(0�ZLOO�GHSHQG�QRW�RQO\�RQ
WKH�ZLGHVSUHDG�DYDLODELOLW\�RI�LPSOHPHQWDWLRQV�IRU�WKH�UDQJH�RI�KDUGZDUH
DQG� VRIWZDUH� SODWIRUPV�XVHG� WKURXJKRXW� WKH� ,QWHUQHW�� EXW� DOVR� RQ� VXF�
FHVVIXO�HVWDEOLVKPHQW�RI�WKH�FHUWLILFDWLRQ�KLHUDUFK\�WKDW�XQGHUOLHV�DV\P�
PHWULF�NH\�PDQDJHPHQW�IRU�3(0�
3(0�ZDV�HQYLVLRQHG�QRW�DV�D�ORQJ�WHUP�JRDO�WHFKQRORJ\�IRU�VHFXUH�PHV�

VDJLQJ�� EXW� DV� DQ� LQWHULP� VWHS� EHIRUH� ZLGHVSUHDG� DYDLODELOLW\� RI� VHFXUH
26,�PHVVDJLQJ� �DQG� GLUHFWRU\�� VHUYLFHV�� +RZHYHU�� GHSHQGLQJ� RQ� WKH� YL�
DELOLW\�RI�;�����LQ�WKH�PDUNHWSODFH��3(0�PD\�EHFRPH�D�ORQJ�WHUP�VHFXUH
PHVVDJLQJ� WHFKQRORJ\� UDWKHU� WKDQ�DQ� LQWHULP�VWHS�� ,Q� HLWKHU� FDVH�� 3(0
�RU�D� VXFFHVVRU��KDV� WKH�RSSRUWXQLW\� WR� EHFRPH�D� FUXFLDO� FRPSRQHQW� LQ
WKH�HYROXWLRQ�RI� WKH� ,QWHUQHW�DV� LW�SDYHV� WKH�ZD\� IRU�YDULRXV�PDLO�EDVHG
DSSOLFDWLRQV� WKDW�ZRXOG�QRW�EH�SRVVLEOH�ZLWKRXW� WKH�XQGHUO\LQJ�VHFXULW\
VHUYLFHV�SURYLGHG�E\�3(0�


