
AutomatedWorm Fingerprinting

SumeetSingh,CristianEstan,GeorgeVargheseandStefanSavage
Departmentof ComputerScienceandEngineering

Universityof California, SanDiego

Abstract
Network wormsarea clearandgrowing threatto these-
curity of today's Internet-connectedhostsandnetworks.
The combinationof the Internet's unrestrictedconnec-
tivity andwidespreadsoftwarehomogeneityallows net-
work pathogensto exploit tremendousparallelism in
their propagation.In fact,modernwormscanspreadso
quickly, andsowidely, thatnohuman-mediatedreaction
canhopeto containanoutbreak.

In this paper, we proposean automatedapproach
for quickly detectingpreviously unknown worms and
virusesbasedon two key behavioral characteristics–
a commonexploit sequencetogetherwith a rangeof
uniquesourcesgeneratinginfectionsanddestinationsbe-
ing targeted. More importantly, our approach– called
“contentsifting” – automaticallygeneratesprecisesig-
naturesthat can then be usedto �lter or moderatethe
spreadof thewormelsewhere in thenetwork.

Usinga combinationof existing andnovel algorithms
we have developeda scalablecontentsifting implemen-
tation with low memoryand CPU requirements.Over
monthsof active useat UCSD,our Earlybird prototype
systemhasautomaticallydetectedandgeneratedsigna-
turesfor all pathogensknownto beactiveonournetwork
aswell asfor severalnew wormsandviruseswhichwere
unknownat the time our systemidenti�ed them. Our
initial experiencesuggeststhat, for a wide rangeof net-
work pathogens,it may be practical to constructfully
automateddefenses– evenagainstso-called“zero-day”
epidemics.

1 Intr oduction
In the last three years, large-scaleInternetworm out-
breakshave profoundly demonstratedthe threatposed
by self-propagatingprograms. The combination of
widespreadsoftwarehomogeneityandtheInternet'sun-
restrictedcommunicationmodelcreatesanidealclimate
for infectiouspathogens.Worse,eachnew epidemichas
demonstratedincreasedspeed,virulenceor sophistica-
tion over its predecessors.While the CodeRed worm
took over fourteenhours to infect its vulnerablepop-
ulation in 2001, the Slammerworm, releasedsome18
monthslater, did thesamein under10 minutes[22, 21].
TheCodeRedworm is thoughtto have infectedroughly
360,000hosts, while, by some estimates,the Nimda
worm compromisedover two million [8]. While early
wormstypically spreadby a singlemechanismanddid
little else, modernvariantssuch as SoBig.F and My-

Doom can spreadthrough multiple vectors and have
addedbackdoors,mail-relaysand denial-of-serviceat-
tacksto their payloads.

Unfortunately, our current ability to defendagainst
theseoutbreaksis extremelypoorandhasnot advanced
signi�cantly sincethe CodeRed episodein mid-2001.
In fact,thebasicapproachof detection,characterization,
andcontainmenthasnot changedsigni�cantly over the
last � ve years.Typically, new wormsaredetectedin an
ad hoc fashionby a combinationof intrusiondetection
systemsandadministratorlegwork. Then,after isolat-
ing aninstanceof theworm,skilled securityprofession-
als manuallycharacterizea worm signature and�nally ,
this signatureis usedto containsubsequentinfections
via updatesto anti-virussoftwareandnetwork �ltering
products.While thisapproachis qualitatively sound,it is
quantitatively insuf�cient. Manualsignatureextraction
is an expensive, slow, manualprocedurethat can take
hoursor even daysto complete. It requiresisolatinga
new worm,decompilingit, lookingfor invariantcodese-
quencesandtestingthesignaturefor uniqueness.How-
ever, recentsimulationsby Mooreet al. suggestthatan
effective worm containmentcanrequirea reactiontime
of well undersixty seconds[23]. More concretely, con-
siderthatin thetimeit tookto readthissection,theSlam-
merworm hadcontactedwell over a billion distinct In-
ternethosts.

This paperinvestigatesthe challengesin addressing
this problem and describesa prototypesystem,called
Earlybird,thatcanautomaticallydetectandcontainnew
wormson thenetwork usingprecisesignatures.Our ap-
proach,which we call contentsifting, is basedon two
observations:�rst, thatsomeportionof thecontentin ex-
istingwormsis invariant– typically thecodeexploiting a
latenthostvulnerability– andsecond,thatthespreading
dynamicsof a worm is atypicalof Internetapplications.
Simply stated,it is rare to observe the samestring re-
curringwithin packetssentfrom many sourcesto many
destinations.By sifting throughnetwork traf�c for con-
tentstringsthatarebothfrequentlyrepeatedandwidely
dispersed,wecanautomaticallyidentify new wormsand
their precisesignatures.

In our prototypesystem,we have developedapproxi-
mateversionsof thisalgorithmthatareamenableto high-
speedimplementation.In live experimentson a portion
of theUCSDcampusnetwork, we have deployedEarly-
bird anddemonstratedthat it canautomaticallyextract
thesignaturefor all known activeworms(e.g.CodeRed,



Slammer).Moreover, duringour experimentsEarlybird
detectedandextracteda signaturefor the Blaster, My-
Doom and Kibuv.B worms – signi�cantly before they
hadbeenpublicly disclosedandhoursor daysbeforeany
public detectionsignaturesweredistributed. Finally, in
our testingover a periodof eight months,we have ex-
periencedrelatively few falsepositives and exceptions
aretypically dueto structuralpropertiesof a few popu-
lar protocols(SPAM via SMTPandNetBIOS)thatrecur
consistentlyandcanbeprocedurally“white-listed”.

The remainderof this paperis structuredasfollows.
In Section2 we survey the �eld of worm researchthat
we have built upon and describehow it motivatesour
work. Section 3 describeshow we de�ne worm behav-
ior. Section4 outlinesanaiveapproachto detectingsuch
behaviors, followed by a concretedescriptionof practi-
cal contentsifting algorithmsin Section 5. Section 6
describesthe implementationof theEarlybirdprototype
andananalysisof our live experimentsusingit. We de-
scribelimitations andextensionsin Section 7. Finally,
in Section 8 we summarizeour �ndings andconclude.

2 Background and RelatedWork
Wormsaresimply small programs.They spreadby ex-
ploiting a latentsoftwarevulnerability in somepopular
network service– suchasemail,Webor terminalaccess
– seizingcontrolof programexecutionandthensending
a copy of themselvesto othersusceptiblehosts.

While the potential threatposedby network worms
has a long past – originating with �ctional accounts
in Gerrold's “When Harlie was One” and Brunner's
“Shockwave Rider” – it is only recentlythat this threat
has enjoyed signi�cant researchattention. Fred Co-
hen�rst lay the theoreticalfoundationsfor understand-
ing computervirusesin 1984 [4, 5], and the Internet
worm of 1988 demonstratedthat self-replicationvia a
networkcoulddramaticallyamplify thevirulenceof such
pathogens[33, 39]. However, the analysisand under-
standingof network wormsdid notadvancesubstantially
until theCodeRedoutbreakof 2001. In this section,we
attemptto summarizethe contemporaryresearchlitera-
ture– especiallyin its relationto our own work.

The �rst researchpapersin the “modern worm era”
focusedon characterizationsand analysesof particu-
lar worm outbreaks. For example,Moore et al. pub-
lishedoneof the�rst empiricalanalysesof theCodeRed
worm'sgrowth,basedonunsolicitedscanspassively ob-
servedon an unusednetwork [22]. Further, the authors
estimatedtheoperational“repair” rateby actively prob-
ing a subsampleof the360,000infectedsitesover time.
They foundthat,despiteunprecedentedmediacoverage,
therepairrateduringtheinitial outbreakaveragedunder
2 percentper day. This reinforcesour belief that fully
automatedinterventionis necessaryto effectively man-

ageworm outbreaks.Stanifordet al.'s landmarkpaper
anticipatedthedevelopmentof far fasterwormsandex-
trapolatedtheir growth analytically [42] – foreshadow-
ing the releaseof the Slammerworm in 2002. Moore
et al. subsequentlyanalyzedthe Slammeroutbreakand
estimatedthat almostall of the Internetaddressspace
wasscannedby theworm in under10 minutes– limited
only by bandwidthconstraintsat the infectedsites[21].
This experiencealsomotivatestheneedfor fastandau-
tomatedreactiontimes. Finally, basedon theseresults,
Mooreet al. analyzedthe engineeringrequirementsfor
reactivedefenses– exploring thetradeoffs betweenreac-
tion time,deploymentandthegranularityof containment
mechanisms(signaturebasedvs. IP addressbased)[23].
Two of their key �ndings motivateour work.

First, they demonstratedthatsignature-basedmethods
canbeanorderof magnitudemoreeffective thansimply
quarantininginfectedhostspiecemeal.The roughintu-
ition for this is simple:if awormcancompromiseanew
hostwith an averagelatency of x seconds,thenan ad-
dressbasedquarantinecanmustreactmorequickly than
x secondsto preventtheworm from spreading.By con-
trast,a signaturebasedsystemcan,in principle,halt all
subsequentspreadingoncea signatureis identi�ed. The
secondimportantresultwastheir derivation,via simula-
tion, of “benchmarks”for how quickly suchsignatures
mustbegeneratedto offer effective containment.Slow-
spreadingworms, suchas CodeRedcan be effectively
containedif signaturesaregeneratedwithin 60 minutes,
while containinghigh-speedworms, suchas Slammer,
mayrequiresignaturegenerationin well under5 minutes
– perhapsaslittle as60seconds.Ourprincipalcontribu-
tion is demonstratingpracticalmechanismsfor achieving
this requirement.

In the remainderof this sectionwe examineexisting
techniquesfor detectingworm outbreaks,characteriz-
ing wormsandproposedcountermeasuresfor mitigating
worm spread.

2.1 Worm Detection
Threecurrentclassesof methodsareusedfor detecting
new worms: scandetection,honeypots,andbehavioral
techniquesat endhosts. We considereachof thesein
turn.

Wormsspreadby selectingsusceptibletargethosts,in-
fecting them over the network, and then repeatingthis
processin a distributedrecursivefashion.Many existing
worms,exceptingemailviruses,will selecttargetsusing
a randomprocess.For instance,CodeRedselectedtarget
IP addressesuniformly from theentireaddressspace.As
a result,a worm maywill behighly unusualin thenum-
ber, frequency anddistributionof addressesthatit scans.
Thiscanbeleveragedto detectwormsin severalways.

To monitorrandomscanningwormsfrom aglobalper-



spective, one approachis to use network telescopes–
passive network monitors that observe large rangesof
unused,yet routable,addressspace[25, 22, 26]. Under
the assumptionthat wormswill selecttarget victims at
random,anew wormwill scanagivennetwork telescope
with a probability directly proportionalto the worm's
scanrateandthenetwork telescope's “size”; that is, the
numberof IP addressesmonitored.Consequently, large
network telescopeswill be ableto detectfastspreading
wormsof this typefairly quickly. At theenterpriselevel,
Stanifordprovidesa comprehensive analysisof the fac-
tors impactingthe ability of a network monitor to suc-
cessfullydetectandquarantineinfectedhostsin an on-
line fashion[41].

However, therearetwo key limitationsto thescande-
tection approach. First, it is not well suitedto worms
which spreadin a non-randomfashion,suchas e-mail
virusesor wormsspreadvia instantmessengeror peer-
to-peerapplications.Suchwormsgeneratea target list
from addressbooksor buddylistsatthevictim andthere-
forespreadtopologically– accordingto theimplicit rela-
tionshipgraphbetweenindividuals. Consequently, they
do not exhibit anomalousscanningpatternsandwill not
be detectedasa consequence.The seconddrawbackis
that scandetectioncan only provide the IP addressof
infectedsites,not a signatureidentifying their behavior.
Consequently, defensesbasedon scandetectionmustbe
anorderof magnitudefasterthanthosebasedon signa-
tureextraction[23].

A different approachto worm detectionis demon-
stratedby Honeypots. First introducedto the commu-
nity via Cliff Stoll'sbook,“The Cuckoo'sEgg”, andBill
Cheswick'spaper“An Eveningwith Berferd”,honeypots
are simply monitoredidle hostswith untreatedvulner-
abilities. Any outsideinteractionwith the host is, by
de�nition, unsolicitedandany maliciousactionscanbe
observed directly. Consequently, any unsolicitedout-
boundtraf�c generatedby a honeypot representsunde-
niableevidenceof an intrusionandpossiblya worm in-
fection. Moreover, sincethe honeypot host is directly
controlled,maliciouscodecanbedifferentiatedfrom the
default con�guration. In this manner, the “body” of a
worm canbeisolatedandthenanalyzedto extracta sig-
nature. This approachis commonlyusedfor acquiring
worm instancesfor manualanalysis[18]. Therearetwo
principaldrawbacksto honeypots:they requirea signi�-
cantamountof slow manualanalysisandthey dependon
thehoneypotbeingquickly infectedby anew worm.

Finally, a techniquethathasfoundincreasingtraction
in thecommercialworld (e.g.via recentlyacquiredstar-
tups,OkenaandEntracept)is host-basedbehavioral de-
tection. Suchsystemsdynamicallyanalyzethepatterns
of systemcallsfor anomalousactivity [31, 28, 3] indicat-
ing codeinjectionor propagation.For example,attempts

to senda packet from the samebuffer containinga re-
ceived packet is often indicative of suspiciousactivity.
While behavioral techniquesare able to leveragelarge
amountsof detailedcontext aboutapplicationandsys-
tembehavior, they canbe expensive to manageandde-
ploy ubiquitously. Moreover, end-hostsystemscan,by
de�nition, only detectanattackagainstasinglehostand
not infer thepresenceof a large-scaleoutbreak.Clearly,
from amanagement,costandreusestandpoint,it is ideal
to detectand block new attacksin the network. That
said,end-hostapproachesoffer a level of sensitivity that
is dif�cult to matchin the network andcanbe a useful
complement– particularly for detectingpotentialslow
or stealthywormsthatdo not leave a signi�cant imprint
on thenetwork.

2.2 Characterization
Characterizationis theprocessof analyzingandidentify-
ing anew wormor exploit, sothattargeteddefensesmay
bedeployed.

One approachis to createa priori vulnerability sig-
naturesthat matchknown exploitablevulnerabilitiesin
deployedsoftware[44, 45]. For example,avulnerability
signaturefor the Slammerworm might matchall UDP
traf�c on port 1434 that is longer than 100 bytes. By
searchingfor such traf�c, either in the network or on
the host,a new worm exploiting the samevulnerability
will be revealed. This is very similar to traditional in-
trusion detectionsystems(IDS), suchas Snort [1] and
Bro [29], which comparetraf�c contentto databasesof
stringsusedin known attacks.Thisgeneralapproachhas
theadvantagethatit candeployedbeforetheoutbreakof
a new worm andthereforecanoffer an addedmeasure
of defense.However, this sortof proactivecharacteriza-
tion canonlybeappliedto vulnerabilitiesthatarealready
well-known and well-characterizedmanually. Further,
the tradeoff betweenvulnerability signaturespeci�city,
complexity andfalsepositivesremainsanopenquestion.
Wang et al's Shield, is by far the best-known vulnera-
bility blockingsystemandit focuseson anend-hostim-
plementationpreciselyto bettermanagesomeof these
tradeoffs [44]. We do not considerthis approachfurther
in this paper, but we believe it canbe a valuablecom-
plementto theautomatedsignatureextractionalternative
we explore.

Theearliestautomationfor signatureextractionis due
to KephartandArnold [15]. Theirsystem,usedcommer-
cially by IBM, allows virusesto infect known “decoy”
programsin a controlledenvironment,extracts the in-
fected(i.e.,modi�ed) regionsof thedecoysandthenuses
a variety of heuristicsto identify invariantcodestrings
acrossinfectioninstances.Amongthis setof candidates
an “optimal” signatureis determinedby estimatingthe
falsepositive probability againsta measuredcorpusof



n-gramsfound in normalcomputerprograms.This ap-
proachis extremelypowerful, but assumesthepresence
of a known instanceof a virus anda controlledenviron-
mentto monitor.

The former limitation is partially addressedby the
Honeycomb system of Kreibich and Crowcroft [17].
Honeycomb is a host-basedintrusion detectionsystem
that automaticallygeneratessignaturesby looking for
longest common subsequencesamong sets of strings
found in messageexchanges. This basicprocedureis
similar to ourown,but therearealsoimportantstructural
andalgorithmicdifferencesbetweenourtwo approaches,
themostimportantof which is scale.Honeycombis de-
signedfor a host-basedcontext with ordersof magni-
tudelessprocessingrequired.To put this in context, our
Earlybirdsystemcurrentlyprocessesmoretraf�c in one
secondthan the prototypeHoneycomb observed in 24
hours.However, oneclearadvantageofferedby thehost
context is its naturalimperviousnessto network evasion
techniques[30]. We discussthis issuefurther in Sec-
tion 7.

Finally, over the last two yearsof Earlybird's devel-
opment[34, 35, 37], theclearestparallelscanbedrawn
to Kim andKarp's contemporaneously-developed Auto-
graphsystem[16]. Like Earlybird,Autographalsouses
network-level data to infer worm signaturesand both
systemsemploy Rabin�ngerprints to index countersof
contentsubstringsandusewhite-lists to setasidewell-
known falsepositives. However, thereare several im-
portantdifferencesas well. First, Autographrelies on
a pre�ltering step that identi�es �o ws with suspicious
scanningactivity (particularlythenumberof unsuccess-
ful TCPconnectionattempts)beforecalculatingcontent
prevalence.By contrast,Earlybird measuresthe preva-
lenceof all contententeringthe network andonly then
considerstheaddressingactivity. This differencemeans
thatAutographcannotdetectlargeclassesof wormsthat
Earlybirdcan– includingalmostall e-mailborneworms,
suchasMyDoom,UDP-basedwormssuchasSlammer,
spoofedsourceworms,or wormscarriedvia IM or P2P
clients. Second,Autographhas extensive supportfor
distributed deployments– involving active cooperation
betweenmultiple sensors. By contrast,Earlybird has
focusedalmostentirely on the algorithmicsrequiredto
supportarobustandscalablewire-speedimplementation
in a singlesensorandonly supportsdistribution through
a centralizedaggregator. Third, Earlybird is an on-line
systemthat has beenin near-productionuse for eight
monthsand handlesover 200 megabitsof live traf�c,
while, asdescribed,Autographis anoff-line systemthat
hasonly beenevaluatedusingtraces.Finally, thereare
many differencesin the detailsof the algorithmsused
(e.g. Autographbreakscontent into non-overlapping
variable-lengthchunkswhile Earlybird managesover-

lapping�x ed-lengthcontentstringsover eachbyte off-
set)althoughit is not currentlyclearwhat the impactof
thesedifferencesis.

2.3 Containment
Containmentrefers to the mechanismusedto slow or
stop the spreadof an active worm. There are three
containmentmechanismsin usetoday: hostquarantine,
string-matchingandconnectionthrottling. Hostquaran-
tine is simply theactof preventinganinfectedhostfrom
communicatingwith otherhosts– typically implemented
via IP-level accesscontrol lists on routersor �re walls.
String-matchingcontainment– typi�ed by signature-
basednetwork intrusion prevention syst ems(NIPS) –
matchesnetwork traf�c againstparticularstrings,or sig-
natures,of known wormsandcanthendrop associated
packets. To enablehigh-bandwidthdeployments,sev-
eral hardware vendorsare now producing high-speed
string matchingand regular expressioncheckingchips
for worm andvirus �ltering. Lockwoodet al. describe
anFPGA-basedresearchprototypeprogrammedfor this
application[19]. Finally, a differentstrategy, proposed
by TwycrossandWilliamson[43], is to proactively limit
the rateof all outgoingconnectionsmadeby a machine
andtherebyslow – but notstop– thespreadof any worm.
Theirapproachwasproposedin ahostcontext, but there
is noreasonsuchconnectionthrottlingcannotbeapplied
at thenetwork level aswell.

In this paper, we assumethe availability of string-
matchingcontainment(perhapsin concertwith throt-
tling) and our Earlybird prototypegeneratessignatures
for a Snortin-line intrusiondetectionsystem– blocking
all packetscontainingdiscoveredwormsignatures.

3 De�ning Worm Behavior
Network worms,dueto theirdistinctpurpose,tendto be-
have quitedifferentlyfrom thepopularclient-serverand
peer-to-peerapplicationsdeployedon today's networks.
In this sectionwe explore thesekey behaviors in more
detailandhow they canbeexploitedto detectandchar-
acterizenetwork worms.

3.1 Content invariance
In all existing worms of which we are aware,someor
all of the worm programis invariantacrossevery copy.
Typically, the entire worm programis identical across
every host it infects. However, somewormsmake use
of limited polymorphism– by encryptingeachworm in-
stanceindependentlyand/orrandomizing�ller text. In
thesecases,muchof theworm bodyis variable,but key
portionsarestill invariant(e.g.,thedecryptionroutine).
For the purposesof this paper, we assumethat a worm
hassomeamountof invariant contentor hasrelatively
few variants.Wediscussviolationsof thisassumptionin
Section7.



3.2 Content prevalence
Sincewormsaredesignedforemostto spread, theinvari-
ant portion of a worm's contentwill appearfrequently
on thenetwork asit spreadsor attemptsto spread.Con-
versely, contentwhich is notprevalentwill not represent
the invariant portion of a worm and thereforeis not a
usefulcandidatefor constructingsignatures.

3.3 Addressdispersion
For the samereasons,the numberof distinct hostsin-
fectedby a worm will grow over time. Consequently,
packetscontainingalivewormwill tendto re�ect avari-
ety of differentsourceanddestinationaddresses.More-
over, during a major outbreak,the numberof suchad-
dressescangrow extremelyquickly. Finally, it is reason-
ableto expectthatthedistributionof theseaddresseswill
be far moreuniform thantypical network traf�c which
canhavesigni�cant clustering[9].1 In thispaperweonly
takeadvantageof the�rst of thesethreeobservations,but
we believe thereis potentialvaluein consideringall of
them.

4 Finding worm signatures
From theseassumptions,we canconcludethat network
wormsmustgeneratesigni�cant traf�c to spreadandthat
this traf�c will containcommonsubstringsandwill be
directedbetweenavarietyof differentsourcesanddesti-
nations.While it is notyetclearthatthischaracterization
is exclusivelycausedby worms,for now we will assume
thatidentifying this traf�c patternis suf�cient for detect-
ing worms.We examinetheissueof falsepositiveslater
in the paper. In principle, detectingthis traf�c pattern
is relatively straightforward. Figure 1 shows an ideal-
izedalgorithmthatachievesthis goal. For eachnetwork
packet, the contentis extractedand all substringspro-
cessed.Eachsubstringis indexedinto a prevalencetable
that incrementsa count�eld for a given substringeach
time it is found. In effect, this table implementsa his-
togramof all observedsubstrings.To maintainacountof
uniquesourceanddestinationaddresses,eachtableentry
alsomaintainstwo lists,containingIP addresses,thatare
searchedandpotentiallyupdatedeachtime a substring
countis incremented.Sortingthis tableon thesubstring
countandthesizeof theaddresslistswill producetheset
of likely wormtraf�c. Betterstill, thetableentriesmeet-
ing thiswormbehavior criteriaareexactly thosecontain-
ing theinvariantsubstringsof theworm. It is thesesub-
stringsthat canbeusedassignaturesto �lter theworm
outof legitimatenetworktraf�c.

We call this approachcontentsifting becauseit effec-
tively implementsa high-pass�lter on the contentsof
network traf�c. Network contentwhich is not prevalent

1As describedearlier, thepresenceof “dark” IP addressescanalso
provide qualitatively strongevidenceof worm-like behavior.

ProcessTraf�c(payload,srcIP,dstIP)
1 prevalence[payload]++
2 Insert(srcIP,dispersion[payload].sources)
3 Insert(dstIP,dispersion[payload].dests)
4 if (prevalence[payload]>P r evalenceTh
5 andsize(dispersion[payload].sources)>S r cD ispT h
6 andsize(dispersion[payload].dests)>D stD ispT h)
7 if (payloadin knownSignatures)
8 return
9 endif
10 Insert(payload,knownSignatures)
11 NewSignatureAlarm(payload)
12 endif

Figure 1: The idealized content sifting algorithm detects all
packet contents that are seen often enough and are coming from
enough sources and going to enough destinations. The value of
the detection thresholds and the time window over which each
table is used are both parameters of the algorithm.
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Figure2: Multi-stage Filters. A piece of content is hashed us-
ing hash function h1 into a Stage 1 table, h2 into a Stage 2 table,
etc and each table entry contains a counter that is incremented.
If all the hashed counters are above the prevalence threshold,
then the content string is saved for address dispersion measure-
ments. In previous work we have shown that the probability of
an approximation error decreases exponentially with the number
of stages and consequently is extremely small in practice [10].

or not widely dispersedis sifted out, leaving only the
worm-like content. However, while contentsifting can
correctly identify worm signatures,the basicalgorithm
wehavedescribedis far too inef�cient to bepractical.In
thenext sectionwe describealgorithmsfor approximat-
ing correctnessin exchangefor ef�ciency andpractical-
ity.

5 Practical Content Sifting
For automatedsignatureextractionto scaleto high-speed
links, thealgorithmsmusthavesmallprocessingrequire-
ments(ideally well-suitedto parallelization),andsmall
memory requirements. Finally, to allow arbitrary de-
ployment strategies, the algorithm should not depend
on having a symmetricvantagepoint in the network.
To satisfytheserequirements,we now describescalable
and accuratealgorithmsfor estimatingcontentpreva-
lenceand addressdispersion,and techniquesfor man-
agingCPU overloadthroughsmoothtradeoffs between
detectiontime andoverhead.For simplicity, in this sec-
tion we describeour algorithmsat packet (andnot �o w)
granularity.

5.1 Estimating contentprevalence
Identifying commoncontentinvolves�nding thepacket
payloadsthatappearat leastx timesamongtheN pack-
etssentduringagiveninterval. However, atableindexed



by payloadcanquickly consumehugeamountsof mem-
ory. For example,on a fully loaded1 Gbpslink, this
naive approachcould generatea 1 GByte table in less
than10 seconds.Memory consumptioncanbe reduced
considerablyby indexing thetableusinga�x edsizehash
of thepacket payloadinsteadof the full payload.After
a certainhashvaluehasrepeatedx � 1 times,the next
packetwith this hashis reported.In theabsenceof colli-
sions,theassociatedcontentwill have appearedexactly
x times.By selectinga hashfunctionwith suitablylarge
range(e.g.,32or 64bits) thecollisionprobabilitycanbe
minimized. Assuminga 16 bytehashtableentryandan
averagepacket sizeof 500 bytes,this algorithmwould
takeover4 minutesto generatethesame1 GBytetable.

Memoryef�ciency canbeimprovedfurtherbyobserv-
ing that identifying prevalent contentis isomorphicto
thewell-studiedproblemof identifying high-bandwidth
�o ws, frequently called “heavy hitters” [13, 10]. By
modifying thede�nition of “�o w” to re�ect content�n-
gerprints insteadof the (srcip, dstip, srcport, dstport,
protocol) tuple usedfor �o w analysis,heavy-hitter ap-
proximation algorithmscan be usedto �nd prevalent
contentusingcomparatively smallamountsof memory.

Our prototypeusesmulti-stage �lter s with conserva-
tive updateto dramaticallyreducethememoryfootprint
of theproblem(seeFigure2 for ageneraldescriptionand
[13, 10] for a thoroughanalysis).While simple,we be-
lieve this notion of usinga contentsignatureasa “�o w
identi�er” on which to maintaincountersis a powerful
technique.2

An importantmodi�cation is to appendthe destina-
tion port and protocol to the contentbefore hashing.
Sinceworms typically target a particularservice(they
are designedto exploit a vulnerability in that service)
this will not impacttheability to trackworm traf�c, but
caneffectively excludelarge amountsof prevalentcon-
tent not generatedby worms (i.e., potential falseposi-
tives).3 For example,if two userson the samenetwork
both download the Yahoohomepagethey will receive
many packetswith identicalpayloads.However, traf�c
sentfrom theWeb server will bedirectedto a so-called
“ephemeral”port selectedby eachclient. Sincethese
portsareselectedindependently, addingthemto thehash
input will generallydifferentiatethesedifferent clients
evenwhenthecontentbeingcarriedis identical.

So far, we have only discussedcontentat the whole

2Wearenotthe�rst to usehashingtechniquestoanalyzethecontent
makeupof network traf�c. Snoerenet al. andDuf�eld et al. bothuse
hashingto matchpacket observationsacrossa network [38, 7], and
bothSpringet al. andMuthitacharoenet al. useRabin�ngerprints for
compressingcontentsentover anetwork [40, 27].

3Notethatit is possiblefor thisassumptionto beviolatedunderun-
usualcircumstances.In particular, the Witty worm exploited promis-
cuousnetwork devicesandonly requireda �x edsourceport to exploit
its vulnerability – the destinationport wasrandom[6]. Catchingthis
wormrequiredusto maintainanadditionalmatchingtablein whichthe
sourceport is appendedto thehashoutputinstead.

packet granularity. While this is suf�cient for detect-
ing most existing worms, it is easyto envision worms
for which theinvariantcontentis a stringsmallerthana
singlepacket or for which the invariantcontentoccurs
at differentoffsetsin eachinstance.However, detecting
commonstringsof at leasta minimumlengthis compu-
tationallycomplex. Insteadwe addresstherelated– yet
fareasier– problemof detectingrepeatingstringswith a
small �x ed length� . As with full packet contents,stor-
ing individual substringscanrequireexorbitantmemory
andcomputationalresources.Instead,we usea method
similar to theoneproposedby Manberfor �nding simi-
lar �les in a large�le system[20]. Wecomputea variant
of Rabin�ngerprints for all possiblesubstringsof a cer-
tain length [32]. As these�ngerprints arepolynomials
they canbecomputedincrementallywhile retainingthe
propertythattwo equalsubstringswill generatethesame
�ngerprint, nomatterwherethey arein a packet.

However, eachpacket with a payloadof s byteshas
s � � + 1 stringsof length� , sothememoryreferences
usedperpacketis still substantiallygreaterthanthatcon-
sumedby a singleper-packet hash. In Section5.3, we
describea techniquecalledvaluesamplingto consider-
ably reducememoryreferences.

5.2 Estimating addressdispersion
While contentprevalenceis thekey metric for identify-
ing potentialwormsignatures,addressdispersionis crit-
ical for avoiding falsepositivesamongthis set. With-
out thisadditionaltestasystemcouldnotdistinguishbe-
tweena worm anda pieceof contentthat frequentlyoc-
cursbetweentwo computers– for examplea mail client
sendingthe sameusernamerepeatedlyasit checksfor
new mail on themail server regularly.

To quantifyaddressdispersiononemustcountthedis-
tinct sourceIP addressesanddestinationIP addressesas-
sociatedwith eachpieceof contentsuspectedof being
generatedby a worm (notethat this is differentfrom the
previouscontentprevalenceproblemwhichonly requires
estimatingtherepetitionsof eachdistinctstring). While
onecouldsimplycountsource-destinationaddresspairs,
countingthe sourceanddestinationaddressesindepen-
dentlyallows�ner distinctionsto bemade.For example,
mail messagessentto a popularmailing list areassoci-
atedwith many source-destinationaddresspairs,butwith
only two sources– themail serverof theoriginal sender
of themessageandthemail server runningthelist.

While it is possibleto countIP addressesexactly us-
ing a simple list or hashtable,moreef�cient solutions
areneededif therearemany piecesof contentsuspected
of beinggeneratedby worms. Our solution is to trade
off someprecisionin thesecountersfor dramaticreduc-
tions in memoryrequirements.Our �rst approachwas
to appropriatethedirectbitmapdatastructureoriginally



developedfor approximate�o w counting[46, 11]. Each
contentsourceis hashedto a bitmap,thecorresponding
bit is set,andanalarmis raisedwhenthenumberof bits
setexceedsa threshold. For example,if the dispersion
thresholdT is 30, the sourceaddressis hashedinto a
bitmapof 32 bits andan alarmis raisedif the number
of bits setcrosses20 (thevalue20 is calculatedanalyti-
cally to accountfor hashcollisions). This approachhas
minimal memoryrequirements,but in exchangeit loses
the ability to estimatethe actualvaluesof eachcounter
– importantfor measuringtherateof infectionor priori-
tizing alerts.While othertechniquessuchasprobabilis-
tic counting[12] and multiresolutionbitmaps[11] can
provide accuratecountsthey requiresigni�cantly more
memory. For examplea multiresolutionbitmaprequires
512bits to countto 1 million.

Instead,we have inventeda countingalgorithm that
leveragesthe fact that addressdispersioncontinuously
increasesduringanoutbreak.Usingthis observationwe
devise a new, compactdatastructure,called a scaled
bitmap, thataccuratelyestimatesaddressdispersionus-
ing � ve timeslessmemorythanexistingalgorithms.

Thescaledbitmapachievesthis reductionby subsam-
pling therangeof thehashspace.For example,to count
up to 64 sourcesusing32 bits, onemight hashsources
into a spacefrom 0 to 63 yet only set bits for values
that hashbetween0 and31 – thus ignoring half of the
sources.At theendof a �x edmeasurementinterval, this
subsamplingis adjustedby scalingtheresultingcountto
estimatethetruecount(afactorof two in thepreviousex-
ample).Generalizing,wetrackacontinuouslyincreasing
countby simply increasingthis scalingfactorwhenever
thebitmapis �lled. For examplethenext con�guration
of the bitmapmight maponequarterof the hashspace
to a 32 bit bitmapandscaletheresultingcountby four.
This allows thestorageof thebitmapto remainconstant
acrossanenormousrangeof counts.

However, oncethebitmapis scaledto a new con�gu-
ration,theaddressesthatwereactive throughoutthepre-
vious con�guration are lost and adjustingfor this bias
directly canleadto doublecounting.To minimizethese
errors,the �nal scaledbitmapalgorithm,shown in Fig-
ure3, usesmultiple bitmaps(numbmps = 3 in this ex-
ample)eachmappedtoprogressivelysmallerandsmaller
portionsof the hashspace.To calculatethe count, the
estimatednumberof sourceshashingto eachbitmapare
added,and then this sum is divided by the fraction of
the hashspacecoveredby all the bitmaps. When the
bitmap covering the largest portion of the hashspace
hastoo many bits set to be accurate,it is advancedto
the next con�guration by recycling it: the bitmapis re-
setandthenmappedto the next slice of the hashspace
(Figure 4). Consequently, eachbitmap covershalf the
hashspacecoveredby its predecessor. The�rst bitmap,

UpdateBitmap(IP)
1 code= Hash(IP)
2 level = CountLeadingZeroes(code)
3 bitcode= FirstBits(code<< (level+1))
4 if (level � baseandlevel < base+numbmps )
5 SetBit(bitcode,bitmaps[level-base])
6 if (level == baseandCountBitsSet(bitmaps[0])== max )
7 NextCon�guration()
8 endif
9 endif

ComputeEstimate(bitmaps ,base)
1 numIPs=0
2 for i= 0 to numbmps -1
3 numIPs=numIPs+bln( b=CountBitsNotSet(bitmaps[i]))
4 endfor
5 correction=

2(2base � 1)=(2numbmps � 1) � bln(b=(b � max ))
6 return numIPs�2base =(1 � 2� numbmps )+ correction

Figure3: A scaled bitmap uses numbmps bitmaps of size b
bits each. The bitmaps cover progressively smaller portions of
the hash space. When the bitmap covering the largest portion of
the hash space gets too full to be accurate (the number of bits
set reaches max), we advance to the next con�gur ation by “recy-
cling” the bitmap (see Figure 4). To compute an estimate of the
number of distinct IP addresses, we multiply a estimate of the
number of addresses that mapped to the bitmaps by the inverse
of the fraction of the hash space covered by the bitmaps. A cor-
rection is added to the result to account for the IP addresses that
were active in earlier con�gur ations, while the current bitmaps
were not in use at their present levels.

the one covering the largestportion of the hashspace,
is themostimportantin computingtheestimate,but the
otherbitmapsprovide “memory” for countsthatarestill
small and serve to minimize the previously mentioned
biases. Consequently, not much correction is needed
when thesebitmapsbecomethe most important. For-
mally, wecanprovethatthemaximumratiobetweenthe
biasof thealgorithmandthenumberof activeaddresses
is 2=(2numbmps � 1)[36].

Overall,thisnew techniqueallowsusto countsources
and destinationsquite accuratelyusing only 3 bitmaps
with roughly5 timeslessmemorythanpreviouslyknown
techniques[12, 11]. This is critical for practicalscaling
becauseit reducesthe system's sensitivity to the effec-
tivenessof the low-pass�lter provided by the content
prevalencetest.

5.3 CPU scaling
Usingmultistage�lters to detectcontentprevalenceand
scaledbitmapsto estimateaddressdispersiondecreases
memory usageand limits the amount of processing.
However, eachpayloadstring still requiressigni�cant
processing. In our prototypeimplementation(detailed
in Section6), the CPU can easily manageprocessing
eachpacket payloadasa singlestring,but whenapply-
ing Rabin�ngerprints, theprocessingof every substring
of length � can overloadthe CPU during high traf�c
load. For example,a packet with 1; 000 bytesof pay-
load and � = 40, requiresprocessing960 Rabin �n-
gerprints.While computingtheRabin�ngerprints them-
selvesincursoverhead,it is thethreeorderof magnitude
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Figure4: When the bitmap covering the largest portion of the
hash space �lls up, it is recycled. The bitmap is cleared and it
is mapped to the largest uncovered portion of the hash space
which is half the size of the portion covered by the bitmap right-
most before recycling. Recycling increments the variable base
(see Figure 3) by one.

increasein thenumberof contentsifting operationsthat
exceedsthecapacityof our currentCPU.While a faster
CPUmight solve this problemfor a giventraf�c pro�le,
thepossibility of traf�c surgesanddenial-of-serviceat-
tackson a sensorproducethesameproblemagain. We
believe thata securitydeviceshouldnot fail in thesecir-
cumstancesbut insteadsmoothlyscalebackfunctionality
to matchcapacity– still performingthe samefunctions
but perhapswith reduced�delity or responsiveness.

The obvious approachto addressthis problemis via
dynamicsampling.However, randomlysamplingwhich
substringsto processcouldcauseusto missa largefrac-
tion of theoccurrencesof eachsubstringandthusdelay
the generationof a worm's signature. Instead,we use
valuesampling[20] andselectonly thosesubstringsfor
which the �ngerprint matchesa certainpattern(e.g. the
last6 bits of the�ngerprint are0). Consequently, theal-
gorithm will systematicallyignoresomesubstrings,but
trackall occurrencesof others.However, if a wormcon-
tainsevena singletrackedsubstring,it will bedetected
aspromptlyaswithout thesampling.For example,if f
is the fractionof the trackedsubstrings(e.g. f = 1=64
if we track the substringswhoseRabin�ngerprint ends
on6 0s),thentheprobabilityof detectinga wormwith a
signatureof lengthx is ptr ack (x) = 1 � e� f (x � � +1) .

Since Rabin �ngerprint are randomly distributed
themselves,theprobabilityof trackinga worm substring
of length � is f . Thus, the probability of missingthe
wormis pmiss (� ) = 1� f . Theprobabilityof not track-
ing the worm is the probability of not tracking any of
its substrings.If theworm signaturehaslengthx, it has
x � � + 1 substringsof length� . Assumingthatnosub-
stringof length� repeatsin thesignature,theprobability
of not trackingthewormis pmiss (x) = (1 � f )x � � +1 �
e� f (x � � +1) . For examplewith f = 1=64 and� = 40,
the probability of tracking a worm with a signatureof

COUNTKEY

Header Payload

KEY DEST IP COUNT

AD entry exists?

Create AD entry

Update counter
else

Counters > Dispersion Threshold?
report KEY as suspected worm

Key

update counters

Address Dispersion Table

SRC IP COUNT

Count > Prevalence Threshold?

Content Prevalence Table

protocol/dstPort +Payload

Figure5: Content Sifting Algorithm as used in EarlyBird.

100bytesis 55%,but for awormwith asignatureof 200
bytesit increasesto 92%,andfor 400bytesto 99.64%.

The samplingvalue f representsa tradeoff between
processingandthe probability of missinga worm; pro-
cessingdecreaseslinearlywith f andthelengthof thein-
variantcontentrequiredincreaseslinearly with f . Note
that all currentwormshave had invariantcontentof at
least400bytes,for which theprobabilityof falsenega-
tivesis at most0.36%. Our user-spacesoftwareimple-
mentationrequiresf = 1=64 to keepup with roughly
200Mbpsof traf�c on a Gigabit Ethernetinterface. Fi-
nally, sincetheparametersof theRabin�ngerprint algo-
rithm p andM arenot known, the worm writer cannot
determinewhichstringswill notbesampledin advance.

5.4 Putting it together
Figure 5 depicts the content sifting algorithm imple-
mentedin the EarlyBird prototype. As eachpacket ar-
rives,its content(or substringsof its content)is hashed
andappendedwith theprotocolidenti�er anddestination
port to producea contenthashcode. In our implemen-
tation,weusea32-bitCyclic Redundancy Check(CRC)
asa packet hashand40-byteRabin�ngerprints for sub-
stringhashes.EachRabin�ngerprint is subsampledwith
f = 1=64. The resultinghashcodesareusedto index
the addressdispersiontable. If an entry alreadyexists
(the contenthasbeendeterminedto be prevalent) then
theaddressdispersiontableentriesfor sourceanddesti-
nationIP addresses(implementedasscaledbitmaps)are
updated.If thesourceanddestinationcountsexceedthe
dispersionthreshold,thenthecontentstringis reported.

If the contenthashis not found in the dispersionta-
ble, it is indexed into the contentprevalencetable. In
our implementation,weusefour independenthashfunc-
tions of the contenthashto create4 indexes into four
counterarrays.Usingtheconservativeupdateoptimiza-
tion, only thesmallestamongthefour countersis incre-
mented[10]. If all four countersare greaterthan the
prevalencethreshold,thenanew entryis madein thead-



dressdispersiontable– with highprobability, thecontent
hasappearedfrequentlyenoughto bea candidateworm
signature.Pseudocodefor themainloopof theEarlyBird
systemis shown in Figure5.

ProcessPacket()
1 InitializeIncrementalHash(payload,payloadLength,dstPort)
2 while (currentHash=GetNextHash())
3 if (currentADEntry=ADEntryMap.Find(currentHash))
4 UpdateADEntry(currentADEntry,srcIP,dstIP,packetTime)
5 if ( (currentADEntry.srcCount> Sr cD ispT h)

and(currentADEntry.dstCount> D stD ispT h) )
6 ReportAnomalousADEntry(currentADEntry,packet)
7 endif
8 else
9 if ( MsfIncrement(currentHash)> P r avalenceTh)
10 newADEntry=InitializeADEntry(srcIP,dstIP,packetTime)
11 ADEntryMap.Insert(currentHash,newADEntry)
12 endif
13 endif
14 endwhile

Figure6: The EarlyBird loop performed on every packet.When
the prevalence threshold is exceeded, dispersion counting is
done by creating an ADentry. ADentry contains the source and
destination bitmaps and the scale factors required for the scaled
bitmap implementation.

The contentprevalencetable seesthe most activity
in the systemand serves as a high-pass�lter for fre-
quent content. The multi-stage�lter data structureis
clearedon a regular interval (60 secondsin our imple-
mentation).By contrast,theaddressprevalencetablehas
typically fewervalues– only thosestringsexceedingthe
prevalencethreshold– andcanbegarbagecollectedover
longertimescales(evenhours).

Eachof thesemechanismscanbeimplementedathigh
speedsin either software or hardware, with relatively
modestmemoryrequirementsaswe quantify in thenext
section.Moreover, our approachmakesno assumptions
aboutthepoint of deployment,whetherat theendpoint,
edge,or core. However theoptimalparameterssettings
may dependon the point of deployments. In Section6
we empirically explore the parametersettingsusedby
ourEarlyBird prototype.

6 Experience
Basedonthecontentsifting algorithmjustdescribed,we
have built a prototypesystemwhich hasbeenin useon
the UCSD campusfor over eight months. In this sec-
tion, we describeour overall systemdesign,the imple-
mentationandexperimentalenvironment,our initial ex-
perimentsexploring the parameterspaceof the content
sifting algorithm, our evaluationof falsepositives and
falsenegatives,andourpreliminaryresultsin �nding live
wormsat oursite.

6.1 Systemdesign
TheEarlyBirdsystemconsistsof two majorcomponents:
Sensors and an Aggregator. Eachsensorsifts through
traf�c oncon�gurableaddressspace“zones”of responsi-
bility andreportsanomaloussignatures.Theaggregator

Figure7: A screenshot of the main screen of the EarlyBird user
interface. Each zone is labeled by a pre�x and shows the cur-
rent anomalies (worms), and prevalence/dispersion parameters
which can be changed by the user. More detailed screens show
detailed counts for each anomaly, as shown for Sasser in Figure
12.

coordinatesreal-timeupdatesfrom thesensors,coalesces
relatedsignatures,activatesany network-level or host-
level blockingservicesandis responsiblefor administra-
tivereportingandcontrol.Our implementationis written
in C andtheaggregatoralsousestheMySql databaseto
log all events,thepopularrrd-toolslibrary for graphical
reporting,andPHPscriptingfor administrative control.
A screenshotof the main screenof the EarlyBird user
interfaceshowing zonesand a summaryof the current
systemactivity is shown in Figure7.

Finally, in orderto automaticallyblock outbreaks,the
EarlyBird systemautomaticallygeneratesand deploys
precisecontent-basedsignaturesformattedfor theSnort-
inline intrusion preventionsystem[1]. A samplesuch
signaturefor Kibvu.B is shown below.

drop tcp $HOME_NETany -> $EXTERNAL_NET5000
(msg:"2712067784 Fri May 14 03:51:00 2004";
rev:1; content:"|90 90 90 90 4d 3f e3 77 90
90 90 90 ff 63 64 90 90 90 90 90|";)

6.2 Implementation and envir onment
The current prototypeEarlybird sensorexecuteson a
1.6GhzAMD Opteron242 1U server con�gured with
a standardLinux 2.6 kernel. The server is equipped
with two BroadcomGigabit coppernetwork interfaces
for datacapture.TheEarlyBird sensoritself is a single-
threadedapplicationwhich executesat user-level and
capturespacketsusingthe popularlibpcaplibrary. The
systemis roughly5000lines of code(not includingex-
ternal libraries) with the bulk of the codededicatedto
self-monitoringfor thepurposeof this paper. The scal-
ableimplementationitself is a muchsmallerfractionof
this codebase. In its presentuntunedform, EarlyBird
sifts thoughover 1TB of traf�c per day and is able to
keepup with over 200Mbpsof continuoustraf�c when



usingRabin�ngerprints with a valuesamplingprobabil-
ity of 1=64(andatevenhigherspeedsusingwholepacket
CRCs).

The experimentsin the remainderof this paperare
basedondatacollectedfrom aCiscoCatalystroutercon-
�gured to mirror all in-boundand out-boundtraf�c to
our sensor(Earlybirdcurrentlymakesno distinctionbe-
tweenincomingandoutgoingpackets).Therouterman-
agestraf�c to and from roughly 5000 hosts,primarily
clients,aswell asall traf�c to andfrom a few dedicated
campusservers for DNS, SMTP/POP/IMAP, NFS, etc.
Themeasuredlinks experiencea sustainedtraf�c rateof
roughly100Mbps,with burstsof up to 500Mbps.

6.3 Parameter tuning
The key parametersusedby our algorithmarethe con-
tent prevalencethreshold(currently3), the addressdis-
persionthreshold(currently30 sourcesand30 destina-
tions),andthetime to garbagecollectaddressdispersion
tableentries(currentlyseveralhours).We now describe
therationalebehindtheseinitial choices.

Content prevalencethr eshold: Figure8 shows the
distribution of signaturerepetitionson a tracefor differ-
enthashfunctions.For example,usinga60secondmea-
surementinterval anda wholepacket CRC,over97 per-
centof all signaturesrepeattwo or fewer timesand94.5
percentareonly observed once. Using a �ner grained-
contenthashor a longermeasurementinterval increases
thesenumbersevenfurther. However, to a �rst approxi-
mation,all reasonablevaluesof theseparametersreveal
that very few signaturesever repeatmorethan3 times.
Recall that the principal bene�t provided by the con-
tentprevalencetableis to removefrom considerationthe
enormousnumberof substringswhichappearrarelyand
thereforearenotpossiblewormsignaturecandidates.We
have repeatedtheseexperimentson several datasetsat
differing timesandobserved the samepattern. Conse-
quently, for the remainderof this paperwe usea preva-
lencethresholdof 3.

Addr essdispersionthr eshold: Oncea signaturehas
passedtheprevalencethresholdit is still unlikely that it
representsaworm. Figure9 showsthenumberof distinct
signaturesfound,asa functionof time, for differentad-
dressdispersionthresholds.For example,after 10 min-
utesthereareover 1000signatures(note the log scale)
with a low dispersionthresholdof 2 – meaningthat the
samestring hasbeenobserved in packetswith two dif-
ferentsourceIP addressesand two differentdestination
IP addresses.However, asthedispersionthresholdis in-
creased,the numberof suchstringsdecreasesdramati-
cally. By thetime a thresholdof 30 is reached,thereare
only 5 or 6 prevalentstringsmeetingthedispersioncrite-
ria andtheincreasein thisnumberis veryslow overtime.
In thisparticulartrace,two of thesestringsrepresentlive
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wormsandthe othersarebenignbut consistentlyreoc-
curringstringsthatarepost-�lteredby awhitelist.

Note that there is an inherent tradeoff betweenthe
speedof detectinga new worm andthe likelihoodof a
falsepositive. By usinga lowerdispersionthresholdone
can respondto a worm morequickly, but it is increas-
ingly likely that many suchsignatureswill be benign.
For example,we �nd that the Slammerworm signature
is detectedwithin onesecondwith anaddressdispersion
thresholdof 2, yet takesup to 5 secondsto discover us-
ing themoreconservative thresholdof 30. At thesame
time therearetwo ordersof magnitudemoresignatures
thatwill bereportedwith thelowestdispersionthreshold
– mostof whichwill likely befalsepositives.

Garbage collection: The �nal key parameterof our
algorithmis the elapsedtime beforean entry in the ad-
dressdispersiontable is garbagecollected. The impact
of this settingis shown in Figure10. Whenthe timeout
is setto 100seconds,thenalmost60 percentof all sig-
naturesaregarbagecollectedbeforeasubsequentupdate
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Figure 10: Log-scale cumulative distribution function of the
maximum time period between updates for entries in the address
dispersion table.

occurs– possiblypreventingthesignaturefrom meeting
the dispersionthresholdandbeing reported. However,
by a timeoutof 1000seconds,this numberis reducedto
roughly20 percentof signatures.However, sincetheto-
tal numberof signaturesin theaddressdispersiontableis
alwaysfairly small(roughly25,000)wecancomfortably
maintaina timeoutof severalhours.

6.4 Performance
In Section5 we describedmechanismssuchas multi-
stage�lters to reducememory, andmechanismssuchas
valuesamplingto reduceCPUtime. In this section,we
brie�y evaluatetheperformanceof our prototypeEarly-
Bird sensorin termsof processingtimeandmemory.

ProcessingTime: To measureoverhead,we instru-
mentedtheinterfaceof eachcomponentto countelapsed
CPU cycles. Becausethesecountersaremeasuredon a
live systemwith varying packet sizes,and somefunc-
tions(e.g.,computingtheRabinhash)dependonpacket
size,we report the averageandstandarddeviation over
severalmillion packets.

The top of Table1 shows theoverhead(in microsec-
onds) incurred by each individual componentof the
EarlyBirdalgorithmasshown in Figure6. Themostsig-
ni�cant operationsare the initial Rabin �ngerprint, ac-
cessingthemultistage�lter andcreatinga new Address
DispersionTableentry(dominatedby thecostof malloc
in this implementation).The Rabinalgorithmis highly
optimizedbasedon Manber'soriginal code(asmodi�ed
by Neil Spring),andincrementallyamountsto amultiply
anda mask(AND) operation.It seemsdif�cult to opti-
mizethisparticularhashfunctionfurtherin software,but
it would be easyto implementin hardware. Similarly,
a hardwareimplementationof multistage�lters canuse
parallelmemoriesto reducethe lookup time in propor-
tion to thenumberof �lter stages.

The bottom of Table 1 shows the overall processing
time (in microseconds)taken by EarlyBird to processa

Mean Std. Dev.

Componentwisebreakdown
Rabin Fingerprint
FirstFingerprint(40bytes) 0:349 0:472
Increment(eachbyte) 0:037 0:004
Multi StageFilter
Test& Increment 0:146 0:049
AD TableEntry
Lookup 0:021 0:032
Update 0:027 0:013
Create 0:252 0:306
Insert 0:113 0:075

Overall Packet
HeaderParsing& FirstFingerprint 0:444 0:522
Per-byteprocessing 0:409 0:148

Overall Packet with Flow-Reassembly
HeaderParsing& Flow maintenance 0:671 0:923
Per-byteprocessing 0:451 0:186

Table1: This table shows overhead (in microseconds) incurred
by each of the individual operations performed on a packet. The
mean and standard deviation are computed over a 10 minute in-
terval (25 million Packets). This table represents raw overheads
before sampling. Using 1 in 64 value sampling, the effective
mean per byte processing time reduces to 0.042 microseconds.

packet. Without theuseof valuesampling,onanaverage
it takes approximately0.44 microsecondsto parsethe
packetheaderandcomputethe�rst hashfrom thepacket
payload. Additionally for eachbyte in the packet pay-
loadEarlyBirdaddsanadditionalprocessingoverheadof
0.409microsecondsonaverage.Utilizing (1 in 64)value
sampling,asdescribedin Section5, bringsdown theav-
erageper-byte time to under0.042microseconds.This
equatesto 0.005microsecondsper bit, or a 200 Mbps
line rate.Wecon�rmedthisby alsoexaminingthepacket
drop rate and comparingthe output packet rate of the
router, andthe input packet rateseenby the system:at
a samplingrateof 1 in 64 therearealmostno dropped
packetsduring 200Mbpsload, but at smallersampling
ratesthereweresigni�cant numbersof droppedpackets
for equivalentinput. In hardware,giventhesamevalue
samplingrate,assumingthatmultipliescanbepipelined,
andthat themultistage�lter memoriesandaddressdis-
persiontablesoperatein parallel,thereis no reasonwhy
thealgorithmshouldnotscalewith memoryspeedseven
up to 40Gbps.

Memory Consumption: The major memoryhog is
the contentprevalencetable, implementedusingmulti-
stage�lters with 4 stages,with eachstagecontaining
524288bins,andwhereeachbin is 8 bits, for a total of
2MB. While thisnumberof binsmayappearto belarge,
recallthatweareusingasmallprevalencethreshold,and
theamountof memoryis still dramaticallysmallerthan
whatwould berequiredto index all contentsubstrings.

The othermajor componentof memoryusageis the
AddressDispersionTablewhich, in our experience,has



between5K and25K entriesof 28byteseach.All 25,000
of the AddressDispersiontable entriescombineduti-
lize well undera Megabyteof memory. Theothercom-
ponentsusea negligible amountof memory. Thus the
coreEarlyBird function currentlyconsumeslessthan4
Mbytes of memory. If the contentprevalencethresh-
old wasmadehigher(ascould be donein deployments
nearerthe core of the network), the memoryneedsof
the multistage�lters andaddressdispersiontableswill
go down dramatically, allowing potentialon-chipimple-
mentations;currentFPGAsallow 1 Mbyte of on-chip
SRAM, andcustomchipsallow up to 32Mbytes.

6.5 Trace-basedveri�cation
In this subsection,we reporton experimentalresultsfor
falsepositivesandfalsenegatives.While akey featureof
oursystemis thatit runsonlive network traf�c, for these
experimentswe replayeda capturedtracein real-timeto
supportcomparisonsacrossruns.We reporton someof
our liveexperiencein thenext subsection.

False Positives: Any worm detectiondevice must
contendwith falsepositives.Figure11 shows thepreva-
lenceof differentsignaturesover time thatmeetthedis-
persionthresholdof 10 (we setthe thresholdin this ex-
perimentlower thanthecurrentparametersettingof 30
used in our live systemto producemore signatures),
while the signaturesthemselves are listed in Table 2.
The two mostactive signaturesbelongto the Slammer
andOpaservworms, followed by a pervasive string on
TCPport 445usedfor distributedport scanning,andthe
Blasterworm. Theremainingsignaturesfall into two cat-
egories:thosethatarelikely wormsor distributedscans
(likely, dueto thehighdegreeof suchtraf�c sentto these
portsfrom outsidetheLAN) andafew stringsthatrepre-
senttruefalsepositivesandarisefrom particularprotocol
structures.

Over longer live runs we have found two principal
sourcesof falsepositives:commonprotocolheadersand
unsolicitedbulk email (SPAM). In the former category,
over 99 percentof all falsepositivesresultfrom distinct
SMTPheaderstringsorHTTPuser-agentorcontent-type
strings.We have observedover 2000of thesecombina-
tions in practice,all of which areeasilywhitelistedpro-
cedurallyvia aprotocolparser. It is critical to dosohow-
ever, sinceautomaticallyblockingor rate-limitingevena
signi�cant subsetof HTTP traf�c couldhave disastrous
consequences.The otherprincipal sourceof falseposi-
tivesareSPAM e-mailswhichcanexceedaddressdisper-
sionthresholdsdueto theuseof distributedmailersand
mail relays.While thesearefarmoredif�cult to whilelist
sincemany e-mail virusesalsopropagatevia TCP port
25, the effect of their interdictionis far morebenignas
well. Moreover, falsepositivesarisingfrom SPAM are
bursty in practicesincethey coincidewith a massmail-
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Figure11: Count of worm-like signatures as a function of time.
This graph uses a content prevalence threshold of 3 and an ad-
dress dispersion threshold of 10 (i.e. d > 10 and s > 10).

ing cycle. Consequently, evenwithout additionalpolicy,
countermeasuresfor suchtraf�c tendsto automatically
self-limit.

We have also seena few falsepositives that simply
re�ecteduniqueaspectsof afew popularprotocolimple-
mentations.For example,the mostcommonsignatures
in our data (not shown above) are stringsof all zeros
and all onesin base64encoding(causedby a popular
mail reader's text encoding)andwe excludethesefrom
considerationstatically. Similarly, the HEADER-TCP-
CLOSEsignatureshow above,is astring“tcp-close,dur-
ing connect”that is includedin TCP RST packetssent
by theMAC OS X operatingsystem.Thesystemitself
is suf�ciently commonthat the addressdispersionand
contentprevalencecriteria aremet. However, thereare
suf�ciently few of these,even over extendedperiodsof
analysis,that a handful of static whitelist entrieshave
beensuf�cient to removethem.

Finally, over long traceswe haveobservedonesource
of falsepositives that de�es easyanalysis. In particu-
lar, popular �les distributed by the BitTorrent peer-to-
peersystemcan satisfy the contentprevalenceandad-
dressdispersioncriteriaduringtheirpeakperiodsof pop-
ularity. This doesnot seemto happenin practicewith
otherpeer-to-peersystemsthatrely on whole-�le down-
load, but BitTorrent's �le striping createsa many-to-
many downloadpro�le thatmimicsthatof a worm.

In general,all of ourfalsepositivesappearconsistently
acrossmultiple trials over different time periods. This
leadsusto believe thatmostarerelatively stableandre-
�ect a small numberof pathologies. Consequently, in
live usewe excludedsuchsignaturesin a small “white
list” which is usedto post-�lter signaturereports.

False negatives: Sinceour experimentshave been
run in an uncontrolledenvironmentit is not possibleto
quantitativelydemonstratetheabsenceof falsenegatives.
However, astrongqualitative indicationis thatEarlybird
runninglive detectedevery worm outbreakreportedon



Label Service Sources Dests

SLAMMER UDP/1434 3328 23607
SCAN-TCP-PORT22 TCP/22 70 53
MAIL-HEADER-FROM TCP/25 12 11
SMB-139 TCP/139 603 378
SMB-445 TCP/445 2039 223
HEADER-TCP-CLOSE TCP/80 33 136
MAIL-HEADER-FROM2 TCP/25 13 14
PROTOCOL-HEADER-EXT TCP/80 15 24
BLASTER TCP/135 1690 17
OPASERV-WORM UDP/137 180 21033
SMB-445-SIG2 TCP/445 11 145

Table2: Summary signatures reported using an address dis-
persion threshold of 10.

public securitymailing lists (including BugTraq, Full-
Disclosure,and snort-signatures)during our period of
operation.We alsocheckedfor falsenegativesby com-
paringthetracewe usedagainsta Snortrulebaseinclud-
ing over 340 worm andworm-relatedsignaturesaggre-
gatedfrom the of�cial Snortdistribution aswell as the
snort-signaturesmailing list. We found no falsenega-
tivesvia this method,althoughtheSnortsystemalerted
onanumberof instancesthatwerenotworms.

6.6 Inter -packet signatures
As described,the content-siftingalgorithm used in
EarlyBirddoesnotkeepany per-�o w stateandcanthere-
fore only generatecontentsignaturesthatarefully con-
tainedwithin a single packet. Thus an attacker might
evade detectionby splitting an invariant string into
piecesonebytesmallerthan� – oneperpacket.

We have extendedthecontentsifting algorithmto de-
tect suchsimple evasionsat the cost of per �o w state
management.While therearemany approachesto �o w
reassembly, our initial designpoint is one that trades
the fully generalreassemblyfor reducedoverheadby
exploiting Earlybird's use of incremental�ngerprints.
Thus, for each�o w we maintaina circular buffer con-
tainingthelast40 bytes,aswell astheRabin�ngerprint
for thisstringandsomebook-keepingstatefor managing
�o w expiration. Using this datawe areableto continue
the signaturematchingprocessfrom eachpacket to its
successor(in factthecomputationcostis reducedasare-
sult, sincethe expensive per-packet Rabin�ngerprint is
only necessaryfor the �rst packet in a �o w). Currently,
wemanage�o ws�rst-come�rst-servedvia a�o w cache,
althoughit is easyto biasthisallocationto favor sources
exhibiting abnormalactivity suchasport-scanningor ac-
cessingunusedaddressspace[34, 35, 37, 24]. It should
be clear that a sophisticatedworm or virus which sub-
verts the host operatingsystemwill be able to reorder
or arbitrarily delaypacketsin a way thatevadesthis ap-
proach. We describethe challengesof more complex

evasionsin Section7. We brie�y evaluatedthe perfor-
manceimpactof this extensionand found that usinga
�o w cacheof 131072elements(7MB in total) theaver-
agecost for processingthe �rst packet of a �o w is in-
creasedby 0.227microsecondsandtheaverageper-byte
costis increasedby 0.042(absolutenumbersandassoci-
atedstandarddeviationsarereportedin Table1).

6.7 Li veexperiencewith EarlyBird
In additionto thewormsdescribedabove,Earlybirdhas
alsodetectedprecisesignaturesfor variantsof CodeRed,
the MyDoom mail worm and most recently for the
Sasser, andKibvu.B worm. In the caseof new worms
suchasKibvu.BandMyDoom,Earlybirdreportedsigna-
tureslongbeforetherewerepublicreportsof theworm's
spread– letalonesignaturesavailable– andwewereable
to usethesesignaturesto assistour network operations
staff in trackingdown infectedhosts.

While we have experiencewith all recentworms,we
limit ourselvesto describingourexperiencewith two re-
centoutbreaks,SasserandKibvu.B.

Sasser: We detectedSasseron the morning of Sat-
urdayMay 1st,2004.Thoughwe cannotclaim to bethe
�rst onesto detectSasser, wecertanlydid detectit before
signaturesweremadeavailableby thevariousanti-virus
vendors. Part of the reasonfor us not detectingSasser
earlieris becauseall inboundtraf�c destinedto port 445
is droppedat theupstreamrouterandthuswecouldonly
usestrictly internaltraf�c to makeanidenti�cation. Fig-
ure 12 shows a screenshotof the live EarlyBird system
trackingthe ratein growth of infectedSasserhostsand
their attemptsto infectothersin theUCSDnetwork.

Kib vu.B: Kibvu.B is arecentwormthatEarlybirdde-
tectedonFridayMay14th,2003at3:08AMPDT. In con-
trastto otheroutbreaks,Kibvu.B wasextremelysubdued
(perhapsbecauseit targeteda two yearold vulnerabil-
ity thatwaslessprevalentin thehostpopulation).In the
40 minutewindow following our �rst recordedinstance
of theworm, therewerea total of 37 infectionattempts
to 30 uniquedestinations,allowing us to trigger based
on our 30-30dispersionthreshold.TheKibvu.B experi-
encesuggeststhatsimplyutilizing contentprevalenceas
a metricasin [16] maynot besuf�cient; addressdisper-
sion is essential.We have provideda signaturefor this
worm in section6.1.

7 Limitations and Extensions
While wehavebeenhighly successfulwith ourprototype
system,we recognizea numberof limitations,potential
challengesand problemsfacing thosebuilding a com-
pleteworm defensesystem. In this sectionwe discuss
theseanddiscusscurrentextensionsthat we areadding
to our systemto addresstheseissues.



Figure 12: A detailed screen showing EarlyBird's capture of
the Sasser outbreak. The anomaly is labeled 6042387755325
because at the time of discovery the anomaly was not named.
The top of the screen-shot shows the signature and the num-
ber of sources and destinations. The middle of the screen shot
shows a time-series plot of the packets containing the signature
over roughly 2 days. The bottom of the screen shot shows a
time-series plot of unique destinations (top curve) and unique
sources (bottom curve) with the content. The destinations are
much larger because the same sources are attempting to infect
a large number of destinations.

7.1 Variant content
If contentsifting wereto bewidely deployedthis could
createan incentive for worm writers to designworms
with little or no invariant content. For example,poly-
morphicvirusesencrypttheir contentin eachgeneration
andso-called“metamorphicviruses”have evendemon-
stratedthe ability to mutatetheir entire instructionse-
quencewith semanticallyequivalent, but textually dis-
tinct, code. This is an extremely challengingprob-
lem that is currentlyaddressedby antivirus vendorsus-
ing controlledemulation[2] andproceduralsignatures.
While many of thesesubterfugesaretrivially detectable
(e.g. sincepolymorphicdecryptioncodemay be itself
invariant),andotherscandetectedby modifyingourcon-
tentsifting approachto identify textually “similar” con-
tent– in thelimit thisthreatis afundamentalone.As part
of futurework weareinvestigatinghybridpatternmatch-
ing approachesthat quickly separatenon-codestrings
(identi�able by unavoidableterminatinginstructionse-
quences)from potentialexploits – and focus complex
analysisonly on thosesequenceswhichposea threat.

Otherproblemsarepresentedby compression.While

existing self-encodingvirusesmaintainan invariantde-
coding routine, a worm author might chooseto reuse
a commoncodesequence(e.g.,suchasoneusedfor a
popularself-decompressingexecutableformat, like ZIP
executables). Using this string as a worm signature
couldproducemany falsepositivesfor contentusingthe
samesequence.Finally, severalvulnerabilitieshavebeen
found in popularimplementationsof encryptedsession
protocolssuchassshandSSL. Wormsexploiting such
vulnerabilitiescanopportunisticallymakeuseof theper-
sessionencryptionoffered by theseservices. As a re-
sult, content-orientedtraf�c analysis,like thatdescribed
in this paper, would beimpossible.Thesameproblemis
posedby widespreaddeploymentof end-to-endIPSEC
andvirtual privatenetworks (VPNs). This problemap-
pearsto be fundamental. Indeedif suchdeployments
becomewidespreadmuch of the currentsecuritymar-
ket (especiallyincludingcurrentintrusiondetectionsys-
tems)will have to berethought.

7.2 Network evasion
Justasattackersmayattemptto evadecontentsifting al-
gorithmsby creatingmetamorphicworms,they mayalso
attempttoevadeourmonitorthroughtraditionalIDSeva-
sion techniques[30]. While we discussedthe problem
of �ow reassemblyearlier, asophisticatedattackermight
sendoverlappingIP fragmentsor TCP segmentsto cre-
atea network-level polymorphism.To addressthis issue
requirestraf�c normalization, in whichdatagramsarere-
assembledin a singleconsistentfashion[14]. However,
in its full generality, this approachrequiresfarmoreper-
�o w stateandper-packetcomputationthanmere�o w re-
assemblyandthereforemay not scalewell without fur-
ther performance-enhancingtechniques.An alternative
weareconsideringis to simply�lter suchobviouslyodd-
ball packets– at thecostof someimpacton siteswhich
actuallydependonnon-standardTCPsegmentationor IP
fragmentationimplementations.

Finally, incidentalnetwork evasionmay occur if the
assumptionsunderlyingtheaddressdispersionthreshold
areviolated.For example,if aworm requiresonly asin-
glepacket for transmissionthentheattackercouldspoof
thesourceaddresssoall packetsappearto originatefrom
thesamesource.While suchevasionsareeasyto detect,
it is requiresspecialpurposecodeoutsidethe general
contentsifting framework.

7.3 Extensions
In additionto thepotentialchallengesposedbymalicious
actors,thereare a numberof additionalimprovements
that could be madeto our systemeven in the current
environment. For example,while we have experienced
that given parametersettingsappearto provide consis-
tent resultson our link acrosstime, our settingswere



themselvesbasedon measurementandexperimentation.
We believe they aresensitive to thenumberof live hosts
interdictedby the monitor, but exactly how remainsan
open question. In the next generationof our system,
we plan to usetechniquessimilar to [10] to “autotune”
EarlyBird's contentsifting parametersfor a given envi-
ronment.

Finally, while mostwormsto datehavesoughtto max-
imize their growth over time, it is importantto address
the issueof slow wormsaswell. In our currentproto-
type, worms which are seenlessfrequentlythanevery
60 secondshave no hopeof registering. One method
to addressthis limitation within our systemis to main-
tain triggeringdataacrossmultiple time scales.Alterna-
tively, onemight deploy a hybrid system,usingEarly-
bird to intercepthigh-speedoutbreakswormsandhost-
basedintrusiondetectionor large-scalehoneypotsto de-
tectslowly spreadingpathogens.Indeed,evensmallde-
tectionprobabilitiescaneliminatethestealthyadvantage
of slow wormsandthustheincentivefor deploying them.

7.4 Containment
Our currentsystemreportsthe suspectedworm signa-
tures,but canbecon�guredto generateSnortsignatures
in a few secondswhichcanthenbeblockedby anonline
Snort deployment. We have beendoing so on a small
scaleona laboratoryswitch,andthesystemhasblocked
wormtraf�c basedonthesignatureswefeedtheblocker.
Unfortunately, the policy for applying sucha contain-
mentstrategy canbequitecomplex. For example,since
thereis aninherenttradeoff betweendetectionspeedand
falsepositives,aswe discussedearlier, one reasonable
policy is to temporarilyrate-limit traf�c matchingsigna-
tureswith only moderateaddressdispersion.If thesig-
natureis a falsepositive then it likely will never reach
a higherlevel of dispersionandtherate-limit canbere-
pealed. If it is a worm, then this conservative reaction
will slow its spreadandonceits dispersionincreasesto a
higherlevel thesystemcandecideto dropall packetscar-
rying thesignature.However, this is justonesuchpolicy
optionandthequestiondeservesadditionalattention.

Moreover, automatedcontainmentalso provokes the
issueof attackerspurposelytrying to triggera worm de-
fense– therebycausingdenial-of-serviceon legitimate
traf�c alsocarryingthestring. Thus,a clearareaof re-
searchfor usis to developef�cient mechanismsfor com-
paring signatureswith existing traf�c corpus' – to un-
derstandtheimpactof �ltering suchtraf�c beforewe do
so. However, even this approachmay fall shortagainst
a sophisticatedattacker with prior knowledgeof an un-
releaseddocument. In this scenarioan attacker might
coerceEarlybirdinto blockingthedocumentsreleaseby
simulatinga worm containingsubstringsuniqueonly to
theunreleaseddocument.

7.5 Coordination
Oneof the key bene�ts of signatureextractionis that a
givensignaturecanbeshared.This providesa “network
effect” becausethemoredeploymentsaremadeof asys-
tem suchasours,the morevaluethereis to all deploy-
mentsbecauseof sharing. This sharingin turn canre-
duceresponsetimes,sincethe�rst siteto discoveranew
worm signaturecan shareit immediately. A more ag-
gressive possibility is to addthis detectioncapabilityto
corerouterswhichcanthenspreadthesignaturesto edge
networks. The issueof coordinationbringsup substan-
tial questionsrelatedto trust, validationandpolicy that
will requireadditionalresearchattentionto address.

8 Conclusions
New worm outbreaksroutinely compromisehundreds
of thousandsof hostsanddespitethe enormousrecov-
ery costs incurred for past worms, we have beenex-
tremelyfortunatein thedegreeof restraintdemonstrated
by wormauthors.Thustheneedfor anadequatedefense
againstfuturewormepisodesis self-evident.

In this paper, we have describedanapproachfor real-
timedetectionof unknown wormsandautomatedextrac-
tion of uniquecontentsignatures.Ourcontentsifting al-
gorithmef�ciently analysesnetwork traf�c for prevalent
andwidely dispersedcontentstrings– behavioral cuesof
wormactivity. Wehavedemonstratedthatcontentsifting
can be implementedwith moderatememoryand com-
putationalrequirementsandour untunedsoftware-based
prototypehasbeenableto processover200Mbpsof live
traf�c. While the security�eld is inherentlyan “arms
race”, we believe that systemsbasedon contentsifting
signi�cantly raisethe bar for worm authors.To wit, in
our experienceEarlybirdhasbeenableto detectandex-
tractsignaturesfor all contemporarywormsandhasalso
demonstratedthat it canextractsignaturesfor new, pre-
viouslyunknown, worms.

While we believe that EarlyBird canbe a usefulsys-
tem in itself, we believe that the underlying method
(maintainingstatekeyedby contentsignatures)maygen-
eralizeto addressa numberof otherinterestingresearch
problems.For example,we have foundthatslight mod-
i�cations to Earlybird are able to detectlarge amounts
of unsolicitedbulk e-mail (SPAM) basedon the same
generalprinciplesasworm detection. Similarly, mass-
intrusionattemptscanalsoberevealedby this approach,
ascandenial-of-serviceattacksandpeer-to-peersystem
activity.

Finally, the EarlyBird systemdemonstratesthe fea-
sibility of sophisticatedwire-speednetwork security.
While many industrial systemshave only recentlyan-
nouncedsignaturedetectionat Gigabit speeds,our ex-
periencewith Earlybirdsuggeststhatsignaturelearning
atGigabitspeedsis equallyviable.This leadsusto hope



thatothercomponentsof network securitymayalso per-
mit wire-speedimplementationandallow securityfunc-
tionsto be integrated– asa standardpartof routersand
switches– into theveryheartof thenetwork.
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