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ABSTRACT 

 Routing in mobile ad hoc networks presents many challenging problems not 

faced when routing in static networks with infrastructure.  While much research has 

been done in this area, there is still much progress left to make before routing can be 

considered reliable and secure.  This paper presents both research providing for more 

reliable routing as well as research showing how the TESLA protocol for secure routing 

can be attacked. 
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CHAPTER 1 

INTRODUCTION 
 
 

The recent trend in technology toward portable wireless devices has fueled 

research in the area of mobile ad hoc networks (MANETs).  MANETs are networks 

composed of mobile computing devices, called nodes, which communicate wirelessly 

without the use of infrastructure.  In order to communicate with nodes farther than one 

hop away, intermediate nodes must act as routers.  While MANETs have many 

advantages over traditional wired networks, they also have a unique set of challenges.  

Besides communicating without infrastructure, nodes in ad hoc networks face limitations 

on their own resources.  They have limited computational power, bandwidth, and power 

supply.   

 Despite these challenges, MANETs offer improved solutions to a number of 

difficult situations.  Since they do not rely on infrastructure to communicate, they can be 

used in environments such as battlefields and disaster recovery scenarios.  They also 

allow networks to be built on the fly at conferences and in classrooms for easy 

communication. 

 In order for MANETs to be an effective solution in these environments, they must 

have reliable, secure routing protocols.  Since intermediate, possibly untrusted nodes 

may be used for forwarding messages, achieving security and reliability is a challenge.  

Protocols developed for communication in ad hoc networks have to account for both the 

limitations in resources of the nodes as well as the dynamic topology of the network.  

Besides moving around, nodes are also free to leave and join the network at any time.  

These problems make creating a robust, secure routing protocol difficult. 

Over the past two years we have addressed difficulties in security and reliability.  

The first challenge we addressed was the problem of message delivery in a dense 
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network.  In order to guarantee delivery to every node in a network, a node may use 

flooding, broadcasting the message and having every node that receives the message 

rebroadcast it.  In dense networks flooding creates a storm of redundant messages 

leading to contention issues as well as wasting resources.  One solution is the use of 

probabilistic broadcast protocols.  These protocols resemble flooding but nodes only 

rebroadcast the message with a probability less than one.  While this solution helps 

mitigate the problems created by flooding in a dense network, it does not deal with node 

mobility and the varied topology of MANETs.  We propose a solution [1] in which the 

probabilistic broadcast protocol chooses what probability to broadcast with on the fly.   

  While flooding and probabilistic broadcast deal with the topic of reliability, 

MANETs also face challenges in the area of secure communication.  The resource 

constraints on nodes in ad hoc networks limit the cryptographic measures that can be 

taken to secure messages.  One proposed solution is TESLA, used in routing protocols 

such as Ariadne.  TESLA uses hash chains and delayed key disclosure as a secure 

authentication mechanism.  While studying Ariadne and TESLA, we took note of the 

assumption that nodes in the network are able to keep their clocks loosely synchronized 

within a certain bound.  Given the inexpensive hardware typically used in the creation of 

nodes as well as the varied circumstances under which they are deployed, we found 

that this is not a safe assumption. We present an attack on TESLA [2] requiring only a 

limited clock skew outside of the assumptions made by the TESLA.   

 This paper presents those two notions.  Section 2 discusses the challenges in 

creating a reliable broadcast protocol without flooding.  Sections 3 and 4 review the 

Dynamic Gossip protocol presented in [1].  The second half of this paper deals with 

secure authentication as presented in [2]: Section 5 introduces the TESLA protocol [3, 

4, 5, 6].  Section 6 deals some clock synchronization scenarios and section 7 details the 

attack on TESLA first shown in [2].  Section 8 presents our conclusions. 
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CHAPTER 2 

BACKGROUND 
 

2.1 MANETs 
 

Mobile ad hoc networks are networks formed without fixed infrastructure such as 

routers and gateways [7].  Instead normal nodes in the network acts as routers, 

forwarding messages towards their destination.  The nodes themselves are mobile and 

thus routes between nodes may be constantly changing.   

Since the nodes in MANETs are mobile they have limited resources.  Nodes are 

bandwidth and energy constrained, with limited computational power.  Routing protocols 

for MANETs must be able to deal with both the dynamic topology of the network as well 

as the resource constraints of the nodes.  Much research has been done to develop 

reliable and efficient routing protocols [8, 9, 10, 11]. 

Sensor networks are similar to MANETs, although they lack mobility.  Sensor 

networks are self organizing networks formed by small sensor nodes [12, 13].  Nodes 

are typically scattered in an environment to collect data, resulting in non-uniform 

distributions.  These nodes are low cost and low power with the ability to sense the 

environment, process data, and communicate with other nodes.  Nodes are designed to 

collect information from their environment and transmit it back through the network to a 

sink, or base station.  Thus communication is routinely one way, from the nodes 

towards the base station.  Sensor networks face many of the same routing challenges 

as MANETs, lacking in infrastructure and facing resource limitations.    

 

2.2 MANET Security 
 

The same characteristics of MANETs that make routing challenging also create 
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challenges for security.  MANETs face both passive and active attacks [14].  The use of 

the wireless medium for transmitting messages allows adversaries to intercept 

transmissions.   MANETs are also susceptible to active attacks, such as injecting false 

routing information, not routing packets, and flooding the network with traffic.  Security 

solutions are needed that will scale well to large networks and will cooperate with the 

resource limitations of MANET nodes.  Some routing protocols have been proposed to 

deal with these challenges [15, 16].   

The mobility of nodes in ad hoc networks and the resulting route changes make 

detecting routing misbehavior difficult.  In order to identify malicious routing behavior, a 

node must be able to tell the difference between malicious behavior and the normal 

routing changes characteristic of a mobile ad hoc network.   

Secure authentication in traditional networks is done with public key cryptography and 

digital signatures.  Nodes in MANETs lack the computational resources necessary to 

make traditional asymmetric cryptography an efficient security solution.  Symmetric 

cryptography uses much more inexpensive cryptographic operations but ad hoc 

networks lack the infrastructure for distributing shared keys.   

Key distribution and management is also a security issue in ad hoc networks.  Nodes 

cannot rely on fixed points to be certificate authorities since nodes may leave the 

network at any time.  Even with a node designated as the certificate authority, the other 

nodes in the network will not necessarily have a route to the certificate authority.  In 

order to counter this problem, nodes in the network need a way to organize themselves 

without relying on a trusted authority or an initialization phase.   

 

2.3 The Broadcast Storm 
 

Due to the lack of infrastructure in ad hoc networks, intermediate nodes are relied 

upon to act as routers.  With mobile nodes acting as routers, paths are unreliable.  A 

path that is used for one message may not be available for the next message.  One 
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solution to this problem is for nodes to use a flooding algorithm [17].  Flooding involves 

the source node broadcasting the message and every node in the network broadcasting 

the message upon its receipt.   

Although flooding is a simple, reliable protocol, guaranteeing that any node connected 

to the network will eventually receive the message, it has some disadvantages.  

Flooding creates many unnecessary messages, consuming valuable resources.  

Additionally, flooding also leads to contention, collision, and packet loss in dense 

networks.  When the contention accelerates to the point of deadlock, this is referred to 

as the broadcast storm problem [18].   

One counter to the broadcast storm problem is to only have nodes broadcast the 

original message with a chosen probability, p.  This approach is referred to as 

probabilistic flooding [19, 20, 21].  Although probabilistic broadcast protocols (also 

termed gossip protocols) reduce the number of redundant messages, they do not 

inherently guarantee delivery.  The challenge becomes deciding which messages are 

necessary and which can be eliminated.   

A simple gossip protocol starts with the source node broadcasting a message.  When 

a node receives the message for the first time it broadcasts that message with 

probability p, between 0 and 1, reducing the overall number of messages transmitted.  

Although sending fewer messages reduces the problem of the broadcast storm, it also 

results in less reliability than using flooding.  The choice of the p value is key in retaining 

reliability while minimizing the broadcast storm.   

Haas et al. reason that an adequately large network will demonstrate bimodal 

behavior [19].  In this situation, there exists a threshold value for p.  Choosing any value 

above p will result in nearly all nodes receiving the message whereas any value below p 

will result in almost none of the nodes receiving the message.  A test network in [19] 

came up with an optimal value for p of .65.  While running tests on different values of p 

to find the optimal value may work in mostly static network, that approach is not 

effective for mobile ad hoc networks.   
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 The value for p must be selected large enough to propagate messages to the 

entire network, but small enough to avoid broadcast storms.  Unfortunately, in mobile ad 

hoc networks, determining a single value of p for the entire network is unrealistic.  Fixed 

networks with uniform distributions would be able to use a fixed p value obtained 

through trial and error.  Mobile networks, though, may have dynamic topologies, with 

area being dense at times, sparse at others.  This characteristic makes it unreasonable 

to use a static value for p.  Thus we propose a dynamic protocol.  The basis for the 

dynamic protocol stemmed in part from work analyzing broadcast zones of adjacent 

nodes [18].  The authors discussed the utility of retransmissions by nodes in the disjoint 

broadcast areas of the adjacent nodes.  We leverage density information in overlap 

areas in order to find an effective retransmission probability. 

 
2.4 Density and Distribution 

 
 
The primary factor influencing the broadcast storm is network density.  The reason 

behind the contention, collision, and packet loss in the broadcast storm is too many 

nodes in the same broadcast area sending messages at the same time.  In a less dense 

area, though, flooding could be the optimal transmission protocol.  An example of this 

type of network is shown below in Figure 1.  The only redundant transmissions in this 

example come from the end nodes. 

 

Figure 1. A Flooding-optimal Network 
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Adding nodes within the flooding optimal network shown in Figure 1 would result in 

redundant messages.  Figure 2 shows such a network.  If the additional nodes 

participate in the flooding algorithm they only add redundant messages in the network.  

 

 

If nodes are removed from the flooding optimal network in Figure 1, the result is a 

disconnected network.  Figure 3 shows a network that has more nodes than the network 

illustrated in Figure 1 but is still disconnected.  Node density is not the only important 

concern in flooding; proximity of nodes also plays a role. While flooding guarantees 

message delivery in a connected network, it is not effective in a disconnected network. 

Figure 2. A Network With Redundancy Under Flooding 

Figure 3. A Disconnected Network 
 

While the above networks are important for pointing out properties of networks, we 

are interested in determining the retransmission probability for any arbitrary network.  In 

order to determine a way to find p for an arbitrary network, we use analytical reasoning 

as opposed to computer simulations.  
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Before beginning, we make two assumptions about retransmission properties in the 

networks we are looking at.  First, we only look at original and first hop retransmissions.  

Second, all links in our networks are bidirectional (every node has the same 

transmission range). 

To begin we look at the maximum coverage area of one hop retransmissions.  This is 

shown in Figure 4a.  Circle A represents the broadcast range of a single node, circle B 

shows the maximum one hop retransmission range.  If the radius of A is r then the 

radius of B is 2r.   

 
B 

 

a   b    c       d 
Figure 4. Retransmission Coverage Area 

D 

C 

If we want to achieve maximum coverage with as few nodes as possible, what is the 

optimum placement for these nodes?  The optimum placement would be equidistant 

apart on the circumference of the origin node’s broadcast area, circle A.  We illustrate 

this in Figures 4.b-d, with the areas not covered by any transmission a darker shade.   

From this observation we can determine the optimal number of retransmissions that 

should result from the original broadcast.  If no nodes rebroadcast, the area left 

uncovered is the difference between circles A and B, 3πr2.  Instead of using a complex 

formula to determine the uncovered area when rebroadcasts are present, we 

approximate by creating an upper bound on the uncovered area. 

We use the upper bound of the area between the arc and line ((C, D) in Figure 4.d) as 

the uncovered area.  This area is the difference between the cone with apexes as C and 

D and the triangle with apexes at C and D and is greater than the area actually left 
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uncovered by the two overlapping retransmission areas.  Seeing as there is one area 

for each retransmission, we bound the uncovered area (UA) with optimal node 

placement by the formula given in Equation 1.  This equation is only dependent on the 

number of nodes, n, and the radius of the transmission range, r. 

 

UA = 4r2*(п/n - sin(п/n)*cos(п/n) )            (1) 

 

By the above equation, ten optimally placed nodes will cover more than 93% of the 

rebroadcast area, with fifteen covering over 97% and 20 covering over 98%.  In a 

relatively static, uniformly distributed network we would be able to use these numbers to 

determine the number of retransmissions needed to guarantee message delivery to all 

two hop neighbors with a high probability.  In the next section we leverage this 

information to describe a dynamic gossip protocol. 
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CHAPTER 3 

Dynamic Gossip 
 
 

Static probabilistic retransmission schemes are an effective way to reduce the 

broadcast storm problem in mostly static networks.  In dynamic networks, though, static 

mechanisms are less effective.  We propose a modification to static gossip that uses 

local node density information to choose retransmission rates and reduce redundant 

broadcasts.  Upon broadcasting, each node will determine the retransmission 

probability of its’ neighbors based on the number of local neighbors.  This allows nodes 

to choose different broadcast probabilities based on the current layout of the network 

instead of relying on a single probability.   

3.1 Density in the Overlap 
 

Although we are considering mobile networks, we begin our reasoning assuming fairly 

uniform distribution in the network.  Under uniform distributions, we can know how many 

nodes occupy a certain area.  This is important because we will be looking at the 

broadcast overlap area of two communicating nodes.  By looking at the nodes that are 

in the broadcast area of two communicating nodes, we can determine an optimal 

rebroadcast probability.   

Figure 5 presents an example network to help illustrate this discussion.  Nodes A and 

B are at the limit of each other’s transmission range.  Since there are seven nodes in 

the overlap area, node A would choose a retransmission probability of one in seven, or 

.143, if it wanted one node in that area to rebroadcast the message.   
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  A B

r r

Figure 5. Overlap 

 
 While this ratio can be deduced by inspecting the figure, we could also use the 

observations in the last section and our assumption of uniform distribution to arrive at 

.143 mathematically.  By taking into account the total broadcast range, the overlap area 

between the nodes A and B, and the local density we can find the proper rebroadcast 

probability.  This only works with the assumption that mostly uniform node distribution 

also means proportional node density.  In other words, we can be sure that seven 

nodes in seven units of area generally means one node per unit of area.   

 Noting our assumptions, the proportional ratio (PR) of the overlap area to the 

total broadcast area can be computed.  Our assumptions stated that all nodes in the 

network have bi-directional links, and thus equal broadcast areas.  With equal, circular 

broadcast areas we can use the integral given in Equation 2 to find the overlap of two 

nodes at the limit of each others broadcast range.  That ratio comes out to be .41πr2 

[18]. 

PR = ∫
r

r

dxxr
2/

224               (2) 
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 Along with the proportional ratio, nodes also need to be aware of their local node 

density (LND).  Nodes can find their broadcast area by measuring their transmission 

range (or having it pre-programmed).  A nodes one hop neighbors can be found in 

many ways.  A node may use a “hello” process, such as a short message (ping) at 

periodic intervals to determine one hop neighbors.  LND is simply the number of one 

hop neighbors divided by the broadcast area.   

 The number of nodes in the overlap area (NNOA) is the local node density 

multiplied by the proportional relationship, so NNOA = LND *PR.  From equation 2 we 

therefore have NNOA = LND * .41 for our example.  A node can now use NNOA to 

determine a retransmission probability that will have nodes in the overlap area 

retransmit the message without excess redundant messages.  The source node 

chooses a desired number of rebroadcasts, DR, and divides this by the NNOA to find 

the retransmission probability.  Thus p = DR / NNOA.   

3.2 Outside the Overlap and Beyond the First Hop 
 

Now that we have found a way to control the number of retransmissions made in the 

overlap area, what happens in the rest of the broadcast area?  Due to the assumed 

uniform distribution, the message will propagate the same amount in every direction.  

This can be seen by imagining that node B is on every side of the broadcast area.  The 

overlap area will be the same size and, due to the assumption of uniform distribution, 

there will be an equal number of nodes in each overlap area.  Thus, the message will 

propagate the same amount in every direction.   

One of the added benefits of Dynamic Gossip is the ability to control the behavior of 

the message beyond the first hop.  This allows the message originator to choose 

whether they are interested in reducing redundancy or enhancing reliability.  A higher 

retransmission probability results in greater reliability while a lower probability results in 

lessening the effects of the broadcast storm.  Every node that rebroadcasts the 

message has the ability to change the rebroadcast probability, effectively controlling the 
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message growth at each step.  This feature does not require nodes to retain any 

additional state than normal flooding. 

Computations in Table 1 illustrate our point.  The value of p required for a desired 

number of retransmissions is dependant on the density of the network.  With four nodes 

in the overlap area a probability of .25 is required to have a single retransmission 

whereas in a network with 39 nodes in the overlap area a probability of only .0256 is 

required for a single retransmission. 

Table 1 Density-Driven Dynamic Gossip Computations 
LND NNOA p = Gossip Retransmission Probability 

    DR = 1 DR = 5 DR = 10 
4 2 0.5000 1 1 

10 4 0.2500 1 1 
30 12 0.0833 0.4167 0.8333 

100 39 0.0256 0.1282 0.2564 
500 195 0.0051 0.0256 0.0513 

1000 390 0.00256 0.01282 0.02564 
10000 3900 0.00026 0.00128 0.00256 

 

3.3 Perimeter Retransmissions 
 

In ad hoc networks it cannot be presumed that the rebroadcasting nodes will be 

placed optimally.  Using geometry, the added information can be discovered dealing 

with node proximity.  Since we are focusing on generally uniformly distributed networks 

and known network density we can choose an area on the perimeter of the broadcast 

area instead of the overlap area used previously.   

Although we have some control through the chosen probability of how many nodes 

rebroadcast, we cannot choose whether or not those nodes are near or far from the 

source.  In order to overcome this we choose an area around the edge of the circle of 

width epsilon.  Now we use the proportion of the area of the rim compared to the overall 

broadcast area to determine the retransmission probability.  We use Equation 3 to 
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determine p, with r as the broadcast range, n as the number of desired retransmissions, 

and the rim width as r*(1-ε).   

 

p = n / (1 - ε2)*LND, 0 < ε < 1        (3) 

 

Table 2 provides examples using Equation 3.  As before, the larger the number of 

retransmissions desired the larger the value of p necessary.  As the values of ε 

increase, decreasing the width of the rim, the values of p rise to compensate.  Of note is 

the third row of Table 2, where the value of p is larger than one for the desired number 

of retransmissions.  A single broadcast by the source would be unable to achieve the 

desired number of retransmissions.   

 Table 2. P For Near-rim Transmissions 
p n LND ε2 ε 

     
0.263158 5 100 0.81 0.9 

0.526316 10 100 0.81 0.9 

1.052632 20 100 0.81 0.9 

0.026316 5 1000 0.81 0.9 

0.052632 10 1000 0.81 0.9 

0.105263 20 1000 0.81 0.9 

0.098039 5 100 0.49 0.7 

0.196078 10 100 0.49 0.7 

0.392157 20 100 0.49 0.7 

0.009804 5 1000 0.49 0.7 

0.019608 10 1000 0.49 0.7 

0.039216 20 1000 0.49 0.7 

 

These observations show that a source node has the ability to control numerous 

characteristics of the one hop retransmissions, such as the reach of one hop 

retransmissions.   
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3.4 State Retention 
 

In flooding algorithms nodes are required to keep state information about previously 

received messages, whether through message sequence numbers or some other 

means.  Since Dynamic Gossip requires all nodes to discard every copy of messages 

received after the first, nodes are required to retain state information. We leave the 

choice of which algorithm to use up to the implementers of the protocol.   

Aside from the state information required to recognize previously received messages, 

Dynamic Gossip does not require the retention of any other state information.  Nodes 

must be programmed with their transmission range in order to calculate the 

retransmission probability. The local node density is also required for this computation 

but can be obtained on demand.   
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CHAPTER 4 

DYNAMIC GOSSIP WITH NON-UNIFORM DISTRIBUTION 
 

 
Up to this point we have assumed a uniform distribution in networks with Dynamic 

Gossip.  While this assumption is useful for describing the basics of Dynamic Gossip 

and showing its’ properties, it is often an unrealistic assumption.  Given the dynamic 

nature of mobile ad hoc networks, they are unlikely to keep uniform distribution for very 

long, if at all.  One of the main difficulties with using a gossip protocol in ad hoc 

networks is the varying topologies.  Static gossip protocols do not deal well with 

changes from dense node coverage to sparse.  To deal with these properties of ad hoc 

networks we must make some modifications to the Dynamic Gossip approach. 

 

 

Figure 6 illustrates a network with a skewed distribution.  Node A has a LND of 15, 

although 13 of those nodes are in one half of the broadcast area.  Let’s assume that 

node A wants to make slight reduction from flooding and only have ten nodes retransmit 

(66% of the nodes in broadcast range).  Node A broadcasts the message and sets the 

one hop retransmission rate to .667.  With two neighbors in range Node B will receive 

the message 89% of the time but Node C will only receive the message 67% of the 

 

A 

Figure 6. Skewed 

C 

B 
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time.   

In applications requiring a high level of deliverability, a 67% reception rate could be 

unacceptable.  This scenario shows the problem with using a gossip protocol in ad hoc 

networks.  Skewed networks can result in inconsistent, unreliable delivery.  In fact, it is 

well known that it is very difficult to express quantitatively the probability that each node 

will receive a message under any probabilistic protocol.  Simulations can provide some 

insights about particular networks, but cannot provide consistent figures for arbitrary 

networks.   

 

A 

Figure 7. Connectivity 

C 

B 

 
 

Mobility and network skew create another problem for message distribution.  What 

happens if a node becomes temporarily disconnected from the network?  Figure 7 

above provides an example.  This Figure shows Figure 6 after nodes have moved.  

Now, node C is more likely to receive messages because she has more neighbors, but 

node B is out of range of every node in the network.  Even with flooding a message 

would not reach node B.  In order to deal with this problem, nodes in the network would 

need to add a store and forward mechanism to their broadcast algorithm.  In this 

algorithm, nodes would hold on to messages for a given amount of time after 

broadcasting.  Under certain conditions they would rebroadcast the message in an 

attempt to reach nodes that had been disconnected from the network.  The details of 
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such an algorithm are beyond the scope of this work as we are focusing on dense 

networks.     

In sparse networks the purpose of probabilistic protocols works against them.  

Reducing the total number of messages sent results in messages not reaching their 

targets instead of reducing the effects of the broadcast storm problem.  This problem 

will be addressed in the future, as the purpose of this paper was simply to create a 

protocol that dealt with the issues of the broadcast storm.  Again, we have laid the 

theoretical foundations for delivering messages with a probabilistic scheme in a dense 

network, handling messages in a sparse network has been left for future research. 
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CHAPTER 5 

TESLA 
 
 

One proposed solution to the problem of secure authentication in mobile ad hoc 

networks is the Ariadne protocol [3].  This protocol makes use of TESLA, an 

authentication protocol for ad hoc networks created by Perrig, Canetti, Tygar, and Song 

[3, 4, 5, 6].  TESLA aims to provide authentication in ad hoc networks without adding 

expensive computations or message overhead.  A single message authentication code 

(MAC) computation is required for both the message sender and receiver, adding only 

about 20 bytes per packet [4].  The computational burden on nodes is reduced by using 

symmetric encryption and delayed key disclosure.   

In TESLA, each node transmitting messages begins by choosing the final key, KN, of 

their hash chain.  The node then uses a random function F and KN to create a one-way 

hash chain.  The hash chain is computed such that KN-1 = F[KN], KN -2 = F[KN-1], and so 

on.  In general, Ki = FN-i(KN).  Each value of K becomes a key, and every node in the 

network can verify a new key if they have the function F and an earlier key.  Since F is 

one way nodes are not able to efficiently find a key which has not been released yet 

from an earlier key.  Nodes must have a way to obtain an initial value of the key chain 

which they can verify is bound to the sender. 

Figure 8 provides an illustration of key generation and disclosure in TESLA.  Nodes 

begin by choosing a random number as a seed and can quickly compute a one-way key 

chain using function F.  Messages sent during the first time interval will be authenticated 

with a MAC computed using Key0.  At the end of the first time interval Key0 will be 

published and MACs will now be computed using Key1.  Since Key0 has been released, 

any messages with a MAC computed using Key0 and received after T0 cannot be 

guaranteed to be authentic. 
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Random R = Seed 

 

F( R ) = KeyN 

 

F( KeyN ) = KeyN-1 

 

F( KeyN-1 ) = KeyN-2 

 

 ….. 

F( Key1 ) = Key0

Keys Generated Keys Issued 

 

 

Time TN, KeyN Issued, KeyN-1 expires 

 

Time TN-1, KeyN-1 Issued, KeyN expires 

 

Time TN-2, KeyN-2 Issued, KeyN expires 

 

… 

Time T0, Key0 Issued 

 

Figure 8. TESLA Key Generation and Disclosure 
 

Since TESLA uses delayed key disclosure, nodes must be aware of the time intervals 

for which each key is intended.  If a node sends out messages during interval Ti using 

key Ki, each node receiving that message must know of that correlation.  Keys are only 

valid for a single time period.  Receivers are able to verify messages sent during a time 

period if they can be sure that the key associated with the message has not yet been 

released by the source.  A packet received during time period Tc with a MAC computed 

with key Ka would not be accepted, assuming time interval Ta came before Tc.  It is 

possible that a malicious node has already received key Ka, created a new message, 

and computed a MAC using key Ka.   

In order for the time interval scheme to work, nodes in the network must have loosely 

synchronized clocks.  Without synchronized clocks it would not be possible for the 

receiving node to determine the current time interval and thus whether or not the key 

has been released yet.  Nodes are not required to have fully synchronized clocks but 

they must be able to determine the maximum clock difference between any two nodes 
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in the network, Δ.  Nodes must also be aware of a pessimistic upper bound on 

maximum network latency, τ.  Nodes can use these two values to determine the 

allowable time interval during which a receiver will receive a message.  Thus senders 

are able to choose a key to use which the receiver will know has not been published 

yet.  The authors of [3] suggest using a time interval at least τ + 2Δ in the future, 

ensuring that when the packet reaches the destination node there is still at least Δ 

before the sender releases the key.   

Upon receiving a packet, the destination node first checks that the key used to create 

the MAC on the packet has not been published yet.  If the time interval the message 

was keyed for has passed, the node drops the packet.  Otherwise, the destination node 

puts the packet into a buffer until the key for that message is disclosed.  When the node 

receives the key it first validates the key using the function F and a previous hash chain 

value from the sending node.  If verification succeeds, the node uses that key to verify 

the MAC on any messages in the buffer associated with that key. 
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CHAPTER 6 

Clock Synchronization 
 
 

One of the foundations of the TESLA protocol is the assumption of loose clock 

synchronization.  Clock synchronization is necessary in TESLA due to the use of 

delayed key disclosure.  While clock synchronization in wired networks is a well studied 

area [22, 23, 24], research is still being done on clock synchronization algorithms for ad 

hoc networks [25, 26, 27].  Ad hoc network characteristics, such as possible partitioning 

of the network, create additional challenges for clock synchronization.  For clarity we 

now review the two clock synchronization schemes suggested in [3], discussing the 

application of each in the TESLA protocol.     

6.1 Direct Synchronization 
 

In direct synchronization nodes send messages directly between one another in order 

to synchronize their clocks.  A two message protocol to accomplish direct clock 

synchronization is detailed in [4] and shown in Figure 9.  The receiver, node R, sends a 

synchronization request to the sender, node S, with a nonce.  Node R also records the 

local sending time, tR.  The sender sends back the local sender time, tS, and the nonce, 

signed. 

R S

M1: {Nonce} 

S R

M2: {TR, N0}S

(a) (b) 

Figure 9. Direct Synchronization 
 

When node R receives the response from node S, it can compute the maximum time 

difference between the nodes as Δ = tS - tR.  The network delay in sending the 
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messages make the value of Δ greater than the actual difference between the two 

clocks.     

The messages must be sent in a secure way, such as using digital signatures.  They 

would be small, though, so the computations would not be overly expensive.  The only 

problem would be determining how often these messages had to be sent.  If they are 

required fairly often the main benefits of using TESLA, namely low computational cost 

and overhead, are negated.  

  

6.2 Indirect Synchronization 
 

Instead of using messages sent directly between nodes, a third party could be 

involved in clock synchronization.  In ad hoc networks this third party could be an 

agreed upon node in the network or nodes could be equipped with GPS devices.   

The problem with using a single node as a point of reference for other nodes in the 

network is resiliency.  The common node becomes a single point of failure as well as a 

bottleneck and secure authentication may become unavailable if the reference node 

was unavailable, for instance due to a DoS attack.  Also, authentication in the entire 

network could become compromised if the node itself was compromised.  In addition, 

the issues of choosing the reference node and choosing a new reference node if the 

current node leaves the network adds unnecessary complexity to the protocol.   

GPS offers a viable solution [28]. Nodes could synchronize themselves with the GPS 

and periodically send out signed packets containing their time synchronization with the 

time reference.  One disadvantage though is that GPS synchronization adds hardware 

requirements to nodes wishing to participate in secure communication in the network.  

GPS also suffers from line of sight and atmospheric condition problems.  Differences in 

atmospheric conditions between nodes could lead to a GPS signal taking time x to 

reach node A while taking time y to reach node B.  This would not be much of a worry in 

a small network where the atmospheric conditions will be the same for all nodes, but as 

networks become increasingly large this would be a concern.  Line of sight would be a 
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problem for nodes in big cities, buildings, or areas in which the local geography 

prevents satellite communication.  Lack of line of sight could leave certain nodes locked 

out of the network just the same as a DoS attack on a reference node.  These factors 

would need to be considered when determining how nodes in the network would loosely 

synchronize their clocks.  In certain scenarios these concerns would be negligible while 

in other scenarios they could be determining factors.   

 24
 

 



 

CHAPTER 7 

Attacking TESLA 
 
 

7.1 Mobile Ad hoc Networks 
 

The creators of the TESLA protocol make several questionable assumptions in [3] 

about the networks and nodes utilizing TESLA.  They disregard attacks on the physical 

layer, assume bidirectional links, assume that the network may drop, corrupt, reorder, or 

duplicate packets, and assume that nodes are able to determine the maximum network 

delay, τ.  A key assumption they make, though, is that nodes have loosely synchronized 

clocks differing by at most Δ.  No assumptions are made as to how the nodes will 

accomplish clock synchronization or about any specific hardware running on the nodes.   

The use of loose time synchronization and delayed key disclosure leaves the TESLA 

protocol open to the attack first described in [2].  This attack assumes non-negligible 

clock drift.  The amount of clock drift is not assumed to be of some objective magnitude, 

it is instead based on the choice of network variables Δ and τ.   

We outline the attack by looking at the Ariadne protocol discussed in [3] and the 

algorithm for route discovery.  Route discovery packets contain the time interval at 

which the packet is intended to reach the destination and, therefore, which key has 

been used to create the MAC on the message.  As discussed earlier, this time interval is 

based on the value τ, the pessimistic upper bound on network latency.  The information 

in the packet is not encrypted, only signed, and thus a malicious node can read the 

entire packet, including the time interval.  We give an attack on clock synchronization 

against TESLA that compromises authentication in Figure 10. 
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Message 1: S -> M: { Mj | MAC(Ki, Mj)}  

M: intercept Mj wait. 

Message 2: S -> M: { Ki } 

Message 3: M -> R: { Mk | MAC(Ki, Mk)} 

Message 4: M -> R: { Ki } 

Figure 10. Messages in the TESLA attack 
 

In this example the malicious node is assumed to be the only intermediate node 

between the sender and receiver to make the illustration and explanation of the attack 

easier.  The attack would work if there were other nodes in the path, before, after, or 

before and after the malicious node. 

 

M R 

M3: { Mk | MAC(Ki, Mk)}

M4: R: { Ki }

S M 

M1: { Mj | MAC(Ki, Mj)}

M2: { Ki }

 
Figure 11. TESLA Attack 

 
Figure 11 illustrates the messages passed in the attack.  The source node, node S, 

begins by broadcasting an initial setup message to the receiver.  This message contains 

the beginning of a time interval, Tj, the length of a time interval, and the delay before the 

key for time period Tj is released.  The malicious node, node M, takes note of all this 

information and stores it for later use. 

At some later time, the node M receives a message destined for the receiver, node R, 

during time interval Tx.  The malicious node does not forward the message on to R.  
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Node M is aware of the time intervals as well as the time when node S will disclose the 

key, Kx.  Node M waits until node S releases the key and then uses Kx to create a MAC 

on a new packet that node M created.  Node M then forwards this packet onto node R, 

followed by the packet containing key Kx. 

According to the TESLA protocol an attack of this type should fail.  The receiving node 

should receive the packet from node M and determine that the time interval has passed 

and thus the packet is invalid.  If node R receives all messages in what it believes to be 

correct time intervals, it will believe that the message created by node M originated from 

node S.   

In order for this attack to work, the clock drift between nodes S and R must be more 

than negligible.  According to the assumptions made by the creators of the TESLA 

protocol, this would not happen.  The TESLA parameters would be set so that the key 

disclosure delay would be longer than the maximum time synchronization error and the 

pessimistic upper bound on network latency combined.  Of note, the tighter the 

parameters are set the easier it is for the nodes’ clocks to drift to greater than τ + Δ.  

The smaller these two values are set the less distance clocks would need to skew to go 

beyond those values.   

In order for this attack to work certain conditions are necessary.  The clock skew 

between the sending node and the receiving node must be large enough that it is 

greater than the maximum synchronization error plus the time necessary for the 

malicious node to receive the key for the old time interval, create a MAC on a message, 

and send the message to the receiving node.  Under these conditions, when the 

receiving node checks the time interval of the message it will still appear to be the 

correct time interval and thus a valid message.  In a network situation like the one in the 

above example, with the malicious node at the only node between the source and 

destination, the least clock skew would be necessary for the attack to succeed.  The 

greater the distance between the malicious node and destination the longer a 

transmission will take and thus the greater the clock skew necessary for the attack to 
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succeed, though greater clock drift is also possible. 

We emphasize that under the assumptions made in the [3, 4, 5, 6] this attack will fail, 

since clock drift would be negligible.  The assumptions made about clock drift are weak, 

though, as research has shown that clock drift is not negligible [26, 27].  Also, if clock 

drift is non-negligible but clock re-synchronization happens often enough, the attack 

becomes less effective.  Performing clock synchronization adds overhead, though, 

negating some of the benefit of using TESLA.   

A key part is how much clocks will drift.  One of the benefits of ad hoc network is the 

ability for nodes to be constantly moving in and out of the network.  In order for the 

network to be as general as possible, no restrictions have been placed on hardware 

required for nodes to join the network.  One of the benefits of mobile ad hoc networks is 

that they are not restricted to a single environment or a single type of hardware.  Both 

the quality of hardware and environmental conditions affect clock drift.  Environmental 

factors such as changes in pressure and temperature as well as hardware factors such 

as changes in voltage impact clock drift [28].  These type of factors make influence 

whether or not it is safe to assume that clock drift in an ad hoc network is negligible.     

7.2 Sensor Networks 
 

A special type of ad hoc network is the sensor network.  These networks consist of 

tiny sensor devices that use wireless connections to form themselves into a network, 

forwarding sensor data on to a base station, or sink.  Sensor networks are self forming 

networks which are static except for the occasional death of nodes.  Nodes only 

communicate one way, sending messages to the base station.  Network topology is 

typically non-uniform and nodes have varying battery life.  Nodes in sensor networks 

face even stricter resource constraints than normal ad hoc networks.  In order to provide 

secure authentication in sensor networks, a new form of TESLA was created and called 

μTESLA [6]. 

Since the basic structure of μTESLA is the same as that of TESLA, μTESLA is still 

susceptible to the attack described above.  Not only is μTESLA still vulnerable, the risk 
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of an attack against a sensor network is higher than that of an ad hoc network with more 

robust hardware.  Research has been done on clock drift in sensor networks [26, 27].  

This research has shown that clock drift in sensor network is non-negligible.  Part of the 

reason for drift is the inexpensive hardware used in sensor networks, such as simple 

crystal oscillators [28].  While inexpensive, crystal oscillators are liable to larger drift 

than more expensive timing mechanisms.  With hardware inclined to greater drift, the 

attack outlined above has a greater chance of succeeding in sensor networks, the 

attacker having time to compute the MAC and forward the message with the destination 

still thinking it is in the old time interval. 
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CHAPTER 8 

Conclusions 
 
 

Mobile ad hoc networks have virtually limitless applications.  They offer the ability to 

setup networks on the fly in harsh environments where it would be infeasible to deploy a 

traditional network infrastructure.  While ad hoc networks have vast potential, there are 

many challenges left to overcome.  MANETs lack a fixed infrastructure for routing and 

routes constantly change due to node mobility.  Nodes must also overcome constraints 

on their resources such as computational power, bandwidth, and power supply.  

Routing protocols must become more reliable and message transmissions must be 

secure.   

We present an approach for ensuring reliable transmission in mobile ad hoc networks.  

While message delivery can be guaranteed to nodes in a connected network by using a 

flooding algorithm, flooding has disadvantages.  Dense networks are subject to the 

effects of the broadcast storm when flooding is used.  The Dynamic Gossip protocol 

alleviates the problems caused by the broadcast storm by reducing the total number of 

messages sent.  It also addresses some of the problems presented by networks with 

skewed node distributions by allowing each transmitting node to dynamically adjust the 

retransmission probability. 

Due to the MANET constrained environment properties, there are many approaches 

to solving MANET deliverability and security issues.  One such approach, the TESLA 

protocol, aims to facilitate secure authentication in ad hoc networks while retaining low 

computation and bandwidth requirements.  To achieve these benefits, TESLA uses 

loose time synchronization and delayed key disclosure.  We show how an inherent 

weakness of loose time synchronization can lead to an attack that leverages clock 

skew.  While the TESLA protocol is secure against this attack under the assumptions 

stated in [3, 4, 5, 6], research has shown that clock skew is more than negligible, 

especially in sensor networks [26, 27], making those assumptions weak.  The presence 
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of non-negligible clock skew leaves a network using the TESLA protocol open to attack.   

We have presented a new message delivery protocol that transmits messages to the 

destination with a high rate of success while reducing the excessive redundant 

messages present in the flooding algorithm.  We have also shown the dangers in relying 

on time synchronization between nodes in an ad hoc network.  Due to environmental 

conditions and node hardware, using even loose time synchronization may leave the 

network vulnerable.  We have detected and proposed these solutions through 

collaborative peer-reviewed research [1, 2].   
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