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Abstract— In this paper we argue that the dif�culties
in controlling unwanted Inter net traf�c, such as Email
SPAM, stem fr om the fact that many Inter net appli-
cations are fundamentally sender-driven and distinctly
lack receiver control over traf�c delivery. However, since
only receivers know what they want to receive, receiver-
dri ven approaches may often have clear advantages in
restraining unwanted traf�c. In this paper, we re-examine
the implications of the two commontraf�c delivery models:
sender-pushand receiver-pull. In the sender-push model,
a sender can at will deliver traf�c to a receiver, who
can only passively accept the traf�c, such as in the
SMTP-based Email delivery system. In contrast, in the
receiver-pull model, receivers can regulate if and when
they wish to retrieve data, such as the HTTP-based web
accesssystem. We argue that the problem of unwanted
Inter net traf�c can be mitigated to a great extent if the
receiver-pull model is employed by Inter net applications,
whenever appropriate. Using thr ee popular applications
– Email, mobile text messages,and asynchronous voice
messages– asexamples,wedemonstratethat asynchronous
communication protocolscan be easily designedusing the
receiver-pull communication model to suppressunwanted
Inter net traf�c.

I . INTRODUCTION

In recent years the Internet has been increasingly
plaguedby theseemingly-never-endingunwantedtraf�c,
manifestingitself in large volumesof unsolicitedbulk
Emails(spam),frequentoutbreaksof virus/wormattacks,
and large scaleDistributed Denial of Services(DDoS)
attacks.For example, it was estimatedthat 32 billion
spam messageswere sent daily on the Internet as of
November2003[10]. Worse,spammersandvirus/worm
attackers are increasingly joining force to automate
spammingby hijacking (home) user machinesthrough
virus/worm attacks.A recentstudyreportedthat ashigh
as80% of spammessagesweresentfrom compromised
user machines(zombies) [7]. In this paper, we focus
our attention on spam-like unwanted Internet traf�c,

which plaguescritical Internetapplicationsandservices
suchasEmails,mobile text messages,andasynchronous
voicemessages(wherea recordedvoicemessageis sent
to a list of receivers). We refer to such applications
collectively as message services. In this paper, we are
especiallyinterestedin the implicationsof the protocol
designon controlling unwantedtraf�c on the Internet.

Giventhe importanceof controllingspamfor preserv-
ing the value of the messagesystems,this issue has
attracteda great amountof attentionin both network-
ing researchandindustrialcommunities.Many different
spamcontrolschemes(in thecontext of InternetEmails)
have been proposed,and some of them have been
deployed on the Internet [2], [6], [8], [11], [13], [14].
On the otherhand,despitetheseanti-spamresearchand
developmentefforts, the proportion of spam seen on
the Internet has beencontinuouslyon the rise. It was
estimatedthat nowadaysspammessagesconstitute79%
of all businessEmails,up from 68%sincetheUS federal
Can-SpamAct of 2003took effect in January2004[1].
It was also reported that 80% of mobile phone text
messageswere unsolicited in Japan[12], where SMS
(Short MessageServices)is popular, and is therefore
attractive to spammers.

In this paperwe arguethat the dif�culties in restrain-
ing spamcanbeattributedto thelack of receivercontrol
over how messagesshouldbe deliveredon the Internet.
For example,in the currentSMTP-basedEmail delivery
architecture[9], any usercansendanEmail to anotherat
will, regardlessof whetheror not the receiver is willing
to acceptthe message.In the early daysof the Internet
development,this was not a big problemas peopleon
the network largely trustedeachother. However, since
the commercializationof the Internet in mid-1990,the
natureof the Internet community has changed.It has
becomelesstrustworthy, andEmail spamis possiblyone
of themostnotableexamplesof theuntrustworthynature
of the Internet.



In order to effectively addressthe spamissuein the
untrustworthy Internet,we arguethatreceiversmustgain
morecontrol over if andwhena messageshouldbedeliv-
eredto them. Asynchronousmessageson theInternetare
deliveredprimarily using two different models:sender-
push and receiver-pull (or a combinationof the two).
They differ in who initiatesthemessagedeliveryprocess.
In the sender-pushmodel, senderscontrol the delivery
of traf�c, and receivers passively acceptwhatever the
senderspush to them. The current SMTP-basedEmail
delivery systemis a typical exampleof this model. In
contrast, the receiver-pull model grants receivers the
control over if andwhenthey want to retrieve datafrom
the senders.In this model,senderscanonly preparethe
databut they cannotpushthedatato receivers.Examples
of the receiver-pull model includethe HTTP-basedweb
accessservicesand the FTP-based�le transfers.

As wewill discussin thenext section,thereceiver-pull
modelcomeswith severalappealingadvantagesbecause
it grants receivers greater control over the message
delivery mechanism.It takes advantageof the fact that
receivers have more reliable knowledgeof what traf�c
they want to receive. Moreover, the receiver-pull model
may also simplify the challengingissuesrelatedto the
resourceusageaccountabilityandsenderauthentication.
For example,becausespammersneedto storeandman-
ageEmail messageson their own mail servers (waiting
for receiversto pull), it becomesrelatively easierto hold
spammersresponsiblefor the resourcesthey consume.
As a proof of concept,in this paperwe presentexamples
of threeasynchronousmessagingapplications– Emails,
mobiletext messages,andasynchronousvoicemessages.

The objective of the paperis two-fold. First, through
the example design of the messageapplications,we
would like to demonstratethe feasibility andadvantages
of using receiver-pull model to design protocols for
asynchronousmessagingapplications.Second,andmore
importantly, we want to raisethe explicit awarenessof
the difference betweenthe sender-push and receiver-
pull models, and argue that, the receiver-pull model
shouldbe the strongly favoreddesignchoice,whenever
appropriate.

The restof the paperis structuredasfollows. In Sec-
tion II we elaborateon the two different traf�c models
on theInternet.We outlinetheexampledesignto support
Emails, mobile text messages,and asynchronousvoice
messagesusing the receiver-pull model in SectionIII.
We summarizethe paperin SectionIV.

I I . PUSH VS. PULL : IMPLICATIONS OF PROTOCOL

DESIGN CHOICE

The choicesmadeduring protocoldesignphasehave
fundamentalimplicationson security, usability, and ro-
bustnessof any distributed messagedelivery systems.
Onesuchimportantdesigndecisionis whetherto adopta
sender-pushor a receiver-pull modelor a combinationof
thetwo models(seeFigure1). In this sectionwe discuss
the implication of thesedesignchoicesand make the
casethat the receiver-pull modelcanprove to be highly
effective in discouragingunwantedtraf�c.

A. TheSender-PushModel

In the sender-pushmodel,the senderknows the iden-
tity of a receiver in advanceand pushesthe message
in an asynchronousmannerto the receiver. The receiver
acceptsthe entire message,may chooseto optionally
examinethe message,and thenacceptor discardit. An
importantaspectof sender-pushmodel is that the entire
messageis received beforeany receiver-sideprocessing
is performed.A numberof communicationservicesin
the Internet rely on the sender-push model. A prime
example is Email in which the senderrelies on the
SimpleMail TransferProtocol(SMTP)to pushanentire
emailmessageto a passivereceiver. Asynchronousvoice
messagesover the telephonenetwork (both traditional
andIP based)representanotherimportantapplicationof
the sender-pushmodel.

A common variation of the sender-push concept is
thereceiver-intent-basedsender-push(RISP)model.The
most common examples of the RISP model are the
subscription-basedservicessuchasmailing lists, where
usersneedto subscribeto the servicesto get content.
Similarly, InstantMessagingis anotherapplicationwhere
the messageitself is pushedby the sender, but the
receiver can allow or disallow messagesfrom speci�c
users.Other popular applicationsof the RISP model
includestockandnews ticker applicationsandautomatic
software updates,where user subscribesto a service
which subsequentlypushesthe datato the receiver.

A commonfeatureamongall the above examplesis
that the contentitself is pushedto the receiver, whereas
the receiver may optionally provide minimal control
feedbackto the sender. The primary advantageof the
sender-push model is that its asynchronousmessage
delivery framework is conceptuallysimple and �ts nat-
urally for many useful applicationssuch as Email and
text messaging.Senderinitiates messagetransferwhen
themessageis ready, thereceiver simply waitspassively
for any messageto arrive and acceptsone when it
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Fig. 1. Traf�c delivery models.

doesarrive. Furthermore,thereis no signi�cant storage
requirementon the senderside.

The biggest disadvantageof the sender-push model
is that it is the senderwho completely controls what
messageis delivered and when it is delivered. The
receiver has neither the knowledge of what message
he will receive, nor when he will receive the message.
The receiver is ideally expectedto receive the entire
messagebeforeprocessingor discardingit. Apart from
generatingandtransmittingthemessage,thesenderdoes
not commit any resourcesfor the transmittedmessage.
On the other hand, the receiver has to wait, receive,
processand store (or discard)the messageeven if the
messageis not of interestto the receiver.

The RISP model alleviates this concernto someex-
tent by allowing receivers to provide control feedback.
However it is not easyto implement in many popular
applications.For example, adopting the RISP model
for Email, mobile text and voice messagesrequiresthe
receiver to maintain an exhaustive white-list or black-
list of email addressesand phonenumbersof potential
senders.Indeed,approachessuchasReverseBlack Lists
(RBL) [13] adopt this philosophyin trying to blacklist
Email spammers.However most potential correspon-
dents,suchas�rst time senders,fall in neitherof thetwo
categories.To handlesuchunclassi�ed cases,receivers
endup relying on content-based-�lters,i.e. they receive
the entire message,scanit to determineif it is wanted
and then either acceptor discard it. The fundamental
problemhere lies in having to acceptand examinethe
entire message before culling it.

An additionaldisadvantageof the sender-pushmodel
is that the sendercan vanish (go of�ine) immediately
after pushing unwanted content to the receiver. This
makes it quick and easyfor a malicioussenderto hide
its identity. Oncethe receiver acceptsthe content,it is
dif�cult at bestto tracebacka malicioussender.

In summary, while the sender-push model is both
simpleandconvenient,it comeswith a seriousbaggage,
namely, that senderscontrol what to sendand when to

send,andcannotbe easilyheld accountablefor sending
unwantedcontentto receivers.

B. TheReceiver-Pull Model

In the receiver-pull model, it is the receiver who
initiates the messagetransfer by explicitly contacting
the sender. The senderpassively waits for the receiver
anddeliversthe entirecontentuponreceiving a request.
Sinceit is thereceiverwho initiatesthemessagetransfer,
the receiver would have explicit greatercontrol over the
messagetransferandimplicit greatertrustin thereceived
content,than in the sender-pushmodel.

A numberof successfulcommunicationservicesrely
on thereceiver-pull model.Themostimportantexamples
using the receiver-pull model are the FTP and HTTP
protocols.In both cases,the receiver initiates the data
transfer by opening an FTP connectionand by typ-
ing/clickingonaURL, respectively. (Interestingly, HTTP
supportsboth receiver-pull and as well as sender-push,
thoughtheformer is morecommonlyused.Examplesof
sender-pushtechniquesin HTTP includeautomaticpage
refreshesand the hugelyunpopularpopupwindows).

An interestingand useful variation of receiver-pull
model,which is of specialinterestto us, is the sender-
intent-based-receiver-pull (SIRP). In this model, the
sender�rst expressesan intent to sendcontent to the
receiver via a small intention message.If the receiver
happensto be interested,it contacts the senderand
retrieves the content.A commonexampleof the SIRP
model is the pager service.Herethe caller expressesan
intent to talk to a calleeby pagingthe latter andleaving
a callbacknumber. If thecalleeis interested,hecontacts
thecallerbackon thecallbacknumber. Themainfeature
of the SIRPmodel is that the contentitself is pulled by
the receiver whereasonly a shortintent is pushedby the
sender.

The advantageof the receiver-pull model is that a
receiverexercisescontroloverwhenandwhatit receives.
The receiver hasthe freedomto �rst determineits own
level of interestin the content(aswell asthe reputation
of the sender)before it actually requeststhe content.
Furthermore,it becomesthe responsibilityof the sender
to storeandmanagethe contenttill the receiver is ready
to retrieve it. For instance,anFTPor webserverneedsto
storeandmanageits own �les whereasreceiversaccess
it only when they are interested.Additionally, there is
a large window of time over which a malicioussender
is forced to reveal its identity. For the pure receiver-
pull model, this window is forever before the content
is retrieved by the receiver. For the SIRP model, this



window is from the momentsenderexpressesits intent
to sendtill the time receiver retrievesthe content.Thus,
unlike the senderpushmodel, there is a large window
of time in which the receiver is free to verify a sender's
identity.

One obvious disadvantageof receiver-pull model is
that the senderis burdenedwith greatercontentman-
agementcomplexity. Thesenderneedsto storeoutgoing
messagesand keep them available at least till the in-
tendedreceiversarewilling to retrieve them,andneeds
to have a deletionpolicy if a messageis never retrieved
by the receiver. Another issue that the senderneeds
to grapple with is to ensurethat the party retrieving
a messageis indeed the originally intended receiver.
However, anotherangle to look at thesedisadvantages
is that, in the sender-pushmodel, it is the receiver who
needsto dealwith the very sameissues.

C. Implicationson UnwantedTraf�c

Given that the receiver-pull model grantsmore con-
trol to receivers in terms of traf�c delivery, and only
receiversknow what they want to receive, the receiver-
pull modelhasclearadvantagesin restrainingunwanted
traf�c comparedto the sender-push model. Moreover,
the above discussionalsomakes it clear that the sender
is accountableto a greaterdegree in the receiver-pull
model than in the sender-push model. This brings us
to the following key idea which underliesthe themeof
this paper:Whendesigninganycommunicationprotocol,
it is advantageous to �r st consider using a receiver-
pull modelwhich inherently providesgreaterprotection
againstunwantedtraf�c.

The receiver-pull basedmodel is a relatively low-cost
designchoice that can be consideredearly during any
communicationsystemdesign.Even if the receiver-pull
model resultsin slightly greaterprotocol complexity, it
cangreatlyhelp to simplify accountabilityandauthenti-
cation issuesby placing the overheadswherethey truly
belong– at the senderof the unwantedtraf�c.

A legitimateconcernwith a receiver-pull modelis that
it may end up increasingthe cost of sendingmessages
for maliciousas well as honestsenders.We will show
in the next section through an example of a receiver-
pull basedEmail architecturethat, using simple design
optimizations,onecaneasily lower the sendingcost for
honestsenderswhile still holding sendersof unwanted
contentaccountable.

We do not claim thata receiver-pull basedmodelmay
be universallysuitablefor all forms of communications.
For example, soldiers in the middle of a desert war
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Fig. 2. An Email delivery architecturewith receiver-pull model.

may not want to rely on remotesendersbeingreachable
when trying to retrieve their messages.However, in
many important applications,such as civilian use of
Email, mobile text messages,and asynchronousvoice
messages,the receiver-pull architectureappearsto offer
strongadvantagesin �ght againstunwantedtraf�c.

I I I . APPLICATIONS OF THE RECEIVER-PULL MODEL

In order to illustrate the feasibility and advantages
of the sender-intent-based-receiver-pull (SIRP) model
in supportingasynchronousapplications,in this section
we outline the design of three important applications
using the model: Emails, mobile text messages,and
asynchronousvoice messages.We presentthe designof
theSIRPbasedEmail systemin greaterdetailandbrie�y
sketchthe designfor the other two applicationsusinga
framework similar to the Email design.We emphasize
that thesedesignsserve only as a proof of concepton
the feasibility and effectivenessof supportingmessage
servicesusing the SIRP model, in reducingunwanted
(Internet)traf�c. Many designdetailsare left for future
investigations(but see [3] for supportingthe Internet
Email applicationusing the SIRPmodel).

A. SIRPbasedEmail System

In theSIRPbasedEmail delivery system,senderscan-
notdirectlypushmessagesto arbitraryreceivers.Instead,
receivers decideif and when they want to retrieve (or
pull) messagesfrom senders.Figure 2 illustrates the
basic architectureof the new Email delivery system.
In the following we will presentthe new systemfrom
both the senders'andreceivers' perspectives.Beforewe
delve into details, it is worth noting that the new sys-
tem extendsthe currentSimple Mail TransferProtocol
(SMTP) [9] by addingtwo new commands:MSID and
GTML (TableI). In otherwords,all the commandsand
reply codes in SMTP are also supportedin the new
system.We will explain the two new commandswhen
we usethembelow.



TABLE I

NEWS MESSAGE DELIVERY COMMANDS

Commands Explanation
MSID For SMTA to notify RMTA a new message
GTML For RMTA to retrieve a messagefrom SMTA

1) Sender:Message Compositionand ReceiverNoti-
�cation: Like in thecurrentEmail architecture,a sender
usesa Mail User Agent (MUA) to composeoutgoing
messages[9]. After a messageis composedby the
sender, the senderdelivers the messageto the sender
Mail TransferAgent (MTA). For simplicity, we refer to
a senderMTA server asan SMTA, anda receiver MTA
server asan RMTA.

All theoutgoingmessagesarestoredat theSMTA. For
this purpose,the SMTA maintainsan outgoingmessage
folder for eachsender. Insteadof the completemessage
beingdirectlypushedfrom theSMTA to theRMTA, only
the envelopes(headers)of the messagesare delivered.
In particular, the SMTA noti�es the RMTA abouta new
messageby thenew message identi�er commandMSID,
whichcontainstheuniqueidenti�er msidof themessage.
The identi�er of a messageis generatedbasedon the
sender, the message,the receiver, and a secretkey of
the sender. A sendercan explicitly deleteits outgoing
messagesfrom the SMTA folder. An SMTA can also
deletea messageon behalfof senders,after themessage
hasbeendeliveredto all the intendedreceiversor after
a certainsender-con�gurableexpiry time.

Wenotethatthereis a fundamentaldifferencebetween
messagepull in the new Email delivery system and
URL embeddedin many current spammessages.The
addressin the URL is normally not related to the
sendingmachineof the message,which makes it hard
to identify the actualsenderwho is responsiblefor the
spammessage.On theotherhand,outgoingmessagesin
the new Email systemhave to be storedon the sender
mail serversinsteadof third-partymachinesbeforethey
are retrieved. In this way, we obtainseveral advantages
in restrictingspam.For example,sendersneedto keep
their mail servers up until the messagesare retrieved
by receivers.This presentsless�e xibility for sendersto
move aroundby frequentlychangingtheir IP addresses
and/ordomains.In contrast,in the current(sender-push)
SMTP-basedEmail delivery architecture,spammerscan
senda large numberof spammessagesand shut down
their mail servers,whichmakesit hardto hold spammers
responsiblefor spamming.Moreover, in thenew system,
sendershave greaterresponsibilityto storeandmanage

their outgoing Email messagesin comparisonto the
current Email architecture,which imposes negligible
responsibilityon the senders.

In summary, while the current SMTP-basedEmail
delivery architectureprovides a call-by-copy interface
to senders,the new systemprovidesa call-by-reference
interfaceto senders[4].

2) Receiver: Pulling Messages from Senders: The
new Email delivery systemgrantsmore control to re-
ceivers regarding if and when receivers want to read
a message,senderscannot arbitrarily push a message
to them. Receivers can be discriminate about which
messagesneedto beretrieved,andwhich onesneednot.
Given that a receiver will most unlikely be interested
in the majority of (spam)messages,this will result in
a large volume of unwantedtraf�c being not delivered
on the Internet. If the receiver indeedwants to read a
message,hewill inform his own RMTA, andtheRMTA
will retrieve themessagefrom theSMTA onbehalfof the
receiver. An RMTA retrievesan Email messageusinga
get mail commandGTML , which includesthe identi�er
msid of the messageto be retrieved. After the message
hasbeenpulled to the RMTA, conventionalvirus/worm
scanning tools and content-basedspam �lter can be
appliedto further alert the receiver on potentialvirus or
spam.Therefore,thenew Email deliverysystemdoesnot
excludetheuseof existingEmail protectionschemes. For
security reasons,when an SMTA receives the GTML
command, it needs to verify that the corresponding
messageis for the receiver, and more importantly, the
requestingMTA is the mail server responsiblefor the
receiver (i.e. the onewhich wasoriginally contactedfor
messagedelivery).

By only delivering the envelope(including msid) of a
messagefrom a senderto the receiver, lessbandwidth,
storage,andprocessingtime is usedat the receiver side,
which is especiallyimportant for resourceconstrained
users,e.g.,wireless,PDA, or dial-upusers.On theother
hand,if the receiver indeedwantsto readthe message,
negligible extra time and bandwidthis required.Since
the receiver is less likely interestedin messagesfrom
unknown sources,the majority of such messageswill
not be retrieved. As a result, considering the huge
volume of spamon the Internet,much less bandwidth
will be wastedby spam.As a simple back of envelope
calculation,assumingthereare30billion spammessages
sent daily on the Internet [10] and the average size
of thesemessagesis 5 KBytes [5]. We further assume
the envelope of thesemessagesoccupies1KBytes on
average.Thenit is easyto seethatwewill havedaily 120
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Fig. 3. Supportingmobile text messageswith SIRPmodel.

Tera Bytes worth of bandwidthsaving on the Internet.
Notethatif content-based�lter is usedalone,thesespam
messagesarestill deliveredon the Internet.

3) Differentiating Message Deliveries: The simple
SIRPmodelnot only putsmoreburdenon spammersbut
alsoregularcontactsof a receiver. To addressthis issuea
hybrid Email delivery systemcanbedesignedto support
both thesender-pushandreceiver-pull models.In sucha
system,eachreceivermaintainsa list of regularcontacts,
whose(complete)messagescanbedirectly pushedfrom
the sendersto the receiver using the current SMTP
protocol.Messagesfrom non-regular contactsshouldbe
storedandmanagedby thesendermail servers,andonly
the envelopesof suchmessagesaredirectly deliveredto
the receiver to notify the pendingmessages.The com-
pletemessagesfrom regular contactsand the envelopes
of messagesfrom non-regular contactsare stored in
different mailboxes, so that receivers may not needto
spendtime on (envelopesof) messagesfrom non-regular
contacts.For such a hybrid systemto work properly,
we must prevent spammersfrom impersonatingother
users.As a startingpoint, existing senderauthentication
schemessuch as Sender-ID [11] and DomainKeys [2]
canbe usedfor this purpose.

4) Practical DeploymentConsiderations: It can be
shown that the new Email delivery systemcan be de-
ployed incrementally, andpopularmessageapplications
suchasmailing lists canalsobe supported[3].

B. Mobile Text Messagesand AsynchronousVoice Mes-
sages

In this subsectionwe brie�y outline how mobile
text messagesandasynchronousvoice messagescanbe
developedusing the SIRPmodel.

1) Mobile Text Messages: Figure 3 illustrates the
architecturein supportingmobile text messagesusing
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Fig. 4. Supportingasynchronousvoice messageswith SIRPmodel.

the SIRP model. Each mobile phone service provider
will deploy oneor multiple text messageservers(TMS).
Whena usersendsa text messageto anotheruser(who
maybewith anotherprovider), thetext messageis stored
in the senderprovider's TMS, and only the message
header(includingthecorrespondingphonenumberanda
messageid) is sentto the receiver provider's TMS. The
receiver provider's TMS will notify the receiver about
the messageheader. If the receiver wants to read the
message,the receiver provider's TMS will retrieve the
messagefrom the senderprovider's TMS on behalf of
the receiver.

2) Asynchronous Voice Messages: Asynchronous
voice messagesare currently supportedby cell phone
serviceproviders,wherearecordedvoicemessageis sent
to a receiver, or a groupof receivers.This servicecanbe
potentiallyexploitedby spammersgiven its capabilityto
senda voicemessageto a largenumberof receiverswith
relatively little effort. Moreover, as the serviceis being
integratedinto VoIP basedapplications,it becomeseven
more attractive to spammers.As we show below, this
servicecan be supportedusing the SIRP model instead
of thesender-pushmodelessentiallyin thesamemanner
asmobile text messagesusing the SIRPmodel.

Figure 4 depictsthe architecturein supportingasyn-
chronousvoice messagesusing the SIRP model. Each
asynchronousvoice messageserviceprovider (suchasa
cell phoneserviceprovider or a VoIP serviceprovider)
will deploy one or multiple voice messageservers
(VMS). When a usersendsa voice messageto another
user (who may be with another provider), the voice
messageis stored in the senderprovider's VMS, and
only the messageheader(including the corresponding
phonenumberanda messageid) is sentto the receiver
provider's VMS. The receiver provider's VMS will no-
tify thereceiver themessageheader. If thereceiverwants



to read the message,the receiver provider's VMS will
retrieve themessagefrom thesenderprovider's VMS on
behalfof the receiver.

Note that somesecuritymeasuresare neededto au-
thenticatebothsenders(by thereceiver's messageserver
whena messageheaderis received)andreceivers(by the
sender's messageserver whena receiver tries to retrieve
a message).Moreover, as in the new Email delivery
system,a receiver may maintaina regular contactlist,
whose(text or voice)messagescanbedirectly delivered
from the senderto the receiver using the sender-push
model insteadof the SIRPmodel.

IV. SUMMARY

In this paperwe examinedthe fundamentalimplica-
tionsof the two differenttraf�c delivery models,sender-
pushvs. receiver-pull, on controllingunwantedtraf�c on
the Internet.Using examplesof three popular applica-
tions – Email, mobile text messaging,andasynchronous
voice messaging– we illustrated that the receiver-pull
modelcanbeeffectively usedfor asynchronousmessag-
ing in placeof the currentsender-pushmodel to reduce
unwantedInternettraf�c. Anotherimportantcontribution
of this paperis that, by examining the implicationsof
two traf�c delivery models,we attemptto raiseexplicit
awarenessof the impactof the two modelson unwanted
Internet traf�c, and argue that, a receiver-pull model
shouldbe strongly favored,whenever appropriate.
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