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Abstract

In this report we considersel sh node behavior
in ad hoc networks and discusstrust and reputa-
tion mechanismsthat will stimulate cooperation
between nodes. We propose a Locally Aware
Reputation systemthat addressessel sh behav-
ior by using locally available information.

1 Intro duction

Mobile ad hoc networks are paradigms for mo-
bile communication in which mobile nodes are
dynamically and arbitrarily located in such a
mannerthat communication betweennodesdoes
not rely on any underlying static network in-
frastructure [1]. The communication medium is
broadcastand the nodesin a mobile ad hoc net-
work are usually portable mobile deviceswith
constrained resources,sudh as power, computa-
tion ability and storage capacity. Sinceno xed
infrastructure or certralized administration is
available, these networks are self-organizedand
end-to-end communication may require routing
information via se\eral intermediate nodes.
Due to the lack of infrastructure and the lim-
ited transmission range of a node in a mobile

ad hoc network, a node hasto rely on neighbor
nodesto route a padket to the destination node.
In particular, all network functions are basedon
the node cooperation. Currently, routing pro-
tocols for mobile ad hoc network, sud as the
Dynamic SourceRouting (DSR) [33] and the Ad
hoc On Demand Distance Vector Routing Pro-
tocol (AODV) [5], are basedon the assumption
that all nodeswill cooperate. Without node co-
operation, in a mobile ad hoc network, no route
can be established,no padet can be forwarded,
let alone any network applications. Howewer,
cooperative behavior, sud as forwarding other
node's messagescannot be taken for granted.

We can identify two types of uncoopera-
tive nodes: faulty or malicious and selsh.
Faulty/malicious behavior refers to the broad
class of misbehavior in which nodes are either
faulty and therefore cannot follow a protocol, or
are intentionally malicious and try to attack the
system. Sel shnessrefersto noncooperation in
certain network operations. In mobile ad hoc
networks, the main threat from sel sh nodesis
dropping of padets (blackhole), which may af-
fect the performance of the network sewerely.
Both Faulty/malicious nodes and sel sh nodes
are misbehavel nodes



Due to the ad hoc nature of mobile ad hoc net-
works, enforcing cooperation in sud networks
is particularly challenging. The unique charac-
teristics of mobile ad hoc networks raise certain
requiremerts for the security medanism.

1. Security mechanisms for enforce coopera-
tion in mobile ad hoc networks should be
distributed and self-organized. Security
medanisms involving any certralized ser-
vice may no longer be viable becausemo-
bile ad hoc networks are self-organizedand
they cannot rely on any certral authorities
or external managemenm

2. Due to the constraints in bandwidth, com-
puter power, and battery power in mobile
devices, mechanisms should not causeun-
due resourceconsumption so asto degrade
the performance of the network. Thus,
there is an application-speci ¢ trade-o be-
tweensecurity and functionality.

3. The dynamic topology of mobile ad hoc net-
work requiresthat the security mechanisms
be scalableand reliable.

The rest of the report is organizedin the fol-
lowing way. Section 2 discussesrecert related
work. To addressthe problem of sel shnessand
to stimulate cooperation, virtual currency based
sdhemes,sud asNuglets and Sprite. Reputation
based sdhemes, such as CONFID ANT, CORE
and OCEAN, are also introduced. Section 3
discussessomeissuesof the reputation methods
in general, including the problem of calculating
and updating reputation values, tracing faults,
and reacting to uncooperative nodes. Section 4
preseris the overview of our solution to improve
the security of mobile ad hoc networks, followed
by a discussionon implemertations in Section5.

In Section 6, we concludeand discussthe future
work.

2 Related Work

Sdemes that stimulate cooperation and mit-
igate the detrimental e ect of uncooperative
nodes in mobile ad hoc network can be classi-
ed as 1) virtual currency basal schemesand
2) reputation based schemes Virtual currency
schemes([7, 9, 10, 11, 31] use someform of in-
certive to enforce nodes' cooperation. Nodes
get the incertivesupon serving the network and
use these to gain service from the network. If
a node doesnot have any incertives,it will not
get any service from the network. Reputation
sthemes[14, 17, 18] on the other hand usesthe
nodes' reputation to mitigate sel sh behavior.
Nodes maintain the reputation of other nodes
basedon direct obsenation or the exchange of
reputation messagesvith other nodes. We will
describe schemesunder this classi cation below.

2.1 Virtual Currency Schemes
Sinceforwarding a messagewill incur a cost (of
energy and other resources)to a node, an un-
cooperative node will need an incertive in or-
der to forward message®f other nodes. Virtual
currency systems[7, 9, 10, 11, 31] use credit or
micro payments to compensate for the service
of a node. A node receives a virtual payment
for forwarding the messageof another node, and
this payment is deductedfrom the sender(or the
destination node). Two exampleof suc systems
are: Nuglets [7, 9, 10, 11] and Sprite [31].



2.1.1 Nuglets

Butt yan and Hubaux introduced a virtual cur-
rency, called nuglets and presert a mecanism
of charging/rewarding serviceusage/provision to
stimulate cooperation in self-organized mobile
ad hoc network [7, 9, 10, 11].

Two models were preseried for using the nu-
glets: packet purse model, in which the sourceof
the padket is charged and packet trade mode, in
which the destination is charged.

In the packet purse model, when sending the
padket, the sourceloadsit with a number of nu-
glets sucient to read the destination. Each
intermediate node takessomenuglets for the for-
warding service.

In the packet trade model, padets are traded
for nuglets by intermediate nodes. Each interme-
diary node \buys" the padket from the previous
node for somenuglets and \sells" it to the next
node for more nuglets. In this way, ewery inter-
mediate node gains nuglets for forwarding and
the total cost of forwarding the padket is paid
by the destination node.

Toimplemernt either the packetpurse model or
the packettrade maodel, tamper-proof hardwareis
required at ead node to prevent the node from
illegitimately increasingits own nuglets and to
ensurethat the correct amount of nuglets is de-
ducted or credited at ead node. Mechanisms
that usenuglets have someother problems:

2.1.2 Sprite

S. Zhong et al. proposedSprite [31], a simple,
cheat-proof, credit-based system for mobile ad
hoc networks. Sprite usescredit to provide in-
certiv es for mobile nodesto cooperate and re-
port actions honestly.

The basic idea of their scheme is as follows:

a Credit ClearanceService (CCS) is introduced
to determine the charge and credit to ead node
involved in the transmission of a message When
a node receives a messagethe node keepsa re-
ceipt of the messageand later reports it to the
CCS when the node has a fast connection with
the CCS. Payments and chargesare determined
from a gametheory perspective.

In this scheme, the senderis charged, in or-
der to prevent a denial-of-serviceattack to the
destination by sendingit a large amourt of traf-
c. A nodethat hastried to forward a messages
compensated,but the credit that a node receives
dependson whether or not its forwarding action
is successful.Forwarding is consideredsuccessful
if and only if the next node on the path reports
a valid receipt to the CCS.

Modelling the submissionsof receipts regard-
ing a given messageas a one-round game, the
authors proved the correctnessof the receipt-
submissionsystem using gametheory [31, 32].

2.1.3 Discussion on Virtual

Schemes

Currency

The basicproblem with virtual currency sthemes
is they either depend on the useof tamper-proof
hardware to monitor the increaseor deduction
of the virtual currency (as Nuglets does), or re-
quire a certral serwer to determine the charge
and credit to ead node involved in the trans-
mission of a messaggas Sprite does). Both ap-
proachesmay not be appropriate for truly mobile
ad hoc network scenarios.

Also, they suer from the location privilege
problem [34]. Nodes in dierent locations of
the network will have di erent chancesfor earn
virtual currency, which may not be fair for all
nodes. Usually, nodes at the periphery of the
network will have lesschanceto be rewarded.



2.2 Reputation Based Schemes

Reputation systems are used in many area
of electronic transactions, sudh as eBay and
Amazon. Reputation medanisms are applied
to wireless mobile ad hoc network to address
threats arising from uncooperative nodes. They
rely on neighbor monitoring to dynamically as-
sessthe trustworthiness of neighbor nodes and
excluding untrustworthy nodes.

Sewral reputation systems have been pro-
posedto mitigate sel shnessand stimulate co-
operation in mobile ad hoc network, including:

CONFIDANT [14]
CORE [17]
OCEAN [18]

2.21 CONFID ANT

Buchegger and Boudec presert a reputation
based protocol, called CONFID ANT, for mak-
ing misbehavior unattractiv e [14, 15]. CONFI-
DANT stands for Cooperation Of Nodes: Fair-
nessin Dynamic Ad-hoc Network, it works asan
extensionto on demand routing protocols.

CONFID ANT aims at detecting and isolating
uncooperative nodes, thus making it unattrac-
tive to deny cooperation. Nodes rely on pas-
sive obsenation of all padets within a one-hop
neighborhood. With CONFID ANT, ead node
hasthe following four componerts: a monitor, a
trust manager, a reputation system and a path
manager. These componerts interact with ead
other to provide and processprotocol informa-
tion.

The monitor isthe equivalent of a\neighbor
watch", wherenodeslocally monitor deviat-
ing behavior. A node can detect deviation

by its neighbor on the sourceroute by lis-
tening to the transmission of its neighbor.
The monitor reports any suspiciousevents
and any incoming ALARM messageso the
trust manager.

The trust manager makes decisions about
providing or accepting route information,
acceptinga node aspart of aroute, or taking
part in a route originated by another node.
It consistsof the following componerts:

{ An alarm table containing information
about received alarms.

{ A trust table managingtrust levels for
nodesto determinethe trustworthiness
of an alarm.

{ A friends list corntaining all the
\friends" that the node may sends
alarms to.

ALARM messagescontains the type and
frequencyof protocol violations, are sert by
the trust manager of a node to warn oth-
ers of malicious nodes. Outgoing ALARM

messagesare generated by the node itself
after having experienced, obsened, or re-
ceived a report of malicious behavior. The
recipierts of these ALARM messagesare
so-called friends, which are administered
in a friends list. Incoming ALARM mes-
sagesoriginated from either outside friends
or other nodes, sothe sourceof an ALARM

hasto be cheded for trustworthinessbefore
triggering a reaction.

The reputation systemin this protocol man-
agesa table consisting of ertries for nodes
and their rating. The rating is changedonly
whenthereis su cien t evidenceof malicious
behavior that is signi cant for a node and



that has occurred a number of times ex-
ceedinga threshold to rule out coincidences.
To avoid a certralized rating, local rating

lists and/or black lists are maintained at

ead node and potentially exdanged with

friends.

The path manager performs the following
functions: path re-ranking accordingto rep-
utation of the nodesin the path; deletion of
paths cortaining malicious nodes,action on
receiving a request for a route from a ma-
licious node (e.g. ignore, do not send any
reply) and action on receiving request for
a route containing a malicious node in the
sourceroute (e.g. ignore, alter the source).

Eadh node monitors the behavior of its neigh-
bors. If a suspiciousevent is detected, the in-
formation is given to the reputation system. If
the evert is signi cant for the node, it is cheded
whether the event has occurred more often than
aprede ned threshold that is high enoughto dis-
tinguish deliberate malicious behavior from sim-
ple coincidencessuch as collisions. What consti-
tutes a signi cance rating can be de ned for dif-
ferernt typesof nodesaccordingto their security
requiremerts. If a certain threshold is exceeded,
the reputation system updatesthe rating of the
node that causedthe ewvert. If the rating turns
out to be intolerable, the information is relayed
to the path manager, which proceedsto delete
all routes containing the misbehaving node from
the path cade.

Bucheggeret al. improved the CONFID ANT
protocol in [16] to cope with false disseminated
reputation information. A trust rating is intro-
ducedto represett the trustworthinessof a node.
In addition to reputation rating, ead node also
maintains atrust rating for every other node and

rst hand information about its neighbors. The
rst hand information is disseminated, but the
reputation rating and trust rating are never pub-
lished, they are updated accordingly.

Only secondhand reputation information that
is compatible with the current reputation rat-
ing will be accepted. It works as follows. First,
wheneer a node i makes rst hand obsenation
of node j's behavior, it updatesits rst hand
information Fj; and the reputation rating Rj; .
Second, nodes broadcast their rst hand infor-
mation to their neighbors. For example, node i
receives from node k the rst hand information
Fk; about j. If according to the trust rating
of node k, Tix, node k is trustworthy, then F;
is acceptedand usedto update Rj; and Ty is
alsoslightly improved. Otherwise, R;; is not up-
dated, and T;y is slightly worsened.A Bayesian
approad is usedto evaluate both reputation rat-
ing and trust rating.

222 CORE

P. Michiardi et al. proposeda medanism called
CORE (COllab orative REputation medanism),
to enforce node cooperation in mobile ad hoc
network [17]. It is a generic medtanism that
can be integrated with any network function
like padket forwarding, route discovery, network
managemen and location managemen

CORE stimulates node cooperation by using
a collaborative monitoring technique and a rep-
utation medanism. In this mecdanism, reputa-
tion is a measureof someone'scortribution to
network operations. Members that have a good
reputation can usethe resourceswhile members
with a bad reputation, becausethey refusedto
cooperate, are gradually excludedfrom the com-
munity.

CORE de nes three types of reputation [17,
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1. Subjective reputation is a reputation value
which is locally calculated basedon direct
obsenation. For example, node A calcu-
lates the reputation of a neighbor node B
at a given time for a particular function.

2. Indirect reputation is second hand repu-
tation information which is established by
other nodes. For example, in CORE, node
A will acceptthe indirect reputation of node
B from node C. To eliminate an attack
where a malicious node disseminatesfalse
negative reputation information, only posi-
tive reputation information is distributed in
CORE.

3. Functional reputation is related to a cer-
tain function, where ead function is given
a weight asto its importance. For example,
data padket forwarding may be deemedto
be more important than forwarding padkets
with route information, so data padket for-
warding will be given greater weight in the
reputation calculations.

Each node computes a reputation value for
ewvery neighbor using a sophisticated reputation
medanism that di erentiates between subjec-
tive reputation, indirect reputation and func-
tional reputation.

CORE consists of two basic componerts: a
watchdog medanism and a reputation table.
The watchdog medanism [24, 17] is usedto de-
tect misbehavior nodes. When a node forwards
a padket, the node's watchdog veri es that the
next node in the path also forwards the padet.
The watchdog does this by listening promiscu-
ously to the next node's transmissions. If the
next node does not forward the padket, then it
is consideredas misbehaving.

The reputation table is a data structure stored
in eath node. Each row of the table consistsof
four entries: the unique identi er of the entity, a
collection of recert subjective obsenations made
onthat ertity's behavior, alist of the recen indi-
rect reputation valuesprovided by other ertities
and the value of the reputation evaluated for a
prede ned function.

2.2.3 OCEAN

S. Bansal et al. proposedan Obsenation-based
Cooperation Enforcemen in Ad hoc Networks
(OCEAN) [18]. In cortrast to CONFIDANT
and CORE, OCEAN avoids indirect (second
hand) reputation information and usesonly di-
rect rst-hand obsenations of other nodes be-
havior. A node makes routing decisionsbased
solely on direct obsenations of its neighboring
nodesinteraction.

In OCEAN, the rating of ead node is initial-
izedto Neutral(0), with every positive action re-
sulting in an incremert (+1) of the rating, and
every negative action resulting in a decremen
(-2) of the rating. Once the rating of a node
falls below a certain faulty threshold (-40), the
node is added to a faulty list. The faulty list
represerts a list of misbehaving nodes.

OCEAN has v e componerts reside in eadh
node to detect and mitigate misbehavior.

NeighlmrWatch obsenesthe behavior of the
neighbors of a node. It works the same
way aswatchdog [24]. Whenewer misbehav-
ior is detected, NeighborWatch reports to
the RouteRanker, which maintains ratings
of the neighbor nodes.

RouteRanker maintains a rating for ead of
its neighboring nodes. The rating is ini-
tialized to Neutral and is incremerted and



decremened basedon obsened everts from
the NeightorWatch componert.

Rank-Baseal Routing usesthe information
from NeighlorWatch to make the decision
of selection of routes. An additional eld,
called the avoid-list, is added to the DSR
Route-Request Padket (RREQ) to avoid
routes cortaining nodesin the faulty list.

Malicious Trac Rejection rejects trac
from nodes which is considered misbehav-
ing. All trac from a misbehaving node are
rejected so that a node is not able to relay
its own trac under the guiseof forwarding
it on.

Seond Chane Mechanism allows nodes
previously considered misbehaving to be-
come useful again. A timeout approad is
usedwhere a misbehaving node is removed
from the faulty list after a xed period of in-
activity. Even though the node is removed
from the faulty list, its rating is not in-
creasedsothat it canquickly beaddedbadk
to the faulty list if it cortinues the misbe-
havior.

OCEAN focuseson the robustnessof padet
forwarding: maintaining the overall padket
throughput of mobile an ad hoc network with
the existenceof misbehaving nodesat the rout-
ing layer. OCEAN's approad is to disallow any
second-handreputation exdanges. Routing de-
cisionsare made basedsolely on direct obsena-
tions of neighboring nodesbehavior. This elimi-
nates most trust managemem complexity.

3 Issues with

Metho ds

Reputation

As seefrom section 2.2, although the reputation
basedsdemesapplied to mobile ad hoc networks
may be di erent in implementation, they are all
composedof essetially three dierent parts:

1. The calculation and update of reputation
values

2. The detection of misbehavior

3. The reaction to uncooperative behavior

3.1 Calculation and Up date of Repu-
tation Values

Applied to mobile ad hoc networks, reputation

can be de ned as one node's perception of an-
other node's performanceof somenetwork oper-
ation [28]. It is used as a prediction of future

quality of service. Howewer, since reputation is
not a tangible property, the reputation value has
to be explicitly de ned. There are someissues
that should be consideredduring the calculation

and update of the reputation value.

3.1.1 Trust vs. Reputation

An important concept in network security is
trust, interpreted as a relation among ertities
that participate in various protocols. Trust rela-
tions are basedon evidencerelated to the previ-
ousinteractions of entities within a protocol[19].
A lot of researt has beendoneto evaluate and
manage trust in mobile ad hoc networks, sud
as[19, 20, 21, 22, 23]. Most of the researd fo-
cuseson establishing an indirect trust relation
betweentwo nodes (to exchange public keys or
certi cates) without previous direct interaction.



We will not discussthis problem in detail here,
instead, we will focuson the relationship of trust
and reputation in reputation basedsystemsfor
mobile ad hoc networks.

In most reputation systems[15, 30, 17, 18],
reputation value is a metric for trust. A node
with a good reputation meansit behaves very
well and thus is trustworthy, while nodes with
bad reputation are uncooperative and not trust-
worthy.

Bucheggeret al. distinguish trust from repu-
tation in [16]. For ead node, reputation rating
represers how well a node behavesand trust rat-
ing represerts how honesta node is. Reputation
value is usedto decide whether the node is reg-
ular or misbehaved, while trust rating is usedto
decide whether the node is trustworthy or not,
thus the indirect reputation messagefrom the
node is acceptedor not.

3.1.2 Direct vs. Indirect

tion)

Trust (Reputa-

Direct reputation is derivedfrom rst hand expe-
rience. A node gets sud information about an-
other node, usually its one-hopneighbor, by di-
rect obsenation. For example,node M forwards
a message(either a routing messageor a data
padket) to its next hop neighbor, N, and expects
N to further forward the message.M can get
rst hand information by monitoring whether N
correctly participates in the protocol.

Indirect reputation information (also refersto
secondhand reputation information) is reputa-
tion information about a node from other nodes.
Sudh reputation information can be in the form
of a blacklist, friends list or a reputation table.

It may be rst hand information of the sender

or maybe transmitted hop-by-hop from the orig-
inator.

We can model trust and reputation asfollows:

Direct trust and reputation are basedon di-
rect knowledge or obsenation.

Trust and reputation may not be symmet-
ric.

For example, if node A knows that node B
to be trustworthy, this doesnot imply that
B knows that A is trustworthy.

Trust and reputation are usually assumed
to be transitive .

For example, if node A knows that node B
is trustworthy and node B knows that node
C is trustworthy, then node A cantrust C.

Indirect trust and indirect reputation are
based on trust and reputation that link
nodes. For example, if node A trusts node
B is trustworthy and node B trusts node
C, then A trusts C. On the other hand, if
node A doesnot trust node B, then A will
not trust C ewvenif B trusts C.

A node A can know something about an-
other node C from the indirect reputation
messagdf and only if A knows the indirect
reputation information is from a trustwor-
thy node B.

1 1/-1 1-1
O O O

1(0) 1/-1 0/0
A B c

Figure 1: An example of trust and indirect rep-
utation information

In Figure 1, we use 1 to represen trust-
worthy, -1 for untrustworthy and 0 for un-
sure of the trustworthiness. The arrowed



double line indicates the direction of trust.
The dashedline indicates the transmission
of aindirect reputation messageand the ar-
rowed line indicates the indirect reputation
message.

As show in Figure 1, if A knows B is trust-
worthy, then A can trust what B said and
decideeither trust C or not.

If A knows B is not trustworthy or unsure
of B's trustworthiness, then A will not trust
what B said becauseB may tell the truth
or lie. SoA can't decidewhether to trust C
or not.

A node A can know something about the
indirect reputation messageprovider, B, if
and only if what B sas about node C is
contrast from what A knows C is.

1
-1
,,,,,,,,,,,,,,,, 0/-1 1/-1
-1/0 1/-1
A 5 .

Figure 2: An example of trust and indirect rep-
utation information

As show in Figure 2, if A knows C is trust-
worthy / not trustworthy, but what B said
is cortrast from this knowledge, then A
knows B must be false accuse/ praise C
and A will considerB not trustworthy.

If A knows C is trustworthy / not trustwor-
thy and what B said is the samewith this
knowledge,then B may be trustworthy and
telling the truth (as always) or it maybe a
liar but is honestthis time. A can't decide
if B is trustworthy or not.

If A is not sureof C's trustworthiness, then
A knows nothing about B or C from the
indirect reputation message.

3.1.3 Global vs. Local reputation

Most reputation systems [30, 15, 16, 17] for
mobile ad hoc network usesglobal reputation,
in which ewvery node knows reputation of every
other node in the network. This is achieved
by exchangeindirect reputation messagesmong
the network. Sinceindirect reputation informa-
tion may be from an untrustworthy node, repu-
tation systemsusing global reputation informa-
tion su er from falserating, either false accusa-
tion or falsepraise[28]. Other issueswith global
reputation medanism include:

1. Since ead node maintains reputation val-
ues of every other node, storing such infor-
mation requires more storage at ead node.
Take CONFIDANT and CORE for exam-
ple, every node hasto maintain O(N) repu-
tation information, where N is the number
of nodesin the network.

2. Disseminatereputation information greatly
increasesthe volume of network trac. As
for CONFID ANT and CORE, the reputa-
tion messagedistributed during ead repu-
tation disseminate period is O(N 2), where
N is the number of nodesin the network.
Consider mobile ad hoc network, where
bandwidth is very limited, this is animpor-
tant issue.

3. Every time a node receiesindirect reputa-
tion information, it has to decide whether
to acceptor not. If the information is ac-
cepted, then it is incorporated and the rep-
utation table is updated. This causesaddi-
tional computation at ead node.



4. Reputation information, as data padket,
could be modi ed, replayed or accidertally
lost during transmission.

As discussed,global reputation methods are
unreliable and complex, distributing reputation
information cause additional expensefor both
the node and the overall network. Is global repu-
tation really necessary?The answer is no. Some
may argue that global reputation is helpful if a
node movesin the network. But a well-behaved
node here does not meanit will behave as well
when it movesto another place. For example,a
malicious node may build its reputation rst and
then movesto a certain location to behave ma-
liciously. Furthermore, nodes usually does not
care about reputation of distant nodes. They
are more concernedabout reputation of nodes
in their neighborhood, that is, they care more
about local reputation rather than global repu-
tation.

OCEAN usesonly local reputation, which is
based on direct rst-hand obsenations of one-
hop neighbors. Any second-handreputation ex-
changesare disallowed. According to their sim-
ulation, OCEAN adieves a reasonableperfor-
mance, in terms of network throughput, while
being less complex and less vulnerable to false
accusations[18]. Compare with global reputa-
tion, local reputation medanism has low cost,
is more reliable and more e cien t.

3.1.4 Initiate Reputation Value

When a new node enters the network, or a node
moves to a new location, where nobody knows
about its reputation, an initial reputation value
should be given. Each reputation system has a
learning period, as the network will not know
how a new node will behave.

Assign the lowest possiblereputation value to
a new node will forceit to perform positive work
to gain a good reputation, and thus discourage
new participants from malicious behavior. But
this medanism may not be feasiblein an ad hoc
network, where instantaneous connection is re-
quired and nodes are more mobile. It may take
too much time for a new node to establish its
reputation.

Assigning a null value is a reasonable ap-
proach and CONFID ANT, CORE and OCEAN
all allocate neutral reputations to new nodes
[14, 17, 18, 28].

3.1.5 Inconsisten t Reputation Value

In reputation systems,di erent nodesmay have
di erent reputation values for the same node.
This is called the inconsistert reputation prob-
lem. It may be causedby many reasons.

Nodes may calculate reputation values dif-
ferertly. For example, in both CORE and
CONFID ANT, the overall reputation value
of a node is a combination of seweral ratings
of its network functions, with weighingsap-
plied to these functional reputation values.
The reputation medianismsusually assume
that every node will assignthe sameweights
to the functions. This is a potentially in-
appropriate assumptionin a mobile ad hoc
network, where nodes with dierent capa-
bilities and roles are likely to place di er-
ert levels of importance on dierent func-
tions [28].

For dierent nodes, rst hand reputation
values of a same node may vary. Every
node gets rst hand reputation information
about nodesthat it interact with basedon

10



its own experience. A node may behave dif-
ferertly when interact with di erent nodes,
thus the reputation value for a same node
may vary. For example, two nodes, A and
B both interact with node C, but A and B
may have di erent reputation valuesfor C.
This is possibleif C react di erently to re-
guestfrom A and B; or A or B may interact
with C often than the other.

Every node dealswith the received indirect
reputation information based on its own
judgemenr. This also results in the dier-
ence. Reputation information accepted by
node A may not be accepted by node B
becauseit is either incompatible with B's
experienceor B doesnot trust the sender.

None of the reputation methods discussed
above require nodesin a mobile ad hoc network
to readh a consensun which nodesmisbehave.
The problem causedby inconsistert reputation
value is that nodesat the network may have dif-
ferert ratings about others. A node may be con-
sideredregular by somenodes, while considered
misbehaved by others. This makes it hard to
distinguish correct reputation ratings from false
reputation message,the problem is especially
important when indirect reputation messageis
distributed and global reputation value is calcu-
lated.

3.2 Detection of Misb ehavior and

Tracing Fault

In order for reputation valuesto be valid, nodes
will needa reliable way of detecting good or bad
behavior. CONFID ANT, CORE and OCEAN
all rely on promiscuousobsenation for monitor-
ing function operations. Howewer, passiw obser-
vation preserns seweral weaknesseaised within

mobile ad hoc network, it might not detect a
misbehaving node in the presenceof [24):

A B C D

OO OO =====0

— ]
. packet forwardina

X Y :XlistenstoY

— — — % packet forwarding over

multiple hops

Figure 3. The watchdog mechanism.

1. Ambiguous collision. As shawvn in Figure 3,
an ambiguous collusion is the scenariothat
padket collision occurs at A while it is lis-
tening for B to forward on a padket.

2. Receier collisions. In the example, A can
only tell whether B sendsthe padet to C,
but it cannot tell if C receiwesit.

3. Limited transmissionpower, in which signal
is strong enoughto be overheardby the pre-
vious node but too weak to be received by
the true recipien.

4. Collusion, where multiple nodesin collusion
canmount a more sophisticated attack. For
example, B forwards a padket to C but do
not report to A when C drops the padet.

5. Partial dropping, in which a node dropping
padkets at a lower rate than the con gured
minimum misbehavior threshold.

3.3 Reaction
havior

to Uncooperativ e Be-

Once an uncooperative node hasbeenidenti ed,
it is isolated and excludefrom the network. Usu-
ally, neighbors of the uncooperative node refuse
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to forward any padkets originated from the con-
victed node, depriving the network services.

Howevwer, sincethe function of a mobile ad hoc
network depends on all the participate nodes.
The objective is to force the nodesto cooper-
ate and bene t ead other [34]. Thus, an unco-
operative node should be punished temporally
and be given chance to behave normal again.
OCEAN usesthe \Second Chance Mechanism"
to allow nodes previously consideredmisleading
to becomeuseful again [18]. It usesa timeout-
basedapproad where an uncooperative node is
acceptedby the network after a xed period of
obsened inactivity. The rating of the node is
not changed, sothat it can quickly be detected
if the misbehavior cortinues.

4 Prop osed Solution: Locally
Aw are Reputation System

We propose a simple reputation basedsdeme,
called LARS (Locally Aware Reputation Sys-
tem), to mitigate misbehavior and enforcecoop-
eration. Dierent from global reputation based
sthemes,such as CONFID ANT and CORE, our
solution useslocal reputation only. Each node
only keepsthe reputation values of all its one-
hop neighbors.

To mitigate the detrimental e ect of sel sh
and malicious node, whenan uncooperative node
isidenti ed, its k-hop neighbors becomeaware of
the misbehavior, wherek is a parameter which is
adaptive to the security requiremert of the net-
work. To avoid false accusation, cornviction of
the uncooperative node is co-signedby m di er-
ert (one-hopneighbor) nodes,wherem 1isan
upper bound on the number of malicious nodes
in the one-hop neighborhood. We will discuss
the protocol in detail below.

4.1 Mo del and Assumptions

LARS addressesthe problem of node coopera-
tion in self-organized mobile ad hoc networks.
In these networks, nodes may not belongto a
single authority and do not have common goals.
Somenodes may be disruptive and others may
attempt to save resourcesthrough sel sh behav-
ior. In addition, these networks could be self-
organizing, meaningthat the regular function of
networks solely dependson the operation of the
end-users.

In our sdheme, trust in a node is ass@iated
with its reputation value. There are three trust
levels and we usea trust value, T, to represen
the trustworthiness of a node. A node A consid-
ers another node B either

trustworthy, with T = 1,

untrustworthy, with T =1, or

trustworthy undecided,with T = 0

A trustworthy nodeis a regular (well-behaved)
node that can be trusted. An untrustworthy
node is a misbehaved node and should be avoid
and deprive of services. A node with unde-
cided trustworthiness is usually a new node in
the neighborhood. It may be a regular or a mis-
behaved node, depending on its future perfor-
mance.

Every node keepsa reputation table, which
assciates a reputation value with ead of its
neighbors. It updatesthe reputation table based
on direct obsenation only. No global reputation
value is calculated, and no indirect reputation
messagds distributed.

Reputation values R are between a range
Rmin < R < Rmax, and there are two threshold,
Ry > Rmin for untrustworthy and Ry < Rmax
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for trustworthy. For a node N with reputation
value R and trust value T,

T = 1 (N is trustworthy), if Ry < R <
RmaXI

T = 1 (N is not trustworthy), if Rnin <
R < RUI

T = O(N istrustworthy undecided),if Ry <
R < R;.

A new node, either a node that just entered
the network or a node that has moved to a
new neighborhood, will be assigneda reputation
value betweenR, and R; becausadts trustworthi-
nessis unknown. A fade factor w is introduced
to give lessweight to evidencereceived in the
past to allow for reputation fading.

We basedour discussionon the following as-
sumptions:

Eadh node hasa unique, persistert and dis-
tinct identity.

Eadh node knows its one-hopneighbors.

Transmission distance of eah node is the
same.

Links betweennodesare bidirectional.

Nodesdo not have a priori \trust" relation-
ship. Initially , the reputation value of every
node is setto a value betweenR, and R;.

On-demand routing protocols, suc as Dy-
namic Source Routing (DSR) [33] or Ad
hoc On-demand Distance Vector Rout-
ing(AODV) [5] are usedto establishroute.

The number of malicious nodesin a one-hop
neighborhood is lessthan m. That is, for

ead node, among all the one-hopneighbor
nodes, there are at most m 1 malicious
nodes.

We usethe following notations through the rest
of our discussion. Capitalized letters are used
to represen nodes, speci cally, S stands for the
source node, D for the destination node, M is
usually a misbehaved node. Let 1Dy be the
identity of node X, N (X) be the set of one-hop
neighbor nodes of node X, and Ry (X) be the
reputation value of node X, in node Y's reputa-
tion table.

4.2 Overview

Each node X maintains a reputation value for
ead of its neighbors in N(X). Basedon the
direct obsenation of the neighbors, the reputa-
tion valuesare updated. If the reputation value
of a neighbor node, for example M, drops be-
low the untrustworthy threshold R, then M is
consideredmisbehaved by X . X will notify its
neighbors about M 's misbehavior by initiating a
WARNING message.

To prevent false accusations and problems
caused by inconsistert reputation values, the
WARNING messageshould be signed by m
nodesbeforeit can be broadcastedto the k-hop
neighborhood. Any nodes within one-hop dis-
tance of the misbehaved node, M, can sign the
WARNING messageif, in its reputation table,
M 's reputation value hasalsodroppedbelow the
untrustworthy threshold R,. We will discussthe
problem of signinga WARNING messagéen 5.3.

We assume that a routing path is estab-
lished using on-demandrouting protocol, such as
DSR [33] or AODV [5]. Misbehavior is possible
during the processof routing. To deal with this,
routing requestscan be o odedto ensurethe es-
tablishment of a route from the sourcenode S to
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the destination node D if there exists one. We
assumethat the sourcenode and the destination
node are not malicious and focus our discussion
on the misbehavior (of intermediate nodes) dur-
ing communication betweentwo trusted nodes.

Considerthe scenarioin which S sendsa mes-
sageto D using a multi-hop path. Every time an
intermediate node, |, forwards the messagejts
neighbor nodes,N (1), can overhearthe forward-
ing and keepa record of the messagesert and set
atimer. Due to collisionsand other coincidence,
not all nodesin N (1) hear the forwarding.

If the messagereades D, then D returns an
adknowledgemen, ack, badk to S along the re-
verseof the samepath. If S getsthe ack from
D within a certain time period, it is con rmed
that the communication is successfulotherwise,
it initiates a trace processto identify a misbe-
haved node. A special trace padet is initiated
by S and sert along the samepath. Neighbors
of nodes along the path which already have a
record of the messagewill participate in the trace
process. For ewvery neighbor node, if a trace is
received before the timer has expired, then it
broadcaststhe record and helpsto nd the mis-
behased node, otherwise, the recordis discarded.
We will discussthe trace algorithm in 4.4,

4.3 Calculation and Update of Repu-
tation Value

LARS useslocal reputation value, where eah
node maintains only reputation valuesof its one-
hop neighbors. The reputation value is updated
basedonly on its direct obsenation of the neigh-
bors, no secondhand reputation information is
exchangedand integrated. Such schemehas cer-
tain advantages:

Since the neighbors are all within direct

communication distance, the reputation in-
formation can be derived directly from rst
hand obsenation. No indirect reputation
information is necessaryin the calculation
and update of the reputation value, thus
avoiding the complexion discussedin 3.1.2
and 3.1.3. The reputation value is accurate
and the calculation is simple, easyand fast.

No secondhand reputation information is
distributed, thus eliminating the additional
network trac caused by the distributed
reputation systems.

Eadch node only keepsthe reputation values
of its neighbor nodes. Comparedto global
reputation systems,in which ead node has
to keepreputation value of all the nodes,our
sthemesavesa lot of storageat ead node.

Every time a node participates in the network
protocol, its one-hopneighbors update its repu-
tation value accordingly. If the participation is
positive, then the reputation value is increased,
otherwise, the reputation value is decreased.

Supposel behavesregularly. Then every time
it forwards a messagejts one-hopneighbors ob-
sene the normal behavior and increaseits repu-
tation valueby . That is,

Rx ()= Rx(1)+ ; X 2N(l)

SupposeM is a malicious node and drops the
messagefrom its previous node, N. There are
sewral dierent cases. We usethe gures be-
low to illustrate ead of them. In these gures,
a circle describesthe one-hopneighborhood of a
node, a solid vector describesthe forwarding of a
messagea dotted vector describesthe forward-
ing of a trace, a dashedvector describesnon for-
warding (either a messager atrace). We do not
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shaw the forwarding of ack in the gures. M's
neighbors will update M 's reputation asfollows:

Casel: N hassert a messagego M, but M
has failed to forward it.

Figure 5: M hasnot forwarded the messagebut
forwarded the trace

reduceM 's reputation valueby . Thus,all

one-hop neighbors of M reduceits reputa-
Figure 4: N has sent a messageto M, but M tion by . That is,

has failed to forward it
Rx(M)=Rx(M) ; X 2N(M)

As shown in Figure 4, for every node X in Case3: M has not forwarded the message,
the shadedarea, which is a one-hop neigh- and has also dropped the trace.

bor of both N and M, X detectsthe misbe-

havior and reducesthe reputation value of

M by ,where > . That is,

Rx(M)=Rx(M) X 2N(M)\ N(N)

Case2: M has not forwarded the message,
but forwarded the trace.

As shawn in Figure 5, for every node X,
which is a one-hopneighbor of both N and
M, X reducesthe reputation value of M by

o _ Figure 6: M hasnot forwarded the messageand
For every node X , which is a one-hopneigh- 45 also dropped the trace.

bor of M, but not a one-hopneighbor of N,
X realizesthat M has not forwarded the
messagevhen it getsthe trace, then X will As shown in Figure 6, for every node X,
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which is a one-hopneighbor of M, but not a
one-hopneighbor of N, X will not obsene
M's misbehavior and will not update M's
reputation value.

For every node X in the shadedarea, which
is a one-hopneighbor of both N and M, X
detectsthat both the messageand the trace
were dropped, and reducesM 's reputation
valueby , where > . That is,

Rx(M)=Rx(M) ;X 2N(M)\ N(N)

Case4: M has not forwarded the message,
and a neighbor, M © colluded with M and

sert a forged record.

Figure 7. M has not forwarded the message,
and a neighbor, M © colluded with M and sert a
forged record.

As shown in Figure 7, for every node X,

which is a one-hopneighbor of both M and

MO X detects the cheating and reduces

both M and M s reputation by , where
> >

For all other one-hop neighbors of M, we
get the sameas case?2 and the reputation

value of M isreducedby . That is,

Rx(M)=Rx(M) ;X 2N(M)\ NMH

Rx (M9 = Rx (M9
Rx (M) = Rx (M)

X 2NMNNMH
X 2NM) N(MH

We have > |, sothat the punishmen is
greater than the reward, to encouragecoopera-
tion. This makesit hard for a node to built its
reputation and then misbehave. Even if a node
has a good reputation, when it misbehaves, its
reputation value will drop quickly (faster than
can built it).

Also, we treat di erent misbehavior typesdif-
ferertly. If only the messageas dropped, as dis-
cussedin casel and case?2, it might be an ac-
cidental misbehavior. But if both the message
and the trace are dropped by a node, asin case
3, then it is possibly an intentional misbehavior
and it is punishedmore se\erely. If collusionand
cheating occur, as in case4, then the greatest
punishmert is applied.

In all casesRyx (M) is updated by w, the fad-
ing factor, after a certain time interval (the fad-
ing timer), to give lessweight on past experience.
That is,

RY" (M) = wR{(M)
where s the fading timer and R{(M) is the

reputation value of M at time t1 at node X's
reputation table.

4.4 The Trace Algorithm

As discussedin 4.2, if the sourcenode, S, does
not get the acknowledgemen from the destina-
tion node D within a certain time period, then
atrace is sert alongthe path and the fault trac-
ing processstarts. The tracing algorithm traces
the fault to a misbehaved node which causedthe
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disruption of communication. We now describe
our tracing algorithm in detail.

When an intermediate node, |, getsthe trace,
it forwards the trace. The neighbors of node |
respond with the kept recordif |1 had forwarded
the message. The response is broadcasted so
any nodesthat have received the trace will get
it and can further broadcastit upstream. Any
nodesthat didn't getatrace ignorethe response.
Broadcasting is usedin forwarding the response
to make surethe sourcewill getthe responseand
identify the misbehaved node. Finally, the re-
sponseis broadcastedto the sourcenode. From
the responses,the sourcenode can identify the
misbehaved node and will try to usealternative
path to avoid the misbehaved node. We will dis-
cusshow the trace algorithm works using an ex-
ample below.

When there is no misbehavior, a messageis
forwarded hop by hop from S to the destination
node D. Neighbor nodes of a node along the
route keeprecordsof the forwarded messageand
wait for time T = 2n , where n is the number
of hops from S to D, is the upper bound of
the one-hopround trip. If no trace messages
received beforethe timer expire, then the nodes
discard the record. If the destination node, D,
receivesthe messageand veri es it is valid, then
an adknowledgemen is sert bad S.

If D doesnot get a messagethen S gets no
adknowledgemen within time T = 2n and it
starts the trace processby sendinga trace mes-
sagealong the same path. Every intermediate
node on the route forwards the trace whenit re-
ceives the trace. A node will not drop a trace
messagebecausef it doesso, then its neighbors
will not get the trace messageand will not re-
ply with a response. As shaw in Figure 5, as-
sume node M is either a malicious or a sel sh
node that has dropped the message. Node N

forwards the trace to node M . The neighbors of
N, overhearthe trace messagewill broadcastthe
record verifying that N had forwarded the mes-
sage. Any upstream node that gets the record
will broadcast it upstream. Since M had not
forwarded the messagethen no responsewill be
generatedfrom neighbors in vicinity of M. Fi-
nally, S nds out that N is the last node that
has forwarded the messageand the next node of
N, node M, is the misbehaved one.

45 Reaction
havior

to Uncooperative Be-

If a node's reputation value drops belov the
threshold, Ry, then it is consideredmisbehaved
and aWARNING messageabout the nodeis gen-
erated.

Beforethe WARNING messagés broadcasted
to the neighborhood, it should be signed by m
nodes, wherem 1 is the upper bound of ma-
licious nodesin a one-hop neighborhood. This
ensuresthe trustworthiness of the WARNING
messageand is robust against false accusation.
There are two reasonsfor this requiremert:

First, due to the problem of inconsistert
reputation value as discussedin 3.1.5, dif-
ferert nodes may have di erent reputation
valuesfor a samenode, thus a misbehaved
node consideredby node A may be consid-
ered regular by node B. But if m nodesin
the one-hop neighborhood of a node agree
it is misbehaved, then it is cornvicted.

Second requiring m nodesto signa WARN-

ING messagealso prevents nodesfrom false
accusation. Sincethe number of malicious
nodes is bounded by m, malicious nodes
cannot collude to forge a valid WARNING

messageo frame a regular node.
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After a WARNING messageis veried, it is
broadcastedto the k-hop neighborhood of the
misbehaved node, sothat all the k-hop neighbor
nodesbecomeaware of the misbehavior and deny
servicefor the misbehaved node.

But the misbehaved nodeis not excludedfrom
the network forever. The objective is to let the
misbehaved node learn by punishmert and be-
have well in the future. After atime-out period,
it is acceptedbut with the reputation value un-
changedso that it hasto rebuild its reputation
again by good cooperation.

4.6 Optimization

We optimize the scheme as follows:

To save spaceand energy consumption in
the neighboring nodes, in a densenetwork,
only k out of n neighbors keep a record of
the forwarded messagewheren is the num-
ber of neighbors of the node and k is a ran-
dom number between 1 to n. Instead of
involving every neighbor of a node in the
monitoring, this sheme randomly chooses
some neighbors, called prolkes to monitor
the messageforwarding of a node. Every
time a node forward a messagek out of n
neighbor nodeswill be randomly selectedas
prokes to monitor the forwarding.

The randomization has two advantages.
First, being a probe means providing
services for the network society, thus
more space,time and energy consumption.
Choosingrandom proke every time gets ev-
ery node involved and it is fair. Second,the
randomization will selectdi erent proke ev-
ery time, thus eliminates the cheating and
colluding problem which will causedby xed
prokes.

Every prole keepsa record of the message
sert and set a timer. If before the timer

expires, a trace is received, then the prole

broadcaststhe record and helpsto nd the

misbehaved node; otherwise, the record is

discarded.

We can further eliminate bandwidth usage
asfollows. An upstream node does not for-
ward the responsesfrom the neighbor probes
immediately; instead, it keepsthe response
for a certain time period T = m , where
m is the number of hops from the node to
the destination node, is the upper bound
of the one-hopround trip. When the timer
expires, the node then broadcaststhe lat-
est response, which may from the probke of
the next node or from another downstream
prole.

5 Implemen tation

We now describe the protocol in detail. Let

| Dx bethe identity of node X, seqthe sequence
number of the messageand is incremerted ev-

ery time a new messagss ser, t the timestamp

of the message,m the message,and M AC (m)

the keyed MAC (MessageAuthentication Code)

with key K sp, which is sharedby S and D. To

simplify the discussion,we assumeprivacy is not

required and no needto encrypt the padet.

Let Route(S; D) = (S =
Xo;X1;X2; i Xi;  ;Xn = D) be the route
used. Prokes around node X; are denoted by
P(X;) = fPi1;Pj2; ;Pikg. Messagesert from
S is pkgs = [IDs;IDp;seqgt; m;MAC(m)],
trace messageis trace = [IDs;IDp;seq,
a proke around node X; keeps a record
Ri = [IDs;IDp;segMAC(m); Xi; Xi+1]
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5.1 Prob e Selection Algorithm

As stated in 4.6, every time a messageis for-
warded by a node, random neighbor nodes will
be sered as proles to monitor the forwarding.
The proles are selectedas follows. Every neigh-
bor node overhearing the forwarding nds out if
it is selectedas probe by using a prede ned hash
function [36] h over the sequencenumber seq the
timestamp of the messaget and its own identit y.
The result of the hash function is either a 0 or
a 1. If the node gets 1, then it will sener asa
proke, otherwise, it ignores the message. That
is, for every neighbor node X,

selectedas prole, if h(seqgt; IDx) = 1;

not selectedas proke, if h(seqt;1Dx) = 0.

5.2 The Trace Algorithm

The following pseudocode shov how the trace
algorithm works.

Sourcenode S:

1. Ssendto Xi: pkgs

2. settimer T = n

while timer not expired

If a valid acknowledgemert from D is received
Then stop the timer and return success

Else

Initial a trace messagetr ace

settimer T = n

while timer not expired

If a valid responseR; is received

Then stop timer and return misbehaved(X+1)

For every intermediate node X (1 < i < n):
Xi sendto Xi+1 : pkgs or tr ace

For every probe node P (1< i< n;1<j <Kk):
1. If overhear messageforwarding from node X;
Then keepa record R; and settimer T = n

2. While timer not expired

If atrace messagefrom S is received

Then stop timer and broadcast record R;

R = R;j

settimer T = (n i)

While timer not expired

If Rj(i < j) is received

Then R = R;

Broadcast R

3. Discard the record

5.3 Locally Aw are Reputation

We use the threshold cryptography sceme to
sign the WARNING messageabout a misbe-
haved node. A (k,n) threshold scheme [35 di-
vides the secretS into n pieces: S1;S2; ;Sn
in such a way that:

knowledgeof any k or more Si piecesmakes
S computable;

knowledge of any k 1 or fewer Si pieces
leaves S completely undetermined (in the
sensethat all its possiblevaluesare equally
likely).

Our solution makesuseof the polynomial secret
sharing [35] and usesa (n,m) threshold scheme,
wheren is the number of one-hopneighbor nodes
and m is the upper bound of the malicious node
in aone-hopneighborhood. Each node X holdsa
personal RSA key pair, < SKx ;PKx >, where
SKx is X's private/ secretkey and PKx is X's
public key. The secretkey of node X , speci cally

the signing key SK x , is sharedamongall X's n

one-hopneighbor nodesto a random polynomial
oforderm 1,wherem 1listhe upperbound of
malicious nodesin the one-hop neighbor nodes
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of X. Howewer, SKx is not visible, known or
recoverable by any node.

In our design,a node M is considereduntrust-
worthy if any m one-hop neighbor nodes claim
s0. SinceSK y, is sharedamongn one-hopneigh-
bors of M, any suc secretshare holders notice
M 's misbehavior can sign the WARNING mes-
sage.A WARNING messagssignedby SKy can
be veri ed by the well-known public key PK .

For eat one-hop neighbor of node M, if it
nds out that M's reputation value drops belov
the untrustworthy threshold, then it will gener-
ate a WARNING messageabout M and a \par-
tial" signature on the messageby applying its
share of SKy . It then broadcaststhe WARN-
ING messagealong with the partial signature.
Any node that receives the same WARNING
messagdrom m di erent nodescan verify the va-
lidit y of the messagey combining m partial sig-
natures together to generatethe full signature.

If the WARNING messages veri ed, it isthen
broadcasted to the k-hop neighborhood, thus
M's k-hop neighbors becomeaware of its mis-
behavior and refuseto sener for it.

5.4 Simulation and Performance anal-
ysis

The objective of simulation and performance
analysis is to determine the impact of Locally
Aware Reputation System (LARS) on metrics
as described belowv in a mobile ad hoc network
wherea part of the nodesact uncooperative. We
will simulate the protocol using entity mobility
models, assumingthat in group mobility mod-
els, nodesin a group will cooperation with eat
other without any enforcemer.

For all the metrics, we want to investigate the
scalability in terms of number of nodes, frac-
tion of uncooperative nodes,and mobility. Using

DSR [33] asa reference,we will considerthe fol-
lowing performancemetrics of LARS:

Data Packet Deliv ery Ratio: ratio of
the number of data padkets deliveredto the
destination nodes divided by the number
of data padkets transmitted by the source
nodes. The data delivery ratio is directly
inuenced by padket loss, which may be
causedby general network faults or unco-
operative behavior.

Proto col Overhead: the ratio of num-
ber of extra message(such as trace and
record replied in the trace process,WARN-
ING messagesilivided by number of all the
messageransmitted.

End-to-end Delay: the time neededto
send a padket successfullyfrom the source
node to the destination node. The highest,
lowest and averageend-to-end delay will be
considered.

DSR [33] is an on demand sourcerouting pro-
tocol for mobile ad hoc network. Each padket
carriesthe full path (a list of intermediate nodes)
that the padket should be able to traversein its
header. A route to a destination is requested
only when there is data to sendto that destina-
tion, and a route to that destination is unknown
or expired.

The simulation will be implemented on Glo-
MoSim [38], a library-based sequetial and par-
allel simulator for wireless mobile ad-hoc net-
works. We will rst analyze a regular well-
behared DSR network; second, we introduce
someuncooperative behavior to the regular DSR
network and analysis the performance;then we
enhanced DSR with the LARS protocol and
comparethe performancewith the regular DSR.
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Di erent mobility modelswill be usedin the sim-
ulation.
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