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Abstract

Unsolicitedcommercialemail, commonlyknown as spam,hasbecomea pressingproblemin today's Internet.
In this paperwe re-examinethe architecturaffoundationsof the currentemail delivery systemthat are responsible
for the proliferation of email spam.We argue that the dif culties in controlling spam stem from the fact that
the currentemail systemis fundamentallysenderdriven and distinctly lacks recever control over email delivery.
Basedon theseobsenationswe proposea DifferentiatedMail TransferProtocol (DMTP), which grantsreceiers
greatercontrol over how messagefrom differentsendersshouldbe deliveredon the Internet.In addition, we also
develop a formal mathematicamodelto studythe effectivenessof DMTP in controlling spam.Throughnumerical
experimentswe demonstratehat DMTP can effectively reducethe maximumrevenuethat a spammercan gather
Moreover, comparedto the current SMTP-basedemail system,the proposedemail systemcan force spammers
to stay online for longer periodsof time, which may signi cantly improve the performanceof various real-time
blacklistsof spammersln addition,DMTP providesanincrementaldeploymentpathfrom the currentSMTP-based
systemin today's Internet.

. INTRODUCTION

Unsolicited commercialemail, commonly known as spam is a pressingproblemon the Internet.In addition
to underminingthe usability of the currentemail system,spamalso costsindustry billions of dollars eachyear
in recentyears[9], [26]. In responsethe networking researchand industrial communitieshave proposeda large
numberof anti-spamcountermeasurefmcluding numerousemail spam lters [3], [6], [12], [13], [22], [23], [25],
senderauthenticationschemed8], [18], [20], and senderdiscouragemeniechanismgqto increasethe cost of
sendingemail suchas paid email) [11], [16]. Someof the schemedare beendeplosed on the Internet.On the
other hand, despitetheseanti-spamefforts, in recenttimesthe proportionof email spamseenon the Internethas
beencontinuouslyon the rise [4], [6].

A. Whyls It so Hard to Control Spam?

The currentemail systemusesthe Simple Mail TransferProtocol (SMTP) to deliver message$rom senderto
recever [17]. While simple,sucha systemalsoprovidesanideal platform for spammerso actasparasiteslt is our
contentionthat, in orderto effectively control spam,we mustdesignand deploy an email delivery systemthat can
proactvely resistspamin the rst place.As a rst steptoward this goal, in this paperwe examinethe architectural
aspectof the currentemail systemthat are responsiblefor the proliferation of spamand proposea Differentiated
Mail TransferProtocol(DMTP) thataimsto overcometheselimitations basedon the following threekey insights.

Moving to a receiverdriven model: First, the currentemail systemis fundamentallysenderdriven anddistinctly
lacksrecever control over the messagelelivery mechanismFor example,in the currentSMTP-base@mail system,
ary usercan sendan email to anotherat will, regardlessof whetheror not the recever is willing to acceptthe
messageln the early daysof the Internetdevelopmentthis wasnot a big problemaspeopleon the network largely
trustedeachother However, sincethe commercializatiorof the Internetin the mid-1990s the natureof the Internet
community has changed.It has becomeless trustworthy, and the emegenceof email spamis one of the most
notableexamplesof this changeln orderto effectively addressheissueof spamin the untrustvworthy Internet,we
argue that receives mustgain greater control over if and whena message shouldbe delivered to them



Eliminating economyof scale: Secondly volume is the most crucial factorin making email spama pro table
business.In order to squeezespammersout of business,we must eradicatethe economyof scale they rely
on. However, in the currentemail system,the sendingrate of spamis, to a large extent, only constrainedby
the processingpower and network connectity of spammers'own mail seners, of which the spammershave
completecontrol. Nowadays,with increasingly-paerful (and cheaper)PCs and ubiquitous high-speedinternet
accessspammersan pushout a delugeof spamwithin a very shortperiod of time, making spammingpro table
becausenf the economyof scale.We contendthat the sendingrate of spammustbe regulated,ideally underthe
control of email receives, in orderto retainspam.

Increasing accountability: Lastly, the currentemail systemmalkes it hard to hold spammersaccountablefor
spamming.Spammerganvanish(go of ine) immediatelyafter pushinga delugeof spamto recevers (recall that
this can be donewithin a very short period of time). This makesit quick and easyfor spammerdgo hide their
identities and provides spammerswith the e xibility to frequently changetheir locationsand/or Internetservice
providers—complicatinghe effort to Iter spambasedon the IP addressesf sendemail seners,suchasvarious
real-time blacklists (RBLs) [22]. We argue thatin orderto hold spammersaccountableand to make RBLs more
effective, we mustforce spammes to stay online for longer periodsof time

B. Contributions of this Paper

Basedon theseobsenationswe proposea DifferentiatedMail TransferProtocol(DMTP) as a countermeasure
to the spamproblem.A key featureof DMTP is thatit grantsreceversgreatercontrol over the messagealelivery
mechanismln DMTP, a recever can classify sendersinto different classesand treat the delivery of messages
from eachclassdifferently For example,althoughregular contactsof a recever can directly send messageso
the recever, unknovn senderseedto storemessage# the sendes' own mail serves. Suchmessagesire only
retrieved by the recever if and whenhe wishesto do so.

DMTP provides us with several important advantagesin controlling spam: 1) the delivery rate of spamis
determinedby the spamretrieval behavior of receversinsteadof being controlledby spammers2) spammersare
forcedto stayonline for longerperiodsof time (becausehe sendingrate of spamis regulatedby the spamretrieval
rateof recevers),which cansigni cantly improve the performancef RBLs; 3) regular correspondentsf a recever
do not needto make ary extra effort to communicatewith the recever—correspondencéom regular contactsis
handledin the samemannerasin the currentSMTP-basedmail system;4) DMTP canbe easilydeployed on the
Internetincrementally

In this paperwe presenthe designof DMTP andformally modelits effectivenessn controlling spam.Through
numericalanalysesve shov that DMTP cansigni cantly reducethe maximumrevenuethata spammeicanobtain.
In addition,a spammeiasto stayonlinefor amuchlongerperiodof time in orderto obtainthe maximumrevenue.

The remainderof the paperis organizedas follows. In Sectionll we re-examinetwo commontrafc delivery
models on the Internet: senderpush vs. recever pull, and discusstheir implications on controlling spam.In
Sectionlll we presentthe designof DMTP, which emplgys a variant of the recever-pull model. We formally
modelthe effectivenessof DMTP in controlling spamand performnumericalanalysesn SectionlV. In SectionV
we discusspracticaldeploymentissuesof DMTP on the Internet.After describingrelatedwork in SectionVI, we
concludethe paperand outline our ongoingwork in SectionVII.

II. PUSH vS. PULL: IMPLICATIONS OF PROTOCOL DESIGN CHOICE

Asynchronousmessaget$ike email are deliveredon the Internetprimarily using two different models:sender
pushandreceiverpull (or a combinationof the two). In this sectionwe discussthe implicationsof the two models
on controlling unwantedtrafc on the Internetand illustrate that the recever-pull model has several important
adwantagesn discouragingunwantedInternettrafc suchasemail spam.In light of theseadvantagesin the next
sectionwe develop a new email delivery protocol basedon the recever-pull model.

The two modelsdiffer in who initiatesthe messagelelivery processin the sendempushmodel, sendersontrol
the delivery of trafc, andreceverspassiely acceptwhatever the sendergpushto them. The currentSMTP-based
email delivery systemis a typical exampleof this model.In contrastthe recever-pull model grantsreceversthe
control over if andwhenthey wantto retrieve datafrom the sendersin this model, senderscan only preparethe
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Fig. 1. lllustration of DTMP-basedemail system.

TABLE |
NEWS COMMANDS/REPLY CODE DEFINED IN DMTP.

Commands/Replies Explanation
MSID For SMTA to inform RMTA the msid of a message
GTML For RMTA to retrieve a messagdrom SMTA
253 For RMTA to inform SMTA to sendmsid (MSID) insteadof message¢DATA

databut they cannotpushthe datato recevers.Examplesof the receverpull modelincludethe HTTP-basedveb
accessservicesandthe FTP-basedle transfers.

While bothsimpleandcorvenientthe sendempushmodelhasa big disadwantagen controllingunwantedinternet
trafc: in this modelit is senderswho completelycontrol what messagesre delivered and whenthe messages
are delivered. Recevers have neitherthe knowledge of what messageshey will receve, nor whenthe messages
will be receved. Receversareideally expectedto receve the entire messagebeforeprocessingr discardingthe
messageMoreover, sendersan vanishimmediatelyafter the messagesre pushedout. By contrastthe recever-
pull model comeswith several appealingadvantagesecausedt grantsrecevers greatercontrol over the message
delivery mechanismlt takes advantageof the fact that recevers have more reliable knowledge of what trafc
they want to receie. In this model, recevers have the freedomto rst determinethe reputationof the senders
(andtheir own level of interestin the contents)before they actuallyrequesthe content.Moreover, it becomeghe
responsibilityof sendergo store and managethe messagetill the recevers are readyto retrieve the messages.
This forcesmalicioussenderdo stay online andreveal their identitiesfor larger windows of time.

A legitimate concernwith the receverpull model is that it may increasethe cost of sendingmessagegor
maliciousaswell aslegitimate sendersWe shawv in the next sectionthat, using simple designoptimizations,we
caneasilylower the sendingcostfor legitimate senderswhile still retainingthe bene ts of the recevver-pull model.
In summary althoughthe recever-pull modelmay resultin slightly greatemprotocolcompleity, it cangreatlyhelp
to simplify the control of unwantedtrafc suchasspamon the Internet,and shouldbe consideredcarly during ary
communicationsystemdesign.

I11. DMTP: A DIFFERENTIATED MAIL TRANSFER PROTOCOL

DMTP is designedbasedon a variantof the recever-pull model,wheresendersare allowed to rst expressan
intent to sendmessagdo a recever via a small intention messagelf the recever happenso be interested he
contactsthe senderand retrieves the contentmessageFigure 1 illustratesthe basicarchitectureof the new email
delivery system.Before we delve into the detailsof DMTP, it is worth noting that the new systemextendsthe
currentSMTP protocol[17] by addingtwo new commands—-MSID and GTML. andone new reply code—253 (see
Tablel). All the commandsandreply codesin SMTP are also supportedn the new system.We explain the new
commandsandreply codewhenwe usethem.

A. Differentiating Messae Deliveries

As discussedn thelastsectionthe recever-pull modelincreaseshe costof sendingmessagefor both malicious
and legitimate sendersTo addresghis issueDMTP is designedto supporta hybrid email delivery systemwhere
both the sendepush and recever-pull modelscan be employed. Speci cally, eachrecever can classify emalil
sendersnto threedisjoint classesandtreatthe delivery of messagefrom eachof themdifferently: 1) well-known
spammes, whosemessagesvill be directly rejected;2) regular contacts whosemessagesan be directly pushed



Require: SPC:well-known spammerclass;
Require: RCC: regular contactclass;
1. Receving TCP sessiornopenrequeston port 25;
2: ip = GetIP addressf sendemail sener;
if (ip 2 SPC) then
* well-known spammers/
reply with 550 (to decline TCP sessionopeningrequest);
close TCP session;
elseif (ip 2 RCC) then
* regular contacts*/
reply with 220 (to acceptTCP sessionopeningrequest);
10:  proceedasif SMTP used;
11: else
12:  [* unclassi edsenders/
13:  reply with 253 (seeTablel);
14:  acceptMSID command,
15:  rejectDATAcommand;
16: end if

Fig. 2. Algorithm for receversto handlemessagelelivery requestsn DMTP.

from the senderdo the recever using the current SMTP protocol; and 3) unclassi ed sendes—senderghat are
neither well-known spammersor regular contacts.Unlike regular contacts,unclassi ed senderscannotdirectly
pusha messageén its entiretyto the recever. Suchmessageseedto be storedand managedy the sendes' mail
serves, and only the ervelope of the messagegan be directly deliveredto the recever to notify the pending
messages.

Senderscan be de ned at the granularity of email addressess well as IP addressegand domain names)of
sendermail seners. Given that it is easyto fake email addresse# the currentinternet,we ervision that sender
classi cationwill be performedat the granularityof IP addressesvhenDMTP is rst deployed.

Fig. 2 summarizeghe algorithm of handlingmessagealelivery requestsat a DMTP recever. In the gure we
have assumedhat the senderclassi cationis only supportedat the IP addressegand domainnames)evel. Sender
classi cationde ned atemailaddress$evel canbeeasilyincorporatednto thealgorithm.In therestof this sectionwe
focuson the handlingof messagefrom unclassi edsendersThe handlingof messagefrom well-know spammers
andregular contactsis the sameasin the currentpractice[17], [22], and we omit the description.

B. Unclassi ed Sender:Messae Compositionand ReceiverNoti cation

Like in the currentemail system,an (unclassi ed) senderusesa Mail User Agent(MUA) to composeoutgoing
message$l7]. After a messagds composeddy the sender the senderdelivers the messageo the senderMail
TransferAgent (MTA). For simplicity, we referto a sendeMTA sener asan SMTA, anda recever MTA sener
asan RMTA.

All the outgoingmessagesf unclassi edsendersrestoredat the SMTAs. For this purposean SMTA maintains
an outgoingmessagédolder for eachsender Insteadof a completemessagdeingdirectly pushedirom the SMTA
to the RMTA, only the envelopeof the messagés delivered.In particular the SMTA noti es the RMTA aboutthe
pendingmessageia the new messge identi er commandMSID (seeTablel), which containsthe uniqueidenti er
msid of the messageThe msidis usedby the recever to retrieve the correspondingnessagé. The identi er of a
messagés generatedasedon the senderthe recever, andthe message.

INote the fundamentaldifferencebetweenmessagepull in the nev email systemand URL embeddedn mary currentspammessages.
The addressn the URL is normally not relatedto the sendingmachineof the messageln contrast,outgoingmessage# the new email
systemhave to be storedon the sendemail seners.



TABLE 1l
NOTATIONS USED IN THE SPAMMER REVENUE MODEL.

Notation | Explanation Setting

N Numberof email addressemaintainedby spammer 10M

X Numberof machinesusedby spammer 62

k Sendingspeedof a machine(messages/untime) 100K
y Costpaid by spammerper machineper unit time 0.1

g Gainsof spammeifor eachmessagelelivered 0.005
p Probability that a recever reportsa spammingmachine 0.001
q Numberof reportsrequiredfor RBL to blacklista machine | 50

r Mean spamretrieval rate of recevers (retrievals/unittime) | 2500

C. Receiver:Pulling Messaesfrom Unclassi ed Sendes

The new email delivery systemgrantsgreatercontrol to receversregardingif andwhenreceverswantto reada
messagesendersannotarbitrarily pusha messageo them. Recevers can be discriminateaboutwhich messages
needto beretrieved, andwhich onesneednot. If areceverindeedwantsto reada messagehe will inform his own
RMTA, andthe RMTA will retrieve the messagdrom the SMTA on behalf of the recever. An RMTA retrieves
an email messageising the new get mail commandGTML(seeTablel), which includesthe identi er msid of the
messageo be retrieved. After the messagéasbeenpulled to the RMTA, corventionalvirus/worm scanningtools
andcontent-basedpam Iters canbe appliedto further alertthe receiver aboutpotentialvirus or spam.Therefore,
the new email systemdoesnot exclude the useof existing email protectionschemesFor securityreasonswhen
an SMTA recevesthe GTMLcommandjt needsto verify thatthe correspondingnessagés for the corresponding
email receiver, andthe requestingMTA is the mail sener responsibldor the recever.

D. Minimizing the Impactof Intent Messaes

It is concevable that before the majority of spammersare squeezedut of businessa large numberof small
intentmessagemay be deliveredto InternetemailuserswhenDMTP is rst deployedon the Internet.A legitimate
concernis thatemail usersmay be overwhelmedoy suchsmallintentmessagesThis problemcanbe alleviated by,
e.g.,quarantiningntentmessageRMTA will only deliver messagefom regularcontactdo recevversimmediately;
all the intent messagefrom unclassi edsenderswill be rst quarantinedat the RMTA and only deliveredto the
recevers periodically in a single digestmessageThe interval over which the RMTA deliversthe digestemail of
intent message$o a recever canbe con gured by the recever. A similar ideahasbeensupportedn commercial
productsand emplgyed in real-world systemsto handlespammessage§24], [15]. As more spammergun out of
businesshecauseof the increasedadoptionof DMTP, intent messageselatedto spammingwill decreaseand be
lessof a concern.(Rathey they are usedfor legitimatereasondor rst-time correspondentso communicate.)

IV. PERFORMANCE EVALUATION

In this sectionwe rst developa simplemathematicaimodelto investigatehe revenuethata spammeicangather
by spamminga messagédo a setof Internetusers.Basedon this model, we then perform numericalexperiments
to study the effectivenessof DMTP in controlling spam,and how the behaviors of both spammersand recevers
affect the spammersrevenue.

A. A SimpleModel of SpammeRevenue

Table Il summarizeghe notationsusedin this section.Considera spammers. We assumethat s maintainsa
setof N email addresseso which he can sendspamemails.In this model we establishthe expectedrevenuethe
spammercan gatherby sendinga single messageo the N email addressesWe assumethe spammerowns or
rentsx machinesto sendspam(eachwith a uniquelP address)On average,eachmachineis capableof sending
k messageper unit time (which is only constrainedoy the processingpower and Internetaccessspeedof the
machines) The spammingtaskis equally partitionedover the x machinesthatis, eachmachineneedsto sendthe
messagédo N =x recevers.For eachmachine the spammemeedsto payy units of costfor eachunit of time (e.g.,



for Internetaccessor renting machinesfrom haclersor time spentin recruitingzombies).In return, the spammer
obtainsg units of gain for eachmessagealelivered.

For simplicity, we assumethereis a centralreal-time blacklist of well-known spammerswhich is usedby all
recevers.Beforethe spammesstartsspammingwe assumehatnoneof the x machinesnanagedy the spammeis
listed by the centralRBL. Insteadthey arein the unclassi ed-sendeclassof all N recevers.(Senderclassi cation
is de ned at the granularityof IP addressesYWhena recever retrievesa messagdrom the spammerit will report
the IP addressof the correspondingSMTA to the central RBL with a probability of p. (We assumethat intent
messagesire directly deliveredto end usersinsteadof rst being quarantinedat the RMTAs.) Furthermorethe
central RBL requiresat leastq reportsof a spammingmachinebefore addingthe correspondingP addressnto
its blacklist. After an IP addressis addedto the blacklist, the spammercan no longer sendmessage$rom the
correspondingSMTA. To simplify, we assumehat the spammerhasthe preciseknowledge of the time whenan
SMTA is blacklistedandwill disconnecthe machineto minimize its own cost.

We assumehe arrivals of spamretrievals from receversfollow a Poissondistribution, with a meanarrival (i.e.,
retrieval) rater (retrievals per unit time). Given that the list of email addressesnaintainedby a spammeris in
generallarge, we assumehe spamretrieval rater is a constantover time. Below we derive the expectedrevenue
U(t) of thespammemttime t, assuminghetime for the spammeto startspamminghe messagéo theN recevers
is zero.

Let R(t) denotethe expectednumberof receverswho have retrieved the messaget time t. It is not too hard
to seethat R(t) = minfrt; xg=pg. Let f (t) denotethe expectednumberof messagesleliveredby the spammer
attimet (acrossall x machines)we have f (t) = minf N;xkt; R(t)g. Consequentlythe expectedincomeof the
spammenat time t is gf (t). On average,it takesN=r units of time for the spammergo deliver the messageo all
recevers,andit takes(g=p)=(r=x) units of time for the centralRBL to blacklistan SMTA (assuming  k andall
X machinesareaccessedvith the sameprobability). Therefore the total expectedcostc(t) paid by the spammeiat
timet is c(t) = xy minft; N=r; (g=p)=(r =x)g. Hence,in the DMTP-based:mail systemthe total expectedrevenue
of the spammerat time t is

Upmte(t) = gf (t) c(t) = gminfN;xkt; R(t)g xy minft; N=r; (g=p)=(r=x)g: Q)

We can similarly derive the total expectedrevenueof the spammerat time t in the current SMTP-basedemail
systemwhich is given belov

UsmTp(t) = gminfN;xktg xy minft; (N=x)=kg: (2)

In the aborve equation,we have assumedhatk is large enoughthat the spammeircan nish sendingthe message
to all receversbeforethe SMTAs are blacklisted.

ComparingEg. (1) and Eq. (2), we seethat while the revenueof the spammeris largely determinedby the
sendingspeedof its SMTAs in the currentSMTP-basedmail system,in the DMTP-basedemail systemits ability
to spamis greatly constrainedoy the messageetrieval behaior of the recevers. The slower the receversarein
retrieving the messagethe longerthe spammemeedsto stay online; the higherthe probability is for recevversto
reportspammingSMTAS to the centralRBL, the earlierthe spammingSMTASs are blacklisted.

B. Numerical Studies

In this sectionwe perform numericalexperimentsto study the effectivenessof the proposedDMTP protocolin
controlling spamusing the model developedin the last subsectionWe also investigatehow the behaviors of both
spammersand recevers affect the spammers'revenue.Table Il (third column) presentghe parametewalueswe
usedin the numericalstudies,unlessotherwisestated.

First, we study how the proposedDMTP protocol helpsto reducethe maximum revenueof a spammer(by
spamminga messagéo N recevers)andforcesthe spammeto stayonline (to improve the performanceof RBLS).
Fig. 3 shaws the revenuesof the spammerastime evolvesin both the currentSMTP-basedemail system(curved
marked as Without DMTP) and the proposedDMTP-basedemail system.From the gure we seethat, in the
currentemail system,the spammercan gatherthe maximumrevenue(49990)within 2 units of time. This means
that the spammercan quickly pushout the messagdo all the recevers and then vanish,long beforeary RBLs
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canidentify it. In contrast,jn the DMTP-basedemail system the maximumrevenueis 7812 units, only about16%
of the spammemaximumrevenuein the currentemail system.Moreover, in orderfor the spammetto gatherthe
maximum revenue,the spammerhasto stay online for a much longer time window (1240 units of time). This
cansigni cantly improve the performanceof RBLs. Note alsothat the revenueswill not decreasencethey reach
the maximumvalues.This is becausea spammerdisconnectsan SMTA to minimize the costoncethe SMTA has
nished sendingthe messageo all recevers(in SMTP) or it is blacklisted(in DMTP).

Next, we investigatethe impactof the numberof SMTAs emplo/ed by a spammeron the maximumspammer
revenuein the DMTP-basedkemail system Fig. 4 shavs the maximunmspammerevenueasa function of the number
of SMTAs employed by the spammerfor k = 50K and 10K , respectiely. Note rst thatincreasingthe sending
speedof spamfrom k = 50K to 10K will notresultin a higher maximumspammenrevenue.lndeed,after the
spamsendingspeedexceedsthe spamretrieval rate of recevers, it will not affect the maximumspammerrevenue.
Now let usexaminehow the numberof SMTAs employed by a spammemvill affectthe maximumspammerevenue.
As we can seethat the spammerhas someinitial gainsby increasingthe numberof SMTAs (when the number
is lessthan 62). This is becauseas the numberof SMTAs increasesit takes a longertime for all the SMTAs to
be blacklistedby the centralRBL, andthe messagean be retrieved by more recevers. Fortunately the spammer
cannotinde nitely increasethe numberof SMTAs to evade RBLs. When the spammeremploys more than 62
SMTAS, his maximumrevenueactually startsto drop, as the income of delivering the messagdo new recevers
canno longerrecompens¢he costto deploy the new SMTAS.

In the last set of humerical experiments,we study the effects of the spamretrieval rate of recevers on the
maximumspammerevenue.Fig. 5 depictsthe maximumspammerevenueas a function of the spamretrieval rate
of receversfor numberof SMTAs x = 100 200,400 respectiely. As we canseefrom the gure, the maximum
spammerevenuedecreaseasthereceversreducetheir retrieval rateof messagefrom the unclassi edSMTAs for
all threecasesMoreover, whentheretrieval rateis sufciently low (for example,lessthan2000retrievals per unit
time whenx = 100), the spammeicannotgatherary revenuefrom spammingMore importantly whena spammer
recruitsmore SMTAs to sendspam.,it requiresa larger thresholdof spamretrieval ratesfor the spammetto gather
ary revenue (for example, 4000 when x = 200 comparedto 2000 when x = 100. This again demonstrates
that spammergannotgathermore revenueby inde nitely recruitingmore SMTAs. As more spammersun out of
businesshecausef the increasedadoptionof DMTP, the email spamproblemwill be effectively controlledon the
Internet.

V. PRACTICAL DEPLOYMENT ISSUES
A. IncrementalDeployment

DMTP canbe easilydeployed on the Internetincrementally The basicideais to combineDMTP with a sender
discouragemergchemgsuchasaskingsendergo solve a puzzle).However, unlike existing senderdiscouragement
schemesye only requiresendersn the unclassi ed-sendeclassto make the extra effort in sendinga messageln
this sectionwe outline one suchapproachlt is worth noting, however, that DMTP canbe incrementallydeployed
on the Internetin otherfashions.n the following, we assumehat the RMTA in consideratiorsupportsthe DMTP



protocol,andshown how it interactswith therestof theworld. For simplicity we assumehatthe senderclassi cation
is performedat the granularityof IP addressegor domainnames)of SMTAs.

In orderto supportincrementaldeployment, RMTA supportingDMTP needsto know if the SMTA alsosupports
DMTP. For this purpose,an SMTA supportingDMTP will inform the RMTA this fact by including keyword
“DMTP” in the greetingcommandEHLO (or HELQ. Figure 6 presentghe algorithm usedby receversto handle
messagealelivery requestsn supportingincrementaldeploymentof DMTP.

Require: SPC:well-known spammerclass;
Require: RCC: regular contactclass;
1: Receving TCP sessiornopenrequeston port 25;
2: ip = GetIP addresf sendemail sener;
3. if (ip 2 SPC) then
* well-known spammers/
reply with 550 (to decline TCP sessionopeningrequest);
close TCP session;
elseif (ip 2 RCC) then
* regular contacts*/
reply with 220 (to acceptTCP sessionopeningrequest);
10:  proceedasif SMTP used;
11: else
12:  [* unclassi edsenderst/
13:  reply with 220 (to acceptTCP sessioropeningrequest);
14:  proceedto the EHLOcommand;
15: if (found keyword “DMTP” in the EHLO command) then
16: [* sendersupportsDMTP */
17: proceedaccordingto DMTP;
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18: else

19: [* senderdoesnot supportDMTP */

20: respondto DATAcommandwith 354;

21: receve message;

22: respondwith 550 (permanentrror);

23: storemessagesendpuzzle;

24: messageénvisible to user;

25: I* messagdecomesrisible to useronly after puzzlesolved */
26: endif

27: end if

Fig. 6. Handlingmessagalelivery requestsat RMTAs for incrementaldeploayment of DMTP.

B. OtherlIssues

Security of messageretrieval: A potential concernwith the recever-pull model is security However as we
discussbelow, the potentialsecurityissuearisingfrom this modelis no worsethanthe currentSMTP model.First,
importantmessageare normally communicateédimongstregular contactswhich arehandledin DMTP in the same
way as in the currentemail system.Secondly individual userscannotretrieve message$rom a remote SMTA
directly, they rely on their correspondingRMTAS to retrieve message¢from unclassi ed senders)Lastly, msidcs
are generatedandomlybasedon the messagegand sendersandrecevers);they cannotbe easily guessed.

Mailing list: We believe thatin the future all mailing lists will be mediatedand content-basedpam lters will
be universally deployed by all mailing lists. In DMTP, we suggestall usersto add their mailing lists into their
regular contacts In this way, the RMTA of a usercandirectly acceptthe messagdrom the mailing list, without



putting ary extra burdenon the MTA of a mailing list and mediator Similarly, the MTA of a mailing list should
alsoadd all membersdnto its regular contacts suchthatit candirectly receve messagefrom its members.

Electronic greeting card delivery sewices: This type of servicesputsgreatchallengeson senderauthentication.
SenderRewriting Schemg(SRS)[28] was proposedo mitigate this issue.A main challengefor DMTP is how to
handlethe delivery of messagesvhosesenderaddressebave beenrewritten by SRS.One possibleapproachis to
let MTAs maintainthe reputationsof the E-Cardsites,andonly allow siteswith good reputationto directly deliver
a messagdo the RMTA. For other sites, only the headersare delivered. End usersneedto contactthe original
sendersheforethe completemessageés retrieved from the E-Cardsites.

Populating regular contacts classest is concevablethat a recevver may wantto communicatevith someone
who is currentlynot in the regular contactlist. In the following we outline an out-of-bandapproachsuchsenders
needto sendmessagethrougha web-basednterface,and correspondingnechanismsre calledfor to ensurethat
automaticemail agentscannot Il the web forms andsendmessagesThe RMTA will directly acceptthe complete
messageandmarkthemasOUTOFBAND. After suchfriendshave beenaddedinto the regular contactsclass,they
do not needto take efforts to registeragain.

Exporting user regular contactsto service providers: Usersmay not be willing to export their own regular
contactlists (especiallythe onesat the email addresdevel) to the service providers. Some securemechanisms
to concealthe exact identi cations of users'regular contactscan be used,suchas Bloom lIters [2]. Usershash
their regular contactsto a bloom lter andexport the bloom lter to the correspondindRMTA insteadof the exact
regular contactsThe RMTA relieson the bloom lter to detectif a sendelis in the users regular contactlist (note
that bloom Iters may incur somefalsepositives).

User-perceived systemperformance: Giventhe ever-increasinghetwork speedswe do not expectary degrada-
tion of userperceved email readingexperience althoughsomemessages—thenesfrom unclassi edsenders—need
to be retrieved from a remotemail sener. We plan to formally study this issuein our future work (but note the
largely satistctoryweb-sur ng experiencewhere,in a similar manney a web pageneedsto be remotelyfetched).

V1. RELATED WORK

The most widely deployed anti-spamsolutionstoday are reactive content Iters that scanthe contentsof the
messaget the recever's MTA after the messageénasbeendelivered. However, none of them can achieve 100%
accuray, and spammergjuickly adaptto counterthe strat@ies usedby these Iters. In addition, content ltering
will nolongersene aslong-termviable solutiononceemailmessagebegin to be encryptedusingrecevers' public
keys [21]. Instead,we have adwcatedfundamentathangesn protocol-level designto a pull-basedmodel.

Like DMTP, FairUCE [5] alsoadwocatesthe usageof senderclassi ers. However, it is still a push-basednodel
in which network reputation,along with recever de ned whitelist and blacklist, is usedto determinewhetherto
accepta messagelM2000 [1] alsoadwocatesa pull-basedmodellike DMTP. However, unlike DMTP, all outgoing
messagesieedto be storedat senderMTAs and recevers needto retrieve all the messagesemotely regardless
of where the messagexome from. In addition, IM2000 is not incrementallydeployable and requiresmassie
infrastructurechangesLi et al proposeda methodto slow down spamdelivery by dampingthe corresponding
TCP sessiong19]. However, the long-termimpactof modifying the behaior of TCP for a speci ¢ applicationis
not clear and spammersnay respondby changingsenderMTA's TCP behavior. In the Greylisting [14] approach,
a messagdrom a new senderis temporarily rejectedupon the rst delivery attempt,the underlyingassumption
beingthat spammerswill not re-senda messagevhereagegular MTAs will. However, it is only a matterof time
before spammersadaptto this techniqueby re-sendingheir messageSenderauthenticatiorschemesuchas[8],
[18] can help improve the accountabilityof email sendersHowever, they cannotcontrol the delivery of spamby
themseles.

The InternetMessageAccessProtocol (IMAP) allows a userto retrieve part of a messagesuchasthe message
heademithout fetchingthe completemessagefrom his mail server[7]. However, it works only betweenthe users
MUA andhis local mail sener. The completemessagés rst deliveredfrom the sendefMTA to therecever MTA.
Email Prioritizationwasproposedn [27] asa way to control theimpactof spamon legitimate messageddowever,
the performanceof the systemdependson how well it can predictthat an incoming messagés spam.Moreover,
spammersstill have the incentive to senda large numberof messagegjiven that the entire messagesncluding



both headersaandbodiesare still deliveredfrom the senderto the recever (even thoughthey may do so at the cost
of purchasingmore machines) Ghurzynski and Maitan proposedto use Email aliasesto ght Email spam[10],
where different Email aliasescan be createdfor different purposesand usedover a speci ¢ duration. However,
its effectivenesgelieson hiding Email addresseandtheir aliases Moreover, usershave more burdensto manage
their accountsFor example,they needto createEmail aliasesand disseminatehemto intendedcorrespondents.

VIl. CONCLUSION AND ONGOING WORK

In this paperwe examinedthe architecturalaspectsof the current email systemthat are responsiblefor the
proliferation of spam,and proposeda DifferentiatedMail TransferProtocolto control spam.In addition, we also
developeda formal modelto studythe performancef DMTP. Throughnumericalexperimentsve demonstratethat
DMTP cansigni cantly reducethe maximumspammerevenue.Moreover, it alsoforcesspammergo stay online
for longer periodsof time, which helpsimprove the performanceof real-time blacklists of spammersCurrently
we are developing a prototypeof DMTP. We plan to further investigatethe performanceof DMTP basedon the
prototypeand simulations.
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