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CNT 4406, SPRING 2024

PUBLIC-KEY INFRASTRUCTURE

VIET TUNG HOANG

The slides are loosely based on material from Prof. Mihir Bellare (UCSD) 
and Prof. Stefano Tessaro (UW). 
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Agenda

1. Certificate Authority (CA)

2. Dealing with Rogue CAs
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Previously

sk
Alice’s public key

Bob’s public key

Carol’s public key

…

Alice generates a pair of secret key and public key. 

She keeps sk to herself, and stores pk in a public, trusted database. 

pk
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Problem

Alice’s public key

Bob’s public key

Carol’s public key

…

Alice’s fake pk

The adversary may replace Alice’s real key with its fake one



5

Solution

sk

pk
(Trusted) Certificate Authority (CA)

Alice’s certificate, 
signed by CA

pk

Alice’s public key

Bob’s public key

Carol’s public key

…
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An Example of X.509 Certificate

Source: Boneh-Shoup’s book “A Graduate Course in Applied Crypto”

PKCS#1 signature 

with SHA-256
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An Example of X.509 Certificate

Source: Boneh-Shoup’s book “A Graduate Course in Applied Crypto”

ElGammal on 

EC group
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Certificate Chain

Root CA

CA CA

CA CA CA CA

User User User User

Cert by root CA for CA1

Cert by CA1 for CA2

Cert by CA2 for user

User’s certificateCA hierarchy

Only need to know public key 

of root CAs to verify
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Certificate Chain Example
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Certificate Chain Example
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Certificate Chain Example

DigiCert High Assurance EV Root CA

DigiCert SHA2 High Assurance Server CA

Root CA

Intermediate CA

End user
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Usability Issue

Modern browsers complain if certificates are not valid

But users still can bypass the warning, and many people do

Man-in-the-middle (MITM) attacks are still a threat on large scale
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Real-world MITM Attacks
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Agenda

1.Certificate Authority (CA)

2. Dealing with Rogue CAs
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When CAs Get Hacked
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Certificate Pinning

DigiCert CA Want: Only accepts Facebook certificate from DigiCert 

Approach 1: Advertise via HTTPs Header: 

-SHA-256(DigiCert cert)

-Validity period

Cert of DigiCert from root CA, not Facebook’s cert

Approach 2: 

Pre-configure browsers
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Certificate Revocation

CA Certificate Revocation List (CRL): 

(serial1, date) (serial2, date) …

- One should download CRL from CA before validating cert

- Before Alice trusts Bob, she should make sure he’s not in the CRL 

disseminate
Signed by CA
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Improve Bandwidth Efficiency

- CLR is huge  bandwidth issue

User

CA

Is serial1 valid? 

- Solution: Online querying
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Where to Download CLR or Query? 

URL to download CRL

URL to query

Information can be found in certificate
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