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CNT 4406, SPRING 2024

INTRODUCTION

VIET TUNG HOANG

Some slides are based on material from Prof. Stefano Tessaro 
(University of Washington) and Prof. Dan Boneh (Stanford)
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Agenda

1. The Internet & Its Problems

2. HTTP Issues

3. IP Issues

4. Privacy Issue
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The Internet

Global network that provides best-effort delivery of packets between 

connected hosts
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OSI Layer Model

DNS SSH HTTP
How does Application 

structure data?
Application layer

UDP TCP Transport layer
How do I get to the right service? 

How to have a reliable stream of data?

IP Network layerHow a packet get to a final destination?

Cellular WiFi Ethernet Link layerHow to get to the next hop?



5TCP/IP bug

DNS bug



6

Routing bugs
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Crypto bugs
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Agenda

1. The Internet & Its Problems

2. HTTP Issues

3. IP Issues

4. Privacy Issues
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HTTP Issues

Privacy issue: Adversary can read Alice’s emails 

Was not designed with security
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HTTP Issues

Was not designed with security

You have a raise You’re fired

Authenticity issue: Adversary can modify Alice’s emails 
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HTTP Issues

Was not designed with security

Impersonation: Adversary can pretend to be Gmail

I’m Gmail
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The Fix: HTTPS

HTTP   

TCP: port 80  

Standard HTTP

HTTP   

TLS

HTTPS

TCP: port 443  

TLS encrypts and authenticates HTTP data

No change to HTTP itself
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Cookie Cutter Attack on TLS

bank.com

attacker.com

visit

redirect
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Cookie Cutter Attack on TLS

HTTP/1.1 302 Redirect 
Location: https://bank.com/path 

Content-Length: 0 \r\n\r\n 

bank.com

Cookie must be sent via HTTPS

Giver user a cookie

Set-Cookie: SID=[AuthenticationToken]; secure
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Message Is Split If URL Path Is Too Long

HTTP/1.1 302 Redirect 
Location: https://bank.com/path 

bank.com

Set-Cookie: SID=[AuthenticationToken]

Content-Length: 0 \r\n\r\n 

; secure
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What Happens If Second Frame Is Blocked? 

HTTP/1.1 302 Redirect 
Location: https://bank.com/path 

bank.com

Set-Cookie: SID=[AuthenticationToken]

Cookie is sent in the clear via standard HTTP

Cookie
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Agenda

1. The Internet & Its Problems

2. HTTP Issues

3. IP Issues

4. Privacy Issues
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backbone

ISP1 ISP2

5.6.7.8

1.2.3.4

Security Issues with IP

Anyone can talk to any one

No source address authentication in general (spoofing)
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Denial of Service (DoS) Attacks

ISP1 ISP2 
1.2.3.4

5.6.7.8

Backbone 

Goal: prevent legitimate users from accessing victim (1.2.3.4) 

Example: ICMP ping flood

ICMP = Internet Control Message Protocol, used to relay 

control/error/ diagnostic message, on top of IP 
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$ ping www.example.com
PING www.example.com (93.184.216.119): 56 data bytes
64 bytes from 93.184.216.119: icmp_seq=0 ttl=56 time=11.632 ms
64 bytes from 93.184.216.119: icmp_seq=1 ttl=56 time=11.726 ms
64 bytes from 93.184.216.119: icmp_seq=2 ttl=56 time=10.683 ms
64 bytes from 93.184.216.119: icmp_seq=3 ttl=56 time=9.674 ms

--- www.example.com ping statistics ---
4 packets transmitted, 4 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 9.674/10.929/11.726/0.831 ms

Send ICMP “ping” message

• Host must respond to all ping requests with a pong reply containing the 

exact data received in the request message.
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ISP1 ISP2 

1.2.3.4

5.6.7.8

Backbone 

- Attacker sends ICMP pings as fast as possible to victim

- When will this work as a DoS? 

- How can this be prevented?  Ingress filtering near victim

Attacker resources > victim’s

A Possible DoS Attack: ICMP Ping Flood
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How Can Attacker Avoid Ingress Filtering? 

ISP1 ISP2 

1.2.3.4

5.6.7.8

Backbone 

ISP3 

8.7.3.4

Send packet with fake source IP  

Packet will get routed correctly, but replies will not

Send packet with source 8.7.3.4, dest 1.2.3.4
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DoS Reflection Attacks

ISP1 ISP2 

1.2.3.4

5.6.7.8

Backbone 

ISP3 

8.7.3.4

Attacker can attack 8.7.3.4 by bouncing packets from 1.2.3.4

“Frame” 1.2.3.4

Send packet with source 8.7.3.4, dest 1.2.3.4
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DoS Amplification Attacks

ISP1 ISP2 

1.2.3.4

5.6.7.8

Backbone 

ISP3 

8.7.3.4

512B DNS reply

65B DNS request

DNS works better if attacker spends much less resource 

than the victim
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Another Issue of IP

IP packets are sent in the clear, leading to privacy and authenticity issues 
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A Solution: IPSec

Source: Alice

Dest: Bob

Payload

IP packet

Alice’s gateway
1.2.3.4

Bob’s gateway
5.6.7.8



27

A Solution: IPSec

Source: 1.2.3.4

Dest: 5.6.7.8

Alice’s gateway
1.2.3.4

Bob’s gateway
5.6.7.8

Encrypted IP packet

IPSec header
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A Solution: IPSec

Alice’s gateway
1.2.3.4

Bob’s gateway
5.6.7.8

Source: Alice

Dest: Bob

Payload

In Hw4 you’ll break IPSec (for 

some configuration choice)
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Agenda

1. The Internet & Its Problems

2. HTTP Issues

3. IP Issues

4. Privacy Issues
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The End Of Privacy
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Stop Third-Party Tracking
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Protect Content Of Your Web Surfing: HTTPS

Google Transparency Report

Chrome Page Loads over HTTPS
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But HTTPS Doesn’t Protect Metadata

Big Brother knows Alice sent an encrypted message 

to Human Rights Watch 
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Naïve Approach To Protect Metadata: VPN
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Naïve Approach To Protect Metadata: VPN

“As a legitimate company we will cooperate with law enforcement if we 

receive a court order”
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Tor (“The Onion Router”)

Tor operates by tunnelling traffic through three random “onion routers”
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Who Knows What

Knows Alice is using Tor and the identity of 

the middle node, but not the destination
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Who Knows What

Knows someone is connecting to 

destination, but not which user
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Who Knows What

Knows a Tor user is connecting 

to it via the exit node
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HTTP 
packet

Src:
exit

Dest:
5.6.7.8

Encrypted with exit’s keySrc:
middle

Dest:
exit

1.2.3.4 5.6.7.8entry middle exit

Encrypted with middle’s keySrc:
entry

Dest:
middle

Encrypted with entry’s keySrc:
1.2.3.4

Dest:
entry

Onion routing

Tor implements more complex version of this basic idea



41

Tor Is Not A Panacea

We’ll later learn how 

to break Tor
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