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Abstract—In this paper we consider the problem of privacy and  VANET communication is often required to be anonymous
security in vehicular (V2V) communication, in particular secur-  (j.e., unlinkable and untraceable), to preserve user privacy.
ing routine safety message§raditional public key mechanisms The privacy vs. authenticatioriradeoff has been an im-

are not appropriate for such applications because of the large
number of safety messages that have to be transmitted by each portant research area for VANETSs [9], [12], [13], [8], [11],

vehicle, typically one message every00—300ms. We first show [14], [15], [16], [17], [18], [19], [20]. Recently, there has also

that a recently proposed V2V communication scheme, TSVC, been a discussion concerning the benefits of using public-
based on the Time Efficient Stream Loss-tolerant Authentication key cryptography in VANETs and whether the requirement
(TESLA) scheme is subject to an impersonation attack in which ¢ infrastructure-based authentication can be relaxed [12],

the adversary can distribute misleading safety information to
vehicles, and propose a modification that secures it against [21], [17], [22], [19], [20]. For example, non-emergency

such attacks. We then address general concems regarding the Communication such as routine safety messages that are sent
inappropriateness of TESLA for vehicular applications (caused by vehicles everyl00 — 300 ms, can be based on strict time

by the delayed authenticgtiop, and buffer overflow issues), and constraints ([17], [19], [20]). To this end, a number of hybrid
propose a V2V communication scheme based on a variant of gq|ytions that combine asymmetric with lightweight (symmet-

TESLA, TESLA?, in which packets are self-authenticating. This . t hi imiti f thenticati
scheme is appropriate for applications in which vehicles are ric) cryptographic primitives for message authenticatiery(

in close proximity. Finally we consider a hybrid protocol that [12], [21], [11], [19], [20]) or confidentiality €.g, [17], [16],
combines both schemes and addresses in a more flexible way thg18]), have been proposed.

mobility requirements of V2V communications. In a recent scheme, tHESVC schemf20], privacy is pre-
Index Terms—Vehicle to vehicle communication, security, served by using a list of uncorrelated, short-lived pseudonyms,
privacy, TESLA, timed hash chains. where each pseudonym has the form of a public key for ver-

ifying digital signatures, certified by a trusted entity. Security
in [20] is based on the cryptographic hash chain primitive
|. INTRODUCTION [23] and the TESLA broadcast authentication protocol [24].
EHICULAR ad-hoc networks (VANETS) are emergingSpecifically, each public key authenticates a cryptographic
as one of the most interesting instantiations of mdwash chain, where elements of the chain are released after
bile ad-hoc networks, aiming at enhancing road safety aadpredefined delay and are used by neighbouring receivers as
transportation efficiency. In a VANET, vehicles equipped witthe MAC keys to authenticate a series of subsequent safety
short-range wireless capabilities are able to communicate withutine messages. The anonymity is conditional, in the sense
each other in an ad-hoc fashion (Vehicle-to-Vehicle, V2V) arttiat the pseudonyms bear information that allows tracing
with the road infrastructure (Vehicle-to-Infrastructure, V2l)a real-world identity, if needed. Compared with currently
forming ameshnetwork of nodes [1]. A number of automo-available public-key based schemes, the hash chain primitive is
tive safety and convenience-related VANET applications avery efficient for non-emergency communication, since it only
expected to be deployed in the near future [2], while severaquires computing hash values. Furthermore, communication
proof-of-concept implementations are already in plagg,( complexity is reduced as a single message authentication code
[3], [4]), and the technology is being standardized [5], [6]. (MAC) is attached to each data package.

The security of vehicular communications has received Our contribution: We show that the TSVC message au-
much attention in the literatureg, [7], [8], [9], [10], [11]). thentication scheme is subject to an impersonation attack, in
On one hand, messages in a VANET should be propemshich the adversary distributes misleading safety information
authenticated to prevent internal or external adversaries thaneighboring vehicles. We then show how to fix this scheme
replay, modify or fabricate messages. In addition, prop@nd address general concerns regarding delayed authentication
identification may be necessary in order to authorize acceésyl buffer overflow. Finally we propose a variant of TESLA
to services .g. for access control, billing purposes etc)in which messages are self-authenticating and show how to
provide personalized, context-aware content, or trace back@nbine the two schemes so as to address in a flexible way
identity for accountability / liability purposes:.., credential the mobility requirements of V2V communications.

revocation, when investigating an accident). On the other hand,
Il. TIMED SECUREVEHICULAR COMMUNICATION
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tocol that requires receivers to be loosely time synchronizee-

It uses hash chains generated by a cryptographic one-vjay 1- The TSVC Protocol in [20]

function H. To generate a hash chain of lengththe last ele- VEHICLE(O) RECEIVERS N1, Na ..., Ny)
ment, says, is chosen randomly. Then each term of the chain

is generated recursively using the relatibp.;, = H(h;), TirstMessage:

i=mn,...,2, with h,, = s. The chain ishq, hs,..., h,. Its  Generatehashchainhy, ha, ... hn

keys h; are used to authenticate messages with a MAC, antf'ect message M) and set index — 1

are revealed one-at-a-time within a time interval bounded b§omPute MAC = MAC,(Mi||T1)
a constant ms 1 = (PVIDgy, M1, MAC, T, index)

Py

B. The TSVC protocol BufferP;

TSVC (Timed efficient and Secure Vehicular Commu-, _ g (ha, index, T!)
nication) [20] is a strict-schedule beacon broadcasting, Py = (P‘fIDO o hy inldex T!, Certo)
— - » Y I » 10

Wait for § ms

(application-layer) protocol that uses a hash key chain to kr_Py

authenticate safety messages. The hash keys are trust-linked . )
via public keys and certificates to a certifying authority. Each Vpio (h,index, Tj, 0) =1
vehicle has a list of public/private key paif®K;, SK;), and If yes accept kr_P1, else drop it
corresponding certificate€'ert; that link them to pseudo- MAC;MAChl(MIHTl)
identities PV ID;. For the purpose of traceability, a Regis- If yesaccept Py, elsedropit

tration Authority (RA) keeps records of the certificates and

the corresponding identities of vehicles. Each key pair has @iiowing messages

relatively short lifespan. Hash keys are linked to a particulageject M; and set index — j
public key PK,; and used to authenticate vehicles. TSVCComputeMAc:MAChj (M;]|T;)

uses a TESLA hash chaihy, hs, ..., h, generated by a p; — (PvIDy, M;, MAC, T}, index)
cryptographic hash functio/. Two types of packets are P;
broadcast by a vehicl®: data packetsP; and key release Buffer P: "
utrer. ki
packetskr_P;. Data packets have the form: Wait for & mes
P; = (PVIDy, Mj, MACy,(M;||T;), Tj, indez), kr_Pj = (PVIDo, hj,index = j,T})
kr_P;
where PVID, is a pseudo-identity for vehicl®, M; is a — .
safety messagd); is the time when the message is broadcast, Verify h; = H7~*(h;)
andindex = j is the index of the hash key;. The key release (iisthe last succesfully received key)
packets have the form: If nodropit, else

Verify MAC = MAC},, (M;||T;)

_ . . / .
kr—PJ - <PVIDO’ hﬂ’ indew, T]>’ i>1 If yes accept M, else drop packet

where h; is the hash key and? is the time when the key

release packet is broadcast. The first key release packet is L . )
authenticated using the public key of vehicle the communication channels, provide inputs to honest parties,

observe their outputs, and coordinate the actions of corrupted
kr_P, = (PVIDy, sigsk, (h1,1,T}), h1,1,T},Certo). parties. The adversary is an outsider or an insider that attempts
to modify messages in transit, or replay messages to disrupt the
) network. Additionally, the adversary is capable of interacting
the data packef; and then, afted ms (typically § = 100ms), —\in other sessions of the protocol that may be executing

the corresponding key release packet.l;. The vehicles in .concurrently. All components of the VANET (the vehicles,

a group formation that receive data packets store these i & RSUs. the RA) including the adversary are modeled by
buffer, and check their validity when the corresponding key Bsrobabilist’ic polynomial-time Turing machines
released. ' '

Each vehicle stores in a database DB, for each sourge

) . . . . An impersonation (substitution) attack
vehicle O, an entry with the following information: ) ) . ) .
(source, indez, key, lifetime), with values PVIDy, i, hi, We describe an impersonation attack on TSVC in which

and a timer controlling how long the entry is active. Thi§he adversary sends misleading safety messages on behalf of

information is updated after each successful key release packgihorized users. Let the vehiclés Ny, N, form a group
verification. with leaderO and let/N; be an adversarial vehicle (Figure 2).

Suppose thaD has broadcast the messages:

In the TSVC protocol (Figure 1) a vehicl@ first broadcasts

C. Threat model Prkr_Py, ..., Py kr_Pjq,

We assume a traditionaéByzantineadversary [25],i.e, and that just aftekr_P;_; is broadcast, vehicleV, leaves
the adversary is able to eavesdrop or modify the contentstbé group formation, but is still in the range of; (Figure



Fig. 4. A fix for the TSVC Protocol.

VEHICLE(O) RECEIVERS Ny, N3 ..., Np,)

First Message :
Generate hash chainhy, ha, ..., hn

Select message M
Compute MAC = MAC),,(M1]|T1)
Py = (PVIDgy, M1, MAC, T1)

P
Fig. 2.  Groupwise communication in the TSVC scheme ! >

Buffer Py

3). Vehicle Ny, after receivingP; and the key release packet/Vait for dms
o = Signsk, (h1,T])
e kr_Py = (PVIDg,0,h1,T{,Certo)

///// /// \\\\ \\\ kT_Pl
// // Nl \\ I ?
II/ I/ - \\ |KN;E\§ If VpKoghl,Tll,O'):l A
. ! /; // MACiMAChl(MlHTl)
N @‘ ‘0 / / Then accept P1, elsedrop it
N N 7/ //
TSl \\\;/:i-///
e - Following messages
Generate M
Fig. 3. An impersonation attack on TSVC Compute M AC = MAC}, (M;)
J
Pj = (PVIDqg, Mj, MAC)
kr_P; = (PVIDg,h;,index = j,T;), prepares a forged L .
messagel/; and a data packet Buffer P;

Wait for § ms

Py = (PVID07M;,MAC’*,T;Jndex =7 kr_P; = (PVIDy, h;)

to be sent to VehiclgV, at time T; close toTj,;, for some kr_F; >

1 > 1 —which allows fori missed packets, whee/ AC* = Let 77 be the local time when
MAC,(M;||T}). The packetP; is followed afterd ms by N receives kr_P; :

the corresponding key release packet Get (i, h;) from DB

If for some integer j > i :

* s P /5%
kr_P; = (PVIDy, h;,index = 3, T ). Tyt (G — )46 —T'| < trart-Setook

Vehicle N, uses the stored key valug—1,%,_1) to verify and h; = HI7%(h;)
that h;_; = H(h;) (vehicle N> doesnot check the time and MAC = MACy (M;)
interval for the stored kejt; in the TSVC protocol), and then Then accept and update DB :
verifies the MAC for M. ConsequentlyN, will accept the PVIDo : (i, hi) — (4, hj)
(forged) messag@/; as an authentic message sent(®y Else drop packet

This attack is a timing attack: vehicl®, does not check Discard expired entries from DB

that the key release packiet_P; contains a key:; which is
for the much earlier timeslofZ;, T; + 4]. In the attack only ) ] )
vehicle O can be linked to the forged packét'. It follows whereT is the t|meP12was sent byO, with the key release
that the owner ofPK, (Wlth pseudo-identityPVIDo) will packet fo|IOW|ng aftergéms. Vehicle Ny will get the key

be traced by the RA as the sender of the (forged) messéﬁ@asepa‘:k_e{ ms after imeT} + tigrency, WhereT: + 4 is
M, and not the adversarial vehicle(s) the certified time in the key release packet —vehisledoes
J? :

not use its own clock to check the actual time tRatwas sent.

o To avoid such attacks we require that>> tiatency + 20100k

E. Synchronization whered, ., is an upper bound on the time differences of the
Let tiqtency be the time it takes a message to reach a vehid®cks of all vehicles. A discussion of approaches to time-

(communication latency) antithe time taken to release a keysynchronization in VANETS is given in [20], [24]. Typically,

If the difference in time between the clock of the sender vehicles are synchronized via an external source, such as

and receiverN, is greater than %5 ms, then the adversary GPS signals. Or, the road infrastructure.( an RSU) could

can forge the data packets 6f. For example, suppose thatregularly broadcast the certified time.

the clock ofO is %(5m8 slower than the clock of a vehicl¥,

that is not in the range ad, but in the range of an adversarial !

vehicle. Then the adversary can forge the message and MECA fix for the TSVC protocol

of the first data packeP; of O and forward the forged data The problem with the TSVC protocol (Figure 1) is that the

packet so theV, gets it at (local) timeT; + %6 + tiatency,  receivers do not check the validity of the hash kgyfor the



transmission interval of the data packéithough the packet delay in validating safety messages. Apart from delay-
P; sent byO is timed (with timestamf’;) and the key release tolerant applications designed for VANETSs [26], V2V
packetkr_P; is timed (with timestami?}), and the receiver routine messages are considered as delay-intolerant data
checks that the listed times are within acceptable bounds, the [11].
receiver does not check that the value of the keylisted 3) TESLA is subject to buffer overflo&7]. This may
in the key release packet is correct for the transmission time cause a denial-of-service (DOS) attack, in which the
interval (the value otndex can be forged). The adversary can attacker floods receivers with invalid messages.
exploit this weakness and undermine the security of TSVC. 4) TESLA does not support non-repudiati@fter the hash

To fix the TSVC protocol we have to make certain that key is released it is easy to forge messages.

the receiver vehicle uses its own clock to determine thalbncern 1 is partially addressed by having vehicles regularly
the appropriate key for the transmission interval is usegb-broadcast their first message, in particular whenever a
and does not rely on the value ofdexin the key release new vehicle (with a newPVID) sends a data packet (not
packet. We shall assume that clocks are highly accurate, Betessarily the first packet). Concern 2 is partially addressed
not necessarily synchronized. However we assume that $iehaving a short key release tinieln the following section
difference in time between the clocks of all the vehicles ige shall consider a protocol that uses a variant of TESLA,
bounded by a constam.;..; that is significantly less than TESLA°, for which there is no delay and packets are self-
the key release timeiocr << 6. LetT; = Ty + (j — 1)7, authenticating. This mechanism also addresses Concern 3. As
Jj=2,3,..., be the times when vehicle broadcasts its data for Concern 4, TESLA should not be used to protect event
packets (typicallyr = 300ms), andT; = T} + ¢ be the times safety information, where the source must be identifiable.

it broadcasts the key release packets (typicalb 100 ms).
To check the transmission time, the receiver vehicle, Say
uses the first data packéy sent byO. If this is received at . .
time T, and if T} is the time listed inP;, then the difference  1he valued = 100ms of the key disclosure delay is

H. Security vs reliability

in time should be bounded by: chosen so that routine safety messages can reach all vehicles
in the full transmission range of the sour€e (typically up
T —T1 < tigtency + Sctocks (1) to 1000m [20]). For a vehiclel0m away from O, having

) o _ to wait 100ms before a safety message can be validated,
WhEre ti4iency 1S the communication latency; for a 1080  may pe too long for some safety applicatiorsy, for close
range this is bounded biy) ms [20]. Furthermore, if the clocks pqyimity manoeuvering. One may therefore want to adopt a
are accurate then Equation (1) must apply to all subsequgiire fiexible approach that distinguishes neighbor vehicles,

timesTy, j =2,...,n. It follows that when, later on, vehicle g 4 those less thas0m away, from vehicles further away.
N receives a data packét from O, if the local time (deter- \yi shall describe such an approach below.

mined by the clock ofV) isT', then|T; —T'| < tigtency +0ciock:
for some integey. If the packetP is followed shortly by the
key release packetr_P when the local time ig”, then we o
must havel” — (T; + 6) < tiatency + Octock- CONsequently, A. TheTESLA® authentication protocol
, ) TESLA® is a variant of TESLA in which a hash chain is
T" = (Th + (j = D7 +6) < tiatency 1 clock- used fororigin integrity (authentication): each key is released

Observe that vehicléV relies totally on the time of its own togetherwith its data packetq = 0) and used as a token

clock to determine the validity of packets: it does not neeq iden_tify the sender. The toke.n.j ares'(,aﬁ‘ d.estructing .

a timestamp fromO nor the value ofindez—which may be authenticators: they are vallq only if “seen” during the period
forged. By synchronizing its clock to the clock 6f using the (L3, T _l';g)’ (\;vh_ﬁ:_eTj 'S tZe t|mehtyf;e kehy Was_shenf ad>hO
(digitally signed) timestamf of the first key release packeta time-bound. This period must bery short, withe less than

kr_Py, it can compute on its own the relevant time-periadls. th%Ume a mar|1-|n-the-m|ddle attack tﬁkzs. h Keimi
only needs the key:;: if this arrives during the correct local onsequently any message attached to the tokemis

time-period, then the data packet is authentic. In Figure 4 \ygcitly authenticated, provided it is "seen” during the period

illustrate the necessary modifications to secure TSVC. T3, T; + €). There is an affmltyo bet‘”eer? Interactive zero-
knowledge proofs [28] an@' E S L A" authenticators. For both:

(1) only the receiver (verifier) gets convinced of a certain truth
G. Unsuitability of TESLA for vehicular applications (in TESLAY: “that the sender is authentic”), arféf) the evi-
There are four major concerns regarding the use of TEsi9gence of the proof can easily be generated after the protocol is
for securing V2V communications. executed (il ESLA°: “the packet can be forged” Y ESLA°
. . . . authenticators are non-interactive and inhereatlg-to-many
1 TES.LA IS not a_lppropr]ate for hlghly (_jyngmm groupy, appropriate for broadcast applications. However their shelf
configurations with vehicles leaving or joining groups life is short and restricted to settings with synchronized clocks.

very frequently [11]. The . . -
. . . protocol uses strict-schedule broadcasting, withy ttie
2) TESLA is not appropriate for delay intolerant net{packetPj, j=1,2,..., sent at time:

works [11]. In TSVC, the verification of a data packe
is only possible after its key is released, and there is a T; =T+ (j— 1)t

IIl. SYNCHRONIZED VEHICULAR COMMUNICATION



The first packet Fig. 5. ATESLA° Vehicular Communication Protocol

P1 = <P)‘/Il)07]\41,h1,711,('}'7 C’ert0>, (2) VEHICLE(O)

. . . . FirstM :
includes the timestam(p; for the start time (chosen arbitrarily ¢ corsi L

by each vehicle), the first ke};, a messagé\/;, a digital  seject M,

signature: Computeo = sigsx, (h1,T1) and
P = <PVID0,M1,h1,T1,CT, C’ert()}
where T is the local time of O

RECEIVERS N1, N2 ..., Np)

o = Signsk, (h1,Th),

and the certificate”erto. The following packets are of the i
form: Let T' be the local time when N
P; =(PVIDy, M, h; P> receives P : Seteg =T — T}
J < T ]>7 J ’ |f50<€/\VPK0(h1,T1,O'):1
and do not include a MAC, a timestamp or an index. A A PVIDg record in DB

Then accept and storein DB :
(PVIDy, (1,h1), (T1,c0), timer)
Else drop packet

Let € be a lower bound fot;atency +1t forge — Oclock, Where
tiatency 1S the communication latencyy,.4. the time it takes
to forge a data packet (essentially, to read a hash key, and
deliver the forged packet), andl;..; the time discrepancy rqjiowing messages
between clocks. We shall assume that the clocks of all partiesiect a;
are accurate, and thal,... is significantly less thare: P; = (PVIDo, Mj,h;)

5clock: << e

The shelf life ¢ should be sufficiently small to make it
impossible for the adversary to forge packets. Whendver
is received, for some integer > i, wherei is the index
of the last validated packet dPV 1Dy, the receiver checks
that: (i) |7 — (Th + (j — 1)7)| < ¢, whereT is the time
P; was received—receivers use their own clocks, &g
h; = H77%(h;) —this allows for (j — i) missed packets.
PacketsP; that satisfy both constraints are valid. All other
packets are discarded. Note that the time it takes to validate

P;

Let T" be the local time when

N receives Pj; get the PVIDg key

(¢, hi) from DB

If for some integer j > ¢ :

T — (T1+(j,_.1)T) < eo+do
and h; = H?~*(hy)

Then accept and update in DB :
PVIDyg : (i,hi) — (], hj)
timer «— (n — j)T

Else drop packet

Discard expired entries from DB

a packet may be more thanit is therefore important thdf’
is calculated using the recorded time whenis received, not

after it is cOhecked. _ o _ 0 and the transmission tim#;, authenticated by the digital
TESLA" does not provideexplicit data integrity, since sjgnatures. If it is received at timel” bounded by:
the packets do not contain a MAC. However it does provide

implicit data integrity assuming thatt) the message is “seen” T-T <e,
within the period(7}, T} +¢), wheree is sufficiently small to
prevent the adversary from substituting the original messa

%\g’heres is a short time interval (Section IlI-A), then it is
and(2) we have origin integrity. ¢

cepted as authentic. The receiver also keeps an entry in DB:
(PVIDy;index «— 1,key «— hy;T1560 = T — T1; timer «—
(n—1)7), wheretimer controls the lifetime of the hash chain
B. Vehicular communication based @ SLA° session.

We now present a variant of TSVC (as modified in Sec- L€t o =T —T1 andd, be a short time interval (typically
tion I1-F) that uses & ESLA° hash chain for close proxim-% ~ 0.5ms) to allow for vehicle mobility (in a range of
ity communication to address impersonation attacks, pack&—2077). The valuesy+d, is used to time all future readings
delays and buffer overflows. The protocol is illustrated iAf the receiving vehicle. I_:or the_ following t|m(_a intervals, if a
Figure 5. data. packetP; sent byQ is received at local tim&" (of the

As in TSVC, each vehicle has a list of public/privatd€Ceiver) then the receiver checks that:

!(ey pgirs, pseudonyms, and certifica_t_es that link th_e vehiclep _ (Ty + (j — i)7) < o + do, for some integer j > 4,
identifier to the pseudonyms for conditional traceability. Note

that this does not provide assurance against non-repudiatiahieres is the index of the last validated packet frarh and
an adversarial vehicle can transmit malicious pack&tsand that: h; = H7~'(h;). If these hold thenP; is accepted as
later, after the key is released, repudiate them. This appliesatethentic and the receiver updates the entryPd 1D, in
all TESLA-based schemes. DB with new values:index «— j, key «— h; and timer «

Packets are broadcast at regular intervals (strict-sched(te— j)7. When the timer reaches 0, theVID, entry is
broadcasting) and authenticated using THeS L A° protocol, discarded.
with each vehicleO broadcasting a data packéy at time Our TESLA®-based communication protocol is suitable
T;=Ti+(j—1)7,j=1,2,... ,n The first data packel, for settings where the communication latency is sufficiently
(Equation (2)) includes the pseudonyRV 1D, for vehicle small (typically 3—5ms—see also Section V-B) to make it



difficult for the adversary to forge packets. For VANETSs thigverflow issues packets that are broadcast outside the expected
setting covers either unsaturated conditions with mediuntimes:7; = 71 + (j — 1)7 andT; = T; + 4, are discarded
to-long communication range (typically, up td000m (we allow for a small deviation, that is at least as large as the
[5]) or saturated, city traffic conditions with very shortupper bound.,.. for the time discrepancy of clocks).

range transmissions (typically, below00m) to reduce In the following sections we shall see that the hybrid scheme
communication latency [29]. For all other cases, as feddresses a major weakness of TSVC (the disclosure delay
example in saturated conditions where we would also like ttominates the communication latency—Section V-B) and that
warn cars at the maximum range, the TSVC scheme shouwld average it only requires 8 bytes more than TSVC (taken
be used. over 1,000 packets—Section V-A).

IV. A HYBRID SCHEME A. Security analysis

We can combine TSVC and’ESLA°® to get a hybrid Protection involves privacy (anonymity) and integrity. The
authentication scheme that aggregates their strenghts with dpfiiyacy adversary fries to identify the soure@ of the
marginally more overhead than TSVC. The hybrid schenfggnsmitted packets, whereas the integrity adversary tries to
uses two hash chaingh; } for TSVC and{h0} for TESLA®. forge the packets oD. Privacy is assured because uses
These are linked to the sender with the digital signatuted the pseudonymPVID,. We have (conditional) unlinkability
and the certificat€ert,. because the pseudonym 6f for each session is linked to

The first data packeP; of the hybrid system is obtained byindependent pgplic key& Ko.
appending to the corresponding packet of TSVC (the modifiedThe TESLA® integrity adversary may try to forge packets
version in Section II-F) thelESLA® key h?, a digital of O within the range of vehicl®, or beyond its range. Since
signatures® = sigs,, (hY,T1) of the sourceD authenticating it is hard to forge the keyzg? (this follows from the fact that

hY and Ty, and a certificate: a cryptographic one-way function is used to generate hash
0 0 keys and a digital signature scheme is used to link it to the
Py = (PVIDo, My, hy, MAC,T,0", Cert). sender) and its lifespan is short (less than the time it takes

When a vehicle N receives P, it records the timeT to deliver a forged packet), the adversary cannot send forged

it was received and stores in a database DB the recoRfiCKetsP; to avehiclelV in the range oD beforeV gets the
(PVIDy: Ty; T (1, hY); timer). Then it checks that: authorized pgckel?j from O (thg advgrsary needs to _get the
key h? contained inP; to forge it). This proves integrity for
the close proximity authentication scheme based a5 L A°.
Forging packets beyond the range®takes even longer, and
therefore is thwarted. The security of the TSVC component of
the hybrid scheme is based on the security of TESLA [20].

1) |T — Ti| < €9 + do (the vehiclesO, N are in close
proximity), and
2) the signaturer® on (h9,Ty) is valid, andCert, is a
valid certificate for the sourcé.
If these hold then it acceptd/; asimplicitly authen- ticated.
Otherwise vehicleV waits d ms for the key release packet:

k’I“_Pl = <PV]DQ,h1,0‘>,

V. EFFICIENCY
The hybrid scheme distinguishes between close proximity

which contains the TSVC key,; and the signaturer = V2V coommunication (low communication latency) and com-
sigsx,, (k1) that link it to the sender, to verify that/ AC = mun?ca}tion with vehiclgs further away (high I_atency). For cloge
MAC),,(M,) directly. If P; is authentic then the record ofProximity communication there is no key disclosure delay in
PVID, in DB is updated. theTESLAY componentd = 0). As a result, there is no delay
The j-th packet,j > 1, of the hybrid scheme is: in validating safety messages. This can important for safety
applications,e.g, manoeuvering vehicles in close proximity
P; = (PVIDO,Mj7h9,MAC>, to a sendelO do not have to waitl00 ms before validating

safety messages. When communication latency is hégip, (
in saturated traffic with long range communication), the TSVC
component is invoked.

where MAC = MACy,(M;). The time T it is received
and the key h? are used for close proximity (implicit)
authentication. Ifi is the index of the last received valid
packet, then we require thatt) |T'— T;| < o + do for some
j > i, and(2) ) = H7=(hY). If these are satisfied thel/; ~A. Bandwidth efficiency
is accepted and the record &tV /D, updated. Otherwise Assume that, = 1000 routine safety messages are sent at
vehicle N waits d ms for the key release packet: 300 ms intervals, and that the ECDSA [30] signature scheme
kr_P; = (PVIDy, hy), is used, combined yvith the SHA-1 algorithm [3.1] for hashi.ng.
The length of the first data packet of the hybrid scheme is,

((Py) = O(My) + L(PVIDg) + £(hY) + (M AC) + £(T)

+£(0%) + £(Certy)
= 100 +4 4 20 + 20 + 4 + 56 + 125 = 329 bytes

that contains the TSVC key:; used to verify MAC =
MAC},(M,) directly, and authenticatd/; explicitly. If P;
is authenticated then the record B¥ 1D, in DB is updated.
The threshold( + dg, the waiting timej, and the frequency
7 of transmission are system parameters. To deal with buffaiowing for a 100 byte payload, 4 bytes for ti3/ 1Dy, 20



bytes for the authenticator, 20 bytes for the MAC, 4 bytes
for the time, 56 bytes for a signature, and 125 bytes for the o 1 Km _
certificate. This is 197 bytes more than for TSVC (Section Il *™P*9"™ = 35105 Km/s ~ 3105

D.2, [20]—for the hybrid versionP; contains an extra hash

key, signature and certificate, but not the index). For the fi@SUMing an electromagnetic wave velocityef10” Km/s.
key release packet we have The delays from upper-layer processing, in particular comput-

ing (verifying) a MAC are also small. For example, SHA-1 of
U(kr_P1) = £(PVIDyg) + £(h1) + £(o) 500-byte data can be computed on a 2.2 GHz AMD Opteron
= 4+ 20 + 56 = 80 bytes 8354 in less than.5 us [34], so the upper layer latency is:
which is 133 bytes less than TSVC (for the hybrid version,
kr_P, does not contain the certificate, index, or time). The tapplication < 11S.
other data packets have length

s = 3.3 us,

The medium access control layer delays are harder to estimate
U(P,) = {(PVIDg)+0(M;)+(h%)+0(MAC) = 144 bytes  8S th_e collision pr_obability i_n a VANET varies with the vehi(_:le
density, the velocity of vehicles and other factors [35]. Typical
as opposed to 132 bytes for TSVC (they contain one extatimations [36], [37] are based on simulations that distinguish
authenticator, but not an index or the time). The other kdyetweenunsaturatedraffic (no more that 10 vehicles pé&im)
release packets have length and saturatedtraffic (greater thari00 vehicles perKm). The
medium access delays for the TSVC protocol are estimated for
U(kr_P;) = ((PVIDo) + £(h;) = 20 + 4 = 24 bytes both simulations in [20]. The simplest case is with unsaturated

Co . affic for which we get the upper boung,,. = 1ms for
which is 4 bytes less than TSVC (they do not contain atﬁ transmission range df K'm [36]. For saturated traffic the

index or the time). The average packet length for 1,000 Safezgtimated delays are highee-g, an upper bound of4ms

messages Is: for a transmission range df Km is given in [36]. To keep
(409 4+ 999 x 168)/1000 ~ 168 bytes, delays belowi 0 ms the authors in [29], [37] propose to reduce
o the broadcast range to less thHz) m. For this ranget,,q. ~
which is 8 bytes more than TSVC. 9ms. Using Equation (3) this gives us:

. . tiatency_unsat (TSVC N2m8+67
B. Communication latency tatency_unsat( )
Packet delivery delay is the delay between the time and

packet was generated and the time the packet is successfully " (TSVC) ~ 10ms + §

received. It includes the transmission time, the propagation latency_sat '

time, and the medium access timed, due to backoff, busy |n poth cases the delay= 100ms in releasing the authen-

channel, inter-frame spaces [32], [33]): tication keys dominates the latency, which highlights a basic

weakness of delayed authentication. Of course we can reduce

the delay to sayy = 10ms. However one has to be careful

In the TSVC protocol received packets are buffered, and onkhen reducing the key release time in case that for some

validated when the key release packets are received, whiclvéhicles (in the extremes of the broadcast range) the keys

aftery = 100 ms. Validation is done at the upper (applicationjprrive before the safety messages are processed, which may

layers. It follows that the actual communication latency akesult in attacks of the type described in Section II-D.

TSVC is: Our hybrid approach is designed to address such issues,

_ in particular to exploit the “quadratic” reduction effect on
tiatency (TSVC) = tactivery + tapplication + 9, () saturated traffic with close proximity communication. More

Wheret o, piication iNcludes all delays at the upper layeesd, specific?élg, 2100 vehigles_in a K'm range are reduced to

queuing, processing, etc). For tHESLA communication 100 X (7555)° = 1 vehicle in the100m range. Consequently

protocol the key release packets are sent together with §%en when the traffic is saturated in té(m range, in the

tdelivery = ttmnsmvﬁssion + tpmpagation + tmac-

safety packets. So, 30 —50m range where the TESL%communication protocol
is used the number of vehicles cannot be more than 10, so
tiateney (TESLA®) = tactivery + tapplication.- (4) the latency for unsaturated traffic applies. For this range using

) i o the simulations in [36] we gett,,.. < 1ms, so that from
As an illustration, suppose that the transmission rate &Juation (4) we have:

6 Mbps (the base rate of 802.11a) and the rangd ism.

Then the transmission delay for a 500-byte routine safety tiatency (TESLAY) ~ 2ms.

message is roughly:

It is clear that a hybrid approach that distinguishes short range

tiransmission = ———— ~ 0.7 ms, communication from long range communication to address
6 Mbps traffic density has to be adopted, for the safety packages to

and the propagation time is: be secured.



C. Collisions with strict-schedule broadcasts

The TSVC protocol as well as our modification in Sec-
tion II-F and the TESLA® vehicular communication pro-
tocol rely on strict-schedule beacon broadcastirftypically
every 7 = 300ms). This means that a collision of packet [2]
P; will affect the whole broadcast stream of data packets
P;, Pj 1, Pj,2, ...—assuming the parties involved adhere
strictly to their schedule.

We distinguish three case&) the lead data packef3 of
vehicleA and P of vehicle B collide, (ii) the lead packeP;*
collides with thej-th packetPjB of vehicle B (vehicle B joins
an established group)jii) P/ collides with P]B (vehicles
A, B join an established group). ol

In the first case the consequences of the collision arg
minimized if both vehicles select a different time schediilg:
Ty =T +7,T =T +27, ..., j = A, B. In the second
case only vehicleB selects a different time schedul@}?,
TB = TP+, T8 = TB+27, ..., while vehicleA adheres to
its schedulel’ | = T{* + (i+ 1), T, = T+ (i+2)7, ...

(the visiting vehicle B must start a new session). The Ias[tlo]
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