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was believed secure for 17 years (1978–1995).

Lowe demonstrated the possibility of a man-in-the-middle attack
against NS in a concurrent execution scenario, and proposed a �x
that could be proven secure in a formal methods framework.

In the past few years, there is momentum to revisit formal methods
and reconcile it with the cryptanalytic approach to achieve proofs
that:

are secure in the context of arbitrary concurrency and (modular)

composition.

utilize real cryptographic primitives as opposed to abstract formal
language constructs.
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Building real/ideal cryptographic
libraries

Backes, P�tzmann and Waidner de�ne an idealized cryptograp hic library:

(http://eprint.iacr.org/2003/015 )
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Ideal cryptographic library
operations

mhnd  store (m) at in u ?:
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Ideal cryptographic library
operations

mhnd  store (m) at in u ?:

if (i = D [type = data ^ arg = ( m)]:ind 6= #)

return (ind2hnd u (i )) ;
elsef

curhndu ++;
D :( (ind := size + + ; type := data ; arg := ( m); hndu := curhndu ;

len = data _len � (jmj)) ;
return (curhndu ) ; g
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Ideal cryptographic library
operations (2)

`hnd  list (xhnd
1 ; : : : ; x hnd

j ) at in u ?:
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Ideal cryptographic library
operations (2)

`hnd  list (xhnd
1 ; : : : ; x hnd

j ) at in u ?:

x i; ind  D [hndu = xhnd
i ]:ind ;

if 9 i : x i; ind :type 2 f ske; sksg
return(#);

else if(`  D [type = list ^ arg = ( x1; ind ; : : : ; x j; ind )] 6= #)
return(ind2hnd u (`));

else
len ` := list _len � (D [x1; ind ]:len ; : : : ; D [x j; ind ]:len );

curhndu + +;
D := ( (ind := size + + ; type := list ; arg := ( x1; ind ; : : : ; x j; ind );

hndu := curhndu ; len = len ` );
return (curhndu ) ;
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Ideal cryptographic library
operations (3)

xhnd  list _proj (z; i ) at in u ?:
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Ideal cryptographic library
operations (4)

chnd  encrypt (z; w) at in u ?:
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Ideal cryptographic library
operations (4)

chnd  encrypt (z; w) at in u ?:

pk := D [hndu = z ^ type = pke]:ind ;

` := D [hndu = w ^ type = list ]:ind ;
` len := enc_len � (k; D [`]:len );

if (pk = #)
return(#);

else
curhnd + + ;

D :( (ind := size + + ; type := enc; arg := ( pk; `); hndu := curhndu ;
len := ` len );

return(curhndu );
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Ideal cryptographic library
operations (5)
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Ideal cryptographic library
operations (5)

chnd  decrypt (z; w) at in u ?:

sk := D [hndu = z ^ type = ske]:ind ;

c := D [hndu = w ^ type = enc]:ind ;
if (sk = # _c = #)

return(#);
if (pk := D [c]:arg[1] 6= sk + 1 _ D [c]:args[2] = #)

return(#);
else

` := D [c]:args[2];
return(ind2hnd u (`));

Breno de Medeiros, Florida State University :: Adv. Top. Crypt. Netw. Sec. – p.8



Special adversarial retrieval power

(type; arg)  adv_parse (z):
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Special adversarial retrieval power

(type; arg)  adv_parse (z):

m := D [hnda = z]:ind ;

m type := D [m]:type ;
if (m type = enc ^ D [m]:arg = ( pk; `) ^ D [pk � 1]:hnda = #)

return(m type ; (ind2hnd a (pk); D [`]:len ))
else

return(m type ; ind2hnd �
a (D [m]:arg )) ;
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Communication Model

sendi (v; z): at in u ?, where u is honest.
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sendi (v; z): at in u ?, where u is honest.

` ind := D [hndu = z ^ type = list ]:ind ;

if (` ind 6= #)
output(u; v; i; indx2hnd a (` ind )) at out a !
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Integrity requirements

An integrity requirement is a property of sets of traces at the in- and

out-ports connecting the system to honest users.
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out-ports connecting the system to honest users.

A system Sys perfectly full�ls an integrity requirement Req

(Sys j= perf Req)if the property holds for all sets of traces arising in Sys
runs.

Computational ful�llment , (Sys j= poly Req)holds when the property is
satis�ed with overwhelming probability by all traces arisi ng in those Sys

runs where the users and adversary are computationally polynomially
bounded in the security parameter.
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Integrity requirements

An integrity requirement is a property of sets of traces at the in- and

out-ports connecting the system to honest users.

A system Sys perfectly full�ls an integrity requirement Req

(Sys j= perf Req)if the property holds for all sets of traces arising in Sys
runs.

Computational ful�llment , (Sys j= poly Req)holds when the property is
satis�ed with overwhelming probability by all traces arisi ng in those Sys

runs where the users and adversary are computationally polynomially
bounded in the security parameter.

We now de�ne the integrity requirement which characterizes secure

authentication protocols.
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Entity Authentication integrity
requirement

De�nition (Entity Authentication Requirement): Trace r

satis�es entity authentication security requirement ReqEA , if

for all honest u and v, such that there is a t1 2 N s.t.

EA _outv !(ok; u) 2 r t1 , then there exist a t0 < t 1 and

EA _in u?(new_prot ; v) 2 r t0 .
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Proof overview

Theorem (Transitivity of requirements satis�ability): If system Sys1 is at least
as secure as Sys2 (Sys1 � poly

sec Sys2 ), Let Req be a requirement and assume that
Sys2 satis�es the requirement (Sys2 j= poly Req). Then, also Sys1 j= poly Req.
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Theorem (Composability): If a protocol � 2 results from � 1 by replacing the real
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